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NARR/REF A IS LTR FROM OFFICE OF THE UNDER SECRETARY OF DEFENSE (PR) SUBJ COMMON ACCESS CARD (CAC).  REF B IS LTR FROM OFFICE OF THE UNDER SECRETARY OF DEFENSE (PR) SUBJ COMMON ACCESS CARD CHANGES.  REF C IS MCO P5512.11B, ID CARDS FOR MEMBERS OF THE UNIFORMED SERVICES, THEIR FAMILY MEMBERS, AND OTHER ELIGIBLE
PERSONNEL.//
RMKS/1.  PURPOSE.  TO PROVIDE ADMINISTRATIVE GUIDANCE FOR ISSUANCE OF THE COMMON ACCESS CARD (CAC) TO ELIGIBLE RECIPIENTS VIA THE REALTIME AUTOMATED PERSONNEL IDENTIFICATION CARD SYSTEM (RAPIDS).
2.  BACKGROUND.  THIS MESSAGE HAS BEEN COORDINATED WITH HQMC MPO, I&L, C4, AND MARCORSYSCOM.
3.  PER REFS (A) AND (B) CAC ENABLED RAPIDS SITES WILL ISSUE THE CAC TO:
A.  ACTIVE DUTY MEMBERS AND MEMBERS OF THE SELECTED RESERVE
B.  DEPARTMENT OF DEFENSE (DOD) CIVILIAN EMPLOYEES (APPROPRIATED/NONAPPROPRIATED FUND), AND FOREIGN NATIONAL EMPLOYEES (DIRECT/INDIRECT HIRES)
C.  ELIGIBLE CONTRACTOR PERSONNEL WHO WORK INSIDE THE DOD SPHERE OF INFLUENCE AND WHO HAVE A VALIDATED AND RECURRING REQUIREMENT FOR ACCESS TO DOD FACILITIES, INSTALLATIONS, CONTROLLED SPACES OR DOD COMPUTERS OR NETWORKS;
D.  PENDING SOFTWARE MODIFICATIONS, CIVILIAN EMPLOYEES OF OTHER FEDERAL AGENCIES WHO WORK INSIDE THE DOD SPHERE OF INFLUENCE AND WHO HAVE A VALIDATED AND RECURRING REQUIREMENT FOR ACCESS TO DOD FACILITIES, INSTALLATIONS, CONTROLLED SPACES OR DOD COMPUTERS OR NETWORKS, AND;
E.  PENDING SOFTWARE MODIFICATIONS, CIVILIAN EMPLOYEES OF THE INTELLIGENCE COMMUNITY (E.G., NATIONAL SECURITY AGENCY, DEFENSE INTELLIGENCE AGENCY, NATIONAL IMAGERY AND MAPPING AGENCY, AND NATIONAL RECONNAISSANCE OFFICE) ARE AUTHORIZED A CAC FROM RAPIDS WORKSTATIONS WHEN THEIR APPROPRIATE PERSONNEL DATA HAVE BEEN SUBMITTED AND VERIFIED IN THE DEFENSE ENROLLMENT ELIGIBILITY REPORTING SYSTEM (DEERS).  THE SOFTWARE MODIFICATIONS MAY TAKE AS LONG AS SIX MONTHS TO IMPLEMENT.  HQMC, MRP-1, WILL PROVIDE UPDATES.
4.  THE DOD HAS EXTENDED THE OCT 2002 DEADLINE FOR CAC ISSUANCE.  CURRENT DOD GOAL IS THAT THE CAC WILL BE ISSUED TO ALL ELIGIBLE RECIPIENTS BY OCTOBER 2003 TO REPLACE A DD FORM 2, 2764, OR 2765, WHENEVER THE ELIGIBLE RECIPIENT'S CURRENT ID CARD IS LOST OR STOLEN, OR UPON DIRECTION OF THE LOCAL COMMAND.  THE DD FORMS 2 AND 2765 WILL CONTINUE TO BE ISSUED TO INDIVIDUALS DEFINED IN REFERENCE (C) AND WHO ARE DETERMINED NOT TO BE CAC ELIGIBLE.
5.  THE FOLLOWING DOCUMENTATION WILL BE REQUIRED OF ALL CAC APPLICANTS AT THE TIME OF ISSUANCE:
A.  A PICTURE ID, OR TWO PICTURE IDS IF THE INDIVIDUAL IS NOT ENROLLED IN DEERS.
B.  GOVERNMENT EMAIL ADDRESS IF THE APPLICANT HAS A GOVERNMENT ACCOUNT.

C.  A SIX TO EIGHT DIGIT NUMBER TO USE AS A PERSONAL IDENTIFICATION NUMBER (PIN).  PERSONNEL SHOULD BE CAUTIONED NOT TO USE A PIN THAT IS A NUMBER DERIVED FROM SOMETHING EASILY KNOWN SUCH AS THEIR SSN, BIRTH DATE, OR TELEPHONE NUMBER.
D.  FOR DOD CIVILIAN PERSONNEL AND ELIGIBLE CONTRACTORS WHO ARE NOT CURRENTLY ENROLLED IN DEERS, OR WHO HAVE EXPIRED ELIGIBILITY DATES IN DEERS, A PROPERLY COMPLETED APPLICATION FOR DEPARTMENT OF DEFENSE COMMON ACCESS CARD DEERS ENROLLMENT, DD FORM 1172-2, IS REQUIRED.  THE AUTHORIZING OFFICIAL MUST PROVIDE HIS/HER SSN ON THE DD FORM 1172-2, AND MUST ALSO HAVE A SIGNATURE CARD, DD FORM 577, OR A SIGNED MEMORANDUM ON FILE WITH THE APPROPRIATE SERVICING RAPIDS SITE. IF THESE CRITERIA ARE NOT MET, THE DD FORM 1172-2 WILL BE INVALID AND CANNOT BE USED TO ENROLL THE INTENDED CAC RECIPIENT IN DEERS OR TO ISSUE THE INDIVIDUAL A CAC.
6.  EXPIRATION DATES:  THE CAC WILL BE ISSUED FOR A PERIOD OF NO MORE THAN THREE YEARS OR THE INDIVIDUAL'S TERM OF SERVICE, TERM OF EMPLOYMENT, OR ASSOCIATION WITH THE DOD, WHICHEVER IS EARLIER.
7.  REISSUANCE:  A CAC WILL BE REPLACED WHEN LOST OR STOLEN, WHEN PRINTED INFORMATION (NAME, RANK, ETC.) REQUIRES CHANGES OR WHEN ANY OF THE MEDIA (TO INCLUDE PRINTED DATA, MAGNETIC STRIPE, EITHER OF THE BAR CODES, OR THE CHIP) BECOMES ILLEGIBLE OR INOPERABLE.
8.  RETRIEVAL AND DESTRUCTION OF THE CAC:  INVALID, INACCURATE, INOPERATIVE, EXPIRED CACS, OR A CAC IN THE POSSESSION OF AN INDIVIDUAL WHO HAS LOST THEIR ELIGIBILITY (I.E., CIVILIAN EMPLOYEE WHO HAS RESIGNED), SHALL BE RETURNED TO THE NEAREST RAPIDS SITE FOR DISPOSITION.
9.  DOD CIVILIAN PERSONNEL NOT ENROLLED IN DEERS OR WHO ARE LISTED WITH AN EXPIRATION DATE MUST HAVE THEIR DD FORM 1172-2 COMPLETED AND SIGNED BY A LOCAL CIVILIAN HUMAN RESOURCES OFFICE (CHRO) REPRESENTATIVE WHO HAS A DD FORM 577 OR SIGNED MEMORANDUM ON FILE WITH THE SUPPORTING RAPIDS SITE.
10.  THE CHRO REPRESENTATIVE MUST IMMEDIATELY NOTIFY THEIR SUPPORTING RAPIDS SITE WHENEVER A DOD CIVILIAN'S TERM OF EMPLOYMENT ENDS AND ENSURE THAT THE CAC IS RETURNED TO THE SITE FOR DISPOSITION.
11.  DOD CONTRACTOR PERSONNEL NOT ENROLLED OR LISTED WITH AN EXPIRATION DATE IN DEERS MUST HAVE THEIR DD FORM 1172-2 INITIATED BY THE CONTRACTING OFFICER'S REPRESENTATIVE (COR), QUALITY ASSURANCE EVALUATOR (QAE), OR CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (COTR) AND FINALIZED BY A DESIGNATED CONTRACTING OFFICER (CO) ASSIGNED TO THE BASE CONTRACTING OFFICE (BCO) WHO HAS A DD FORM 577 OR SIGNED MEMORANDUM ON FILE WITH THE SUPPORTING RAPIDS SITE.  IF
THE CAC IS TO BE USED TO ACCESS DOD FACILITIES, INSTALLATIONS OR CONTROLLED SPACES, OR DOD COMPUTER SYSTEMS/NETWORKS, THE BUILDING SECURITY MANAGER AND/OR THE DIRECTOR OF INFORMATION MANAGEMENT/SYSTEMS ADMINISTRATOR MUST ALSO SIGN THE FORM.  TO ACCOMMODATE THIS REQUIREMENT, THE FOLLOWING STATEMENT WILL BE ADDED TO THE DD FORM 1172-2 IN BLOCK 36 (REMARKS):  "THE INDIVIDUAL IDENTIFIED ABOVE IS PERFORMING IN AN OFFICIAL CAPACITY ON THE REFERENCED CONTRACT, AND REQUIRES A CAC IN THE PERFORMANCE OF THEIR DUTIES IN ACCORDANCE WITH THE CONTRACT TERMS AND CONDITIONS."  CREATE A SIGNATURE LINE DIRECTLY BELOW THE STATEMENT.
12.  THE RAPIDS VERIFYING OFFICIAL (VO) MUST ENSURE THAT ALL DOD CIVILIANS AND CONTRACTORS SIGN THE DD FORM 1172-2 IN SECTION V ACKNOWLEDGING RECEIPT OF THE CAC.  THEY MUST ALSO ENSURE THAT ALL CAC RECIPIENTS SIGN THE DEPARTMENT OF DEFENSE PUBLIC KEY INFRASTRUCTURE (PKI) SUBSCRIBER CERTIFICATE OF ACCEPTANCE AND ACKNOWLEDGEMENT OF RESPONSIBILITIES, DD FORM 2842, ACKNOWLEDGING RECEIPT OF THE CAC WITH APPROPRIATE CERTIFICATES.  THE RECIPIENT WILL BE PROVIDED A COPY OF
THE DD FORM 2842 FOR THEIR PERSONAL RECORDS.
13.  THE RAPIDS VO MUST GROUP THE COMPLETED DD FORMS 1172-2 AND 2842 AND SEND THEM AT LEAST WEEKLY, UNDER SEPARATE COVER TO THE DMDC SUPPORT OFFICE (DSO), 400 GIGLING ROAD, SEASIDE, CA 93955-6771. 14. AS NOTED HEREIN, IN ADDITION TO THE CAC'S USE AS AN ID CARD, IT IS EXPECTED TO PROVIDE A VARIETY OF FUNCTIONAL CAPABILITIES SUCH AS CONTROLLED ACCESS TO DOD FACILITIES, INSTALLATIONS, AND CONTROLLED SPACES.  THE CAC WILL ALSO BE USED TO PROVIDE SECURE ACCESS TO DOD COMPUTER SYSTEMS AND NETWORKS USING THE EMBEDDED INTEGRATED CIRCUIT CHIP AS THE PKI TOKEN.  AS A RESULT OF THE NEW PKI REQUIREMENTS, THE RAPIDS VO WILL ALSO FUNCTION AS A LOCAL REGISTRATION AUTHORITY (LRA) WHEN ISSUING THE CAC.  AS SUCH THE VO IS AUTHORIZED TO GENERATE AND REVOKE PKI CERTIFICATES EMBEDDED IN THE CAC CHIP.  THE VO/LRA ISSUING THE CAC MUST BE A U.S. CITIZEN WHO HAS NOT, FOR REASONS OF NEGLIGENCE OR NON-PERFORMANCE OF DUTY, BEEN PREVIOUSLY RELIEVED OF CERTIFICATE AUTHORITY (CA), REGISTRATION AUTHORITY (RA), OR LRA DUTIES, OR HAVE
NOT KNOWINGLY BEEN DENIED A SECURITY CLEARANCE, OR HAD A SECURITY CLEARANCE REVOKED, OR BEEN CONVICTED OF A FELONY OFFENSE.
15.  AN ELECTRONIC VERSION OF REF (C) IS AVAILABLE AT WWW.MANPOWER.USMC.MIL.  YOU WILL NEED TO CLICK ON THE PERSONAL AND FAMILY READINESS (MR) LINK AND FOLLOW IT TO THE DEERS/RAPIDS WEB PAGE.  A VARIETY OF INFORMATION ON THE CAC IS AVAILABLE AT THE DOD SMART CARD WEBSITE:  WWW.DMDC.OSD.MIL/SMARTCARD; THE DMDC WEBSITE:  WWW.DMDC.OSD.MIL/; AND THE AIR FORCE WEBSITE:  WWW.AFPC.RANDOLPH.AF.MIL/DEERS/.
16.  THESE PROCEDURES WILL BE INCORPORATED IN A SUBSEQUENT INSTRUCTION PERTAINING TO THE CAC.
17.  POINTS OF CONTACT FOR THIS MESSAGE ARE:  MRS. STROZ/MRS. REITER, MRP-1, DSN 278-9529; MAJ PARRY, C4, DSN 223-3491; MRS. FLEMING, MPO, DSN 278-9379; MR. UPTON, I&L, DSN 225-5768; AND MS. J. H. GRIFFIN, MARCORSYSCOM, DSN 278-0921.//
