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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

The WRQ Inc. REFLECTION for IBM is a desktop / laptop computer thick client software product that
allows a user to configure and acquire a IBM mainframe 3270 terminal and/or 3278 printer sessions across
a Secure Socket Layer (SSL) 128 bit encrypted Telnet network connection from their personal computer
directly to the specified IBM mainframe or As/400 host.

To start a REFLECTION for IBM mainframe 3270 terminal session:

e Click your PC Windows “Start’ button.

WMstart || | (1] & <1

e With your mouse pointer point and click on ‘Programs’.

ArCcessories g
Symantec Client Security L4
WRQ Reflection L4
Burn CD & DVD's with Roxio

Microsoft Access

o
=

cr o B8 &5 (=] BN ] [ (<] (] 3

Microsoft Excel
Microsoft FrontPage
Microsoft Cutlook,

Microsoft PowerPoink

Microsoft Project

Mew Qffice Document .
Microsoft Wiord

" Open Office Document

@ WeatherBug

il SetProgram Access and Defaults
4 Burn CD & DVDs with Raxio

Qublook Express
Wisio 2000
Internet Explorer

Microsoft Expedia L4

Programs L ¥
j Documents L4
_E.‘ia Settings L
@ Search L
@ Help
ﬁ Run...
@% Log OFF TarmilsonCo, .,
B Shut Dowr...

|§£5tart ] &
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e  With your mouse pointer point and click on the folder that contains your WRQ REFLECTION
applications.

Arccessories k

Symantec Client Security g

Hr

) Reflection r
Burn CD & DWDs with Roxio
Microsoft Access
Microsoft Excel
Microsoft FrontPage
Microsoft Outlook

Microsoft PovserPaink

Microsoft Project
Micrasaft Mard

E_] Mews Office Document

‘A Open Office Document

@ WeatherBug

3§ Set Program Access and Defaulks
4, Burn CD & DYDs with Raxio

Ctlook Express
Visio 2000

Internet Explaorer

(1 & B8 &5 (=] (3 (o) [ [ [e¢] (] 7

Microsoft Expedia L

w
W

.-_T| Programs
j‘ Documents
_E!ia Settings
@ Search
@ Help

El Rur...

@% Log OFF TamilsonDw.. .
B shut Down, ..

ffstart || ] &

¥ w v

5
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

¢  With your mouse pointer, from the WRQ REFLECTION product menu select and click on ‘3270
Host — Mainframe’.

Arccessories L

Symantec Client Security

Iltilities L4
Wizards r
FTP Client

Hosk - 45400

Hosk - HP

Burn CD & DVDs with Roxio

e

[

Microsoft Access

Microsoft Excel

@@ i [

Microsoft FrontPage
Microsoft Outlaok

Hosk - Mainframe

| E3 [c2] [ [ [e¢] [

Microsoft PowerPoink Host - ReGIS Graphics
E_] = Microsoft Projeck Host - LNIE and Digital
Mew Office Documenk
E . W Microsoft Word Reflection »
[ Cpen OFfice Document
: L"',EJ Cutlook Express

@ WeatherBug 5 [

. Yisia 2000

=il Set Programn Access and Defaults & Tnternet Expl

nkernet Explorer
43 Burn CD & DYDs with Raxio _ _
=1 Microsoft Expedia
(5 Microsaft Exped r

=] Programs 4 ¥

j Diocuments r

_E.‘ia Settings r

@ Search »

& Help

@ Run...

@, Log OFf TarmilsonDw, ..

B Shut Dawn...
[Heon | @ @ 2
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e Once ‘3270 Host — Mainframe’ has been selected, the following screen will appear on your PC
Window’s desktop:

I [=[5

Enter Host Name or IP &
localhos|

Connect | Cancel |

1,1 IBM 3270 Terminal - Mo Connection

Cancel
e  With your mouse pointer select the 4 button on the ‘Enter Host Name or IP
Address’ pop-up window.

e Entering either a Host Name or IP Address in the drop down block provided and selecting the

button vice the button will establish an un-secure Telnet 3270

terminal session.

o Note: Do not establish and /or utilize an un-secure Telnet 3270 terminal or
printer session as mainframe login USERID’s, Passwords, and all data being
transmitted to / from your REFLECTION 3270 client sessions and the mainframe
are totally in the clear resulting in information technology and network security
vulnerabilities.

Mr. David W Tomilson Page 6 10/23/2003
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e  With your mouse pointer select ‘File’ from the top menu on the 3270 Untitled — WQR Reflection
— IBM 3270 Terminal display screen.

@ untitled - WRQ Reflection - IBM 3270 Terminal ] 4

File Edit Conmection Setup Macro  Window Help

Mew Session... B | el | 5 y o | A2
open...

Save..,
Save fAs...

Save Display As...

Print...
Page Setup...
Print Setup...

Send...

Exit

Manage settings files, new sessions, transfers, and printing
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e From the ‘File’ drop down menu of the 3270 Untitled — WQR Reflection — IBM 3270 Terminal
display screen select ‘Open...’

0 untitled - WRQ Reflection - IBM 3270 Terminal _ 0] x|

File Edit Connection Setup Macro ‘Window Help

MNew Session... B | g :\» y » k‘?

Save...
Save As...

Save Display As...

Prink. ..
Page Setup...
Print Setup. ..

Send. ..

Exit

Cpen (load) a settings file
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e The following ‘Open Settings File’ Window’s pop-up screen will appear:

~=ol x|

DOpen Settings File 2| x|

Lack ir: | — Reflection j
men-fip_stl_disa mi(PRINTEE) Open

men-fip_stl_disa mil(TERLD \—I
mss-fip_stl disa_mil(PRINTER) Cancel

mes-fip_stl disa mil{TERMD Help

File name: |

Files of type: |Settings [~ New Window

1,1 IEM 3270 Terminal - Mo Connection

10/23/2003
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

o  Select the ‘msn-ftp_stl_disa_mi(TERM)’ default 128 bit Secure Socket Layer (SSL) encrypted
3270 terminal configuration settings file.

=10lx]

21|
Look ir: | — Reflection j EF =

G msrn-fip_stl disa_mil(PRINTER)
i men-fip stl disa mil TERLD)
i mss-fip_stl_disa_mil(FRINTER) Cancel
Gl |mes-ftp stl disa mil TERL)

Open

Help

File: narne: |msn-ft|:|_st|_disa_mi|[TE RM]

Filess of bpe: |Settings ™ Mew wWindow

1,1 1BM 3270 Terminal - o Connection

Open
e  With your mouse pointer point and click on the button once the

‘msn-ftp_stl_disa_mil(TERM)’ default 128 bit Secure Socket Layer (SSL) encrypted 3270 terminal

configuration settings file is selected and appears in the ‘File name:’ entry block of this pop-up
screen.

e At this time, a 128 bit Secure Socket Layer (SSL) encrypted 3270 terminal session
display screen with the Defense Information Systems Agency’s mainframe menu should come up.

o  Asample of display screen for the DISA 3270 terminal session with mainframe menu follows:

Mr. David W Tomilson Page 10 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

& msn-frp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal ol x|
File Edit Conmection Setup Macro Window Help

DEH & 2R|a T » o W2

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) COWSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONNEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PEMNALTIES.

QUANTICO 8D - DITCO OKINAWA 8F - KANSAS CITY
LEJEUNE SH - PENDLETON ALBANY 8K - ASIMS-5
ASIMS-E SM - ASIMS-W ARDEC SP - ARL

ASIMS-C SR - 0SC-5/DFAS AMCOM/SBCCOM SU - O3C-R

RIA SH - FAR EAST TEAD 3Y - TACOM

350 DAYTON QC - ASIMS-T QD - ASIMS-H QE - ANAD

CCAD QG - RRAD QH - CECOM QI - LEAD

TYAD QK - LOGSA QL - AMCOM-M QR - NAMI

SNI MENU

HELPDE3SK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION == I

kal

24, 4z Al 8 IBM 3270 Terminal - msn-Ftp. st disa.mil via Telnet Extended
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

To start a REFLECTION for IBM mainframe 3270 printer session:

e  Click the PC Windows ‘Start’ button.

lstart || | ] & <)

e With your mouse pointer point and click on ‘Programs’.

Accessories L4
Symantec Client Security L4
WRO Reflection L4
Burn CD & DWDs with Roxio

e

I

Microsoft Access
Microsoft Excel
Microsoft FronkPage
Microsaft Ouklook

Microsoft PowerPoint

Microsoft Project
Microsoft \'ord

| i [c2] Ko et {3 e

Mews Cffice Docurment
‘4 Open Office Document

Qutlook Express

@ WieatherBug
il Set Program &ccess and Defaults
45 Burn CD & DVDs with Roxio

e EBSE

Visio 2000
Internet Explorer

Microsoft Expedia L4

Programs L u
j Docunments L
Bl settings L
@ Search L
@ Help
@ Rur, ..
@% Log Off TorilsonDi, .
P shut Down,..

Qe
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e  With your mouse pointer point and click on the folder that contains your WRQ REFLECTION
applications.

Arccessories k

Symantec Client Security g

Hr

) Reflection r
Burn CD & DWDs with Roxio
Microsoft Access
Microsoft Excel
Microsoft FrontPage
Microsoft Outlook

Microsoft PovserPaink

Microsoft Project
Micrasaft Mard

E_] Mews Office Document

‘A Open Office Document

@ WeatherBug

3§ Set Program Access and Defaulks
4, Burn CD & DYDs with Raxio

Ctlook Express
Visio 2000

Internet Explaorer

(1 & B8 &5 (=] (3 (o) [ [ [e¢] (] 7

Microsoft Expedia L

w
W

.-_T| Programs
j‘ Documents
_E!ia Settings
@ Search
@ Help

El Rur...

@% Log OFF TamilsonDw.. .
B shut Down, ..

ffstart || ] &

¥ w v

5

Mr. David W Tomilson Page 13 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

¢  With your mouse pointer, from the WRQ REFLECTION product menu select and click on ‘3270
Host — Mainframe’.

Arccessories L

Symantec Client Security

Iltilities L4
Wizards r
FTP Client

Hosk - 45400

Hosk - HP

Burn CD & DVDs with Roxio

e

[

Microsoft Access

Microsoft Excel

@@ i [

Microsoft FrontPage
Microsoft Outlaok

Hosk - Mainframe

| E3 [c2] [ [ [e¢] [

Microsoft PowerPoink Host - ReGIS Graphics
E_] = Microsoft Projeck Host - LNIE and Digital
Mew Office Documenk
E . W Microsoft Word Reflection »
[ Cpen OFfice Document
P L"',EJ Dutlook Express

@ WeatherBug . = I

. Yisia 2000

=il Set Programn Access and Defaults & Tnternet Expl

nkernet Explorer
43 Burn CD & DYDs with Raxio _ _
=1 Microsoft Expedia
(5 Microsaft Exped r

=] Programs 4 ¥

j Diocuments r

_E.‘ia Settings r

@ Search »

& Help

@ Run...

@, Log OFF TornilsonC. .,

B Shut Dawn...
[Heon | @ @ 2
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e Once ‘3270 Host — Mainframe’ has been selected, the following screen will appear on your PC
Window’s desktop:

I [=[5

Enter Host Name or IP &
localhos|

Connect | Cancel |

1,1 IBM 3270 Terminal - Mo Connection

Cancel
e  With your mouse pointer select the 4 button on the ‘Enter Host Name or IP
Address’ pop-up window.

e Entering either a Host Name or IP Address in the drop down block provided and selecting the

button vice the button will establish an un-secure Telnet 3270

terminal session.

o Note: Do not establish and /or utilize an un-secure Telnet 3270 terminal or
printer session as mainframe login USERID’s, Passwords, and all data being
transmitted to / from your REFLECTION 3270 client sessions and the mainframe
are totally in the clear resulting in information technology and network security
vulnerabilities.

Mr. David W Tomilson Page 15 10/23/2003
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e  With your mouse pointer select ‘File’ from the top menu on the 3270 Untitled — WQR Reflection
— IBM 3270 Terminal display screen.

@ untitled - WRQ Reflection - IBM 3270 Terminal ] 4

File Edit Conmection Setup Macro  Window Help

Mew Session... B | el | 5 y o | A2
open...

Save..,
Save fAs...

Save Display As...

Print...
Page Setup...
Print Setup...

Send...

Exit

Manage settings files, new sessions, transfers, and printing

Mr. David W Tomilson Page 16 10/23/2003
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e From the ‘File’ drop down menu of the 3270 Untitled — WQR Reflection — IBM 3270 Terminal
display screen select ‘Open...’

0 untitled - WRQ Reflection - IBM 3270 Terminal _ 0] x|

File Edit Connection Setup Macro ‘Window Help

MNew Session... B | g :\» y » k‘?

Save...
Save As...

Save Display As...

Prink. ..
Page Setup...
Print Setup. ..

Send. ..

Exit

Cpen (load) a settings file
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e The following ‘Open Settings File’ Window’s pop-up screen will appear:

~=ol x|

DOpen Settings File 2| x|

Lack ir: | — Reflection j
men-fip_stl_disa mi(PRINTEE) Open

men-fip_stl_disa mil(TERLD \—I
mss-fip_stl disa_mil(PRINTER) Cancel

mes-fip_stl disa mil{TERMD Help

File name: |

Files of type: |Settings [~ New Window

1,1 IEM 3270 Terminal - Mo Connection

10/23/2003

Mr. David W Tomilson Page 18
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL
AND / OR 3278 PRINTER SESSION CONNECTIVITY

e  Select the ‘msn-ftp_stl_disa_mil(PRINTER)’ default 128 bit Secure Socket Layer (SSL)
encrypted 3270 printer configuration settings file.

DEE & BR[| ) » ok

Dpen Settings File

Loak in: ‘ 3 Reflection j

2lx]

T3 men-fip_stl disa_millFRINTER)
Cf men-fip_st] disa_mil TERM)
Efmss-fip_stl_disa_milPRINTER)
O mss-fip_stl disa_mil TERM)

File name: ‘msn—ftp_stl_disa_mil[F’FlINTEFl]

Files of type: ‘Sett\ngs

1,1 I1BM 3270 Terminal - Mo Connection

Open
Cancel
Help

v Mew window

. . . . Open
e  With your mouse pointer point and click on the button once the

‘msn-ftp_stl_disa_mil(PRINTER)’ default 128 bit Secure Socket Layer (SSL) encrypted 3278
printer configuration settings file is selected and appears in the ‘File name:’ entry block of this

pop-up screen.

e Atthis time, a 128 bit Secure Socket Layer (SSL) encrypted 3270 printer session display screen

should come up.

e A sample of 3270 printer session display screen follows:

Mr. David W Tomilson Page 19
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STARTING WRQ REFLECTION FOR IBM MAINFRAME HOST 3270 TERMINAL

AND / OR 3278 PRINTER SESSION CONNECTIVITY

2 msn-ftp_stl_disa_mil{PRINTER).rsf - WRD

File ©Connecktion Setup Macro  Window Help

=101 x|

DS o »w

— Printer contral — Farms cantral

Faormn feed |
Cancel e feed |

Hast cantral

PaT

Faz

Heset

Fluzh

[
[

Tezst Fage |
Help |

Setup... |
Infa... |

— Statuz

[ e

| 1,1 [ =

| IEM 3270 Printer

.

Mr. David W Tomilson
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TERMINAL SESSION BASICS

The MCDN screen is displayed when a terminal session is started. The top line of the terminal session
window contains the following information:

e The Session Name: msn-ftp_stl_disa_mil(TERM).rsf — WRQ Reflection — IBM 3270 Terminal

e A numeric session identifier: :1 will suffix the msn-ftp_stl_disa_mil(TERM).rsf Session Name
only if multiple session windows are open.

e Asingular session will not be numerically suffixed.

All communication between the user and the mainframe may be encrypted and transmitted over a secure

link. The blue/gray pad lock symbol = displayed in the Operator Information Area (OlA) on the bottom

of the terminal session window indicates a secure connection. If the blue/gray pad lock 8 is not visible,
your session is not encrypted. This means your user-id, password and all data is being transmitted in the
clear.

& msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal . =] ]
File Edit Connmection Setup Macro ‘Window Help

DR & B 0T » o k2

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PENALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
SG - LEJEUNE SH - PENDLETON SI - ALBANY SK - ASINMS-S

SL - ASINMS-E SM - ASIMS-W S0 - ARDEC SP - ARL

S0 - ASINS-C SR - 0SC-S/DFAS ST - AMCOM/SBCCOM SU - 0OSC-R

SV - RIA Sl - FAR EAST SX - TEAD SY - TACOHM

QA - S50 DAYTON QC - ASIMS-T OD - ASIMS-H QE - ANAD
OQF - CCAD 0G - RRAD OGH - CECOM QI - LEAD
QJ - TYAD 0K - LOGSA QL - AMCOM-M OGR - NAMI
X - SNI MENU

HELPDESK DSH: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24,42 HlF 8 IEM 3270 Terminal - msn-ftp.stl.disa.mi via Telnet Extended
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MULTIPLE SESSIONS

If there is a requirement to have multiple terminal sessions opened simultaneously, you may acquire

another session by clicking on the Open = button, which is located on the toolbar.

]

File Edit Conmection Setup Macro Window Help

b & ) r o | K2

Mr. David W Tomilson

& msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IBM 3270 Terminal

- QUANTICO SD - DITCO SE - OKINAWA

- LEJEUNE SH - PENDLETON SI - ALBANY

- ASIMS-E SM - ASIMS-W S0 - ARDEC

- ASIMS-C SR - 0SC-S/DFAS ST - AMCOM/SBCCONM

- RIA S - FAR EAST SX - TEAD

- S50 DAYTON 0C - ASIMS-T QD - ASINMS-H
- CCAD 0G - RRAD GH - CECOM

- TYAD 0K - LOGSA QL - AMGOM-M
- SNI MENU

HELPDESK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24, 42 Ak g8 IBM 3270 Terminal - msn-ftp,stl disa.mil via Telnet Extended

Page 22

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONNEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PENALTIES.

SF

SuU

OR

- KANSAS CITY
SK -
SP -
- 0SC-R
SY -
QE -
oI -
- NAMI

=10 %]

ASIMS-S
ARL

TACON
ANAD
LEAD
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MULTIPLE SESSIONS

e  Once the Open & putton is clicked on the following pop-up window will appear:

I [=[ 3]

| » o|w?

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

YOU TO CRIMINA ) 2]
Lock in: | 2l Reflection ﬂ & ER-
- QUANT ICE e R MY . ansps cITy
- LEJ EUNE [ e g o Shn ) Cancel - ASIMS-S

ASINS-E ip_stl_disa_nd(TERM) e ARL

- S - mss-ftp_stl disa_; Help -

- ASINS-C —= | 0SC-R
- TACOM

- ANAD

- LEAD

- NAMI

File mame:

Files of type: |Settings

HELPDESK DSH: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24, 42 FlE g8 IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

e  From this Open Settings File pop-up window select msn-ftp_stl_disa_mil(TERM) if not already

in the File name block and mouse click on the button.

e A second terminal session window will open, the Session Name:
msn-ftp_stl_disa_mil(TERM).rsf:2 - WRQ Reflection — IBM 3270 Terminal suffixed
numerically with :2 indicates the second session. At this time your original session will be
suffixed numerically with :1 to designate that this is your first session.

10/23/2003
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KEYPAD & HOTSPOT

The keypad functional within WRQ Reflection is similar to that within the IBM Host On-Demand 3270
terminal emulation software product.

To activate the Keypad press <ALT and K> simultaneously and a graphical user interface (GUI)
3270 terminal keyboard pop-up window will appear as shown below.

=12l

& msn-fep_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro ‘Window Help

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
{DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONNEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

YOU TO CRIMINAL PROSECUTION AND PENALTIES.

== ]
FF14 ||rF15||FF 16 ||PF17 [|PF1s || PF19)|pFza|(pr21 ||PFa2 | PFes | PFea
KANSAS CITY

pF1 || prz || PEs || pFa || prs || pre || PE7 || PF || PFa [lPF10]|PE11][PFI2 ASIMS-S

i EHEEEE BB NRR : ARL

s Jallwllef el ¢ oJlul iAol el e]~T, | 0SC-R

& [Lal[s el lallnILale L]l 0] TACOM

20 51 O L ANAD
|[rer] EEE . LEAD

0K oL - AMCOM-M OR - MAMI

SNI MENU

HELPDESK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION ==

2,48 AlE g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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KEYPAD & HOTSPOT

e By mouse clicking on and dragging this Keypad pop-up window to the bottom gray portion of the
Reflection 3270 terminal session window the Keypad will attach itself to the gray portion of the
3270 terminal session window as shown below.

B msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal i ] 4]
File Edit Connection Setup Macro ‘Window Help
b= E & T | » @ A2

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFEMSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSOMMEL
FOR COMPUTER SECURITY AMD SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PENALTIES.

QUANTICO DITCO OKINARWA SF KANSAS CITY
LEJEUNE PENDLETON ALBANY SK ASIMS-S
ASINS-E ASIMS-1 ARDEC SP ARL

ASINS-C 0SC-S/DFAS AMCOM /SBCCOM  SU 0SC-R

RIA FAR EAST TEAD 5Y TAGOM
SS0 DAYTON ASIMS-T ASIMS-H aQE ANAD
CCAD RRAD GCECOM QI LEAD
TYAD LOGSA AMCOM-M aR NAMI
SHI MENU

HELPDESK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-845-5032

ENTER SELECTION ==>

Fi [Fz](Fs]lFa W[« 2B E 2=2lal. =
Fs |[Fe [|F7 |[Fa E‘ fi (A # 3 4005 |6 . [ ==
Fa [[10](11]]12 ks |[en [l

1,26 Al g IBM 3270 Terminal - msn-ftp. stl.disa.mil via Telnet Extended
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e In addition you can turn on program function keys PF key hotspots that display PK key buttons.
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KEYPAD & HOTSPOT

e Toenable and display these PF key hotspots mouse click on the | 3&tup button located on the top

tool bar menu. A drop down menu window as displayed below will appear.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
Fille Edi Connection | Setup Macro Window  Help

O E &

USE OF
(DODICS)
FOR COMP
RELATED
PROCESSI
AUTHORIZ
You TO €

-Q

Terminal... > o | K2

Display. ..

o [=[ 3]

Events... Y OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
Hatspot... TY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
LapEEETE o RE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,

e ATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER

File Transfer. .. S YOUR

Hatlist. ..

Mouse. ..

Toolbar... ION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
PN S ECUTION AND PENALTIES.

View Settings...
DDE...

sD -

- LEJEUNE SH -
- ASINS-E M -
- ASINS-C SR -

- RIA Sl -
- SS0 DAYTON ac -
- GCAD QG -
- TYAD oK -
- SNI MENU

1 |

HELPDESK

DITCO SE - OKINAWA
PENDLETOMN SI - ALBANY
ASIMNS-IW S0 - ARDEC
0SC-5/DFAS ST - AMCOM/SBCCONM
FAR EAST SX - TEAD
ASINS-T QD - ASINMS-H

RRAD GH - CECOM

LOGSA QL - AMCOM-M

DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

Change and view Reflection options
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KEYPAD & HOTSPOT

e  From that drop down menu select the Hotspot...

appear:

option and the following pop-up window will

24, 42 Ak g

3| » o | w2

=10l x|

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO HOHITORIHG BY DOD AUTHORIZED PERSOMMEL

e —
RELATED EQUIPMENT

PROCESSING, MANIP R R
AUTHORIZED INFORM

Hatspat test:

DODICS AND ALL
RANSMISSION,

FRNMENT OR OTHER
ITER MAY SUBJECT

YOU TO CRIMINAL PHEG

o
3=
1=
[
SB - QUANTICO oy

- LEJEUNE i
- ASIMS-E 10-
- ASINS-C 12-
- RIA T
- 580 DAYTON (b
- CCAD iy
- TYAD

- SNI MENU

- KANSAS CITY
- ASINMS-S

- ARL

- 0SC-R

- TACOM

- ANAD

- LEAD

- NAMI

o ]

Cancel |

ENTER SELECTION =>

>

IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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KEYPAD & HOTSPOT

o Select the Setings | tab on this pop-up window

S0

QJ

SB -
SG -
SL -
- ASINS-C
sV -
QA -
QF -
- TYAD
X -

=

QUANTICO
LEJEUNE
ASIMS-E

RIA
S50 DAYTON
CCAD

SNI MENU

» o | W?

Hotspot Setup

Defined Hotspots - Settings l

Mouze click

[Mousze click applies to ALL hotspots]

| Shitt

1]

Diisplay
I Enable all
-

I DoubleClick
I Show 3 buttons

Defaults

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPHMENT AH
PROCESSING, MANIPULA
AUTHORIZED INFORMATI
YOU TO CRIMINAL PROY

=10l x|

k) SHISSION,
MENT OR OTHER
R MAY SUBJECT

| - KANSAS CITY
| - ASIMS-S
' - ARL
- 0SC-R
[ - TACOM
[ - ANAD
- LEAD
- NAMI

Cancel |

Apply

g 1BM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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KEYPAD & HOTSTOP

e Mouse click on the Enable all box with will automatically un-shade and check mark the Show all

box.

DEE & @ o D

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
{DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL

RELATED EQUIPMENT AH
PROCESSING, MANIPULA
AUTHORIZED INFORMATI

YoU TO

SB -
SG -
SL -
se -
sV -
QA -
QF -
oJ
X -

CRIMINAL PROS

QUANTICO
LEJEUNE
ASIMS-E
ASINS-C
RIA

SS0 DAYTON
CCAD

- TYAD

SNI MENU

g IBM 3270 T

s

Hotspot Setup

Defined Hotspots  Settings l

Mouse click

[Mouze click applies to ALL hotspotz)

| Shit [ | ‘

I DoubleClick
[ Shaw 3 buttans

Diisplay

¥ Enable all

¥ Show all

Defaults

=10l x|

B3 SHM ISSION,
MENT OR OTHER
R MAY SUBJECT

- KANSAS CITY
| - ASIMS-S
' - ARL
- 0SC-R
[ - TACOM
[ - ANAD
- LEAD
- NAMI

Cancel |

Apply

erminal - msn-ftp, stl.disa.mil via Telnet Extended
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KEYPAD & HOTSPOT

e Once both the Enable all and Show all boxes are check marked, mouse click on the .~ |

button followed by the button to display the program function PF Keys as shown
below.

& msn-ftp_stl_disa_mil{ TERM).rsf - WR0 Reflection - IBM 3270 Terminal o ] 4]
File Edit Connmection Setup Macro Window Help

Actions QOptions Commands Features Help
KLSVSELA CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.
Session ID Description Status

Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi
ALACICS? ALA CICS PRODUCTION Multi
ALACICSD ALA CICS DEVELOPMENT Multi
ASICITOO CICS/ADABASE OKR TEST Multi
ALAINFO ALA INFOPAC RDS Multi
ALAINFPH ALA INFOPAC MAINTENANCE Multi
OKRCICS OKR CICS PRODUCTION Multi
OKRCICS?2 OKR CICS2 PRODUCTION Multi
OKRINFOQ OKR INFOPAC RDS Multi
OKRINFPM OKR INFOPAC MAINTENANCE Multi

Command ===> AAOD/ASNTI1681
Enter [@l=Help [E=Exit [@@=Refresh [@=Fud [=Retrieve [@ll=Action

>

9,2 AlF g 1BM 3270 Terminal - msn-Ftp.stl.disa.mil via Telnet Extended

o Note: This will result in every instance of F1, F2, F3,...F12, etc. character strings that appears
on the terminal screen to have a fully functional hotspot button displayed around them.
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PRINT SCREEN

Several mainframe applications do not have an associated PF Key for sending output to a printer.
Normally, print screen is used to direct information to the printer in those instances. To use WRQ

Reflection print screen function:

=

e Click the Printer

button located on the toolbar.

o Whatever is currently displayed on the terminal session screen will be sent to your default printer.
e You do not have to start a printer session in order to use the PrtScrn function.

W I IE T

Print -
ACtlons Options

KLSVSEL1

Select sessions with a

ROSCOE ROSCOE

Command ===>

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal

Fle Edit Connmection Setup Macro Window Help

e A2

Commands Features Help

CL/SUPERSESSION Main Menu

"/" or an action code.

Session ID Description

ALACICS ALA CICS PRODUCTION
ALACICS2 ALA CICS
ALACICSD ALA CICS DEVELOPMENT
ASICITOO CICS/ADABASE OKR TEST
ALAINFO ALA INFOPAC RDS
ALAINFPH ALA INFOPAC MAINTENANGE
OKRCICS OKR CICS
OKRCICS2 OKR CICS2 PRODUCTION
OKRINFO OKR INFOPAC RDS
OKRINFPM OKR INFOPAC MAINTENANCE

PRODUCTION

PRODUCTION

>

o,z Ak =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

Type

Multi
Multi
Multi
Multi
Multi
Multi
Multi
Multi
Multi
Multi
Multi
Multi

Enter =Help @-Exit [§@-Refresh [g§=Fud =Ret|‘ieve

Status

=100

AAOD/ASNT1681
@Il=Action
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MACROS

WRQ Reflection has the capability of recording keystrokes thereby, allowing you to logon, navigate
through different 3270 and application functions while within mainframe session by pressing the

e “Run/ Stop” ¥ macro button. The recorded keystrokes are saved as part of the Reflection
Setting Files and linked to the specific Session Settings File.

e Ifyou are a power user, you have the capability to create macros and utilize them at a later date.
To start recording and /or stop recording a macro mouse click on the “Start / Stop Recording”

®  macro button. Please note that these macro settings files are only saved within the Reflection
client software loaded to that specific personal computer.

e Also note that for security vulnerability reasons, the Reflection product will not record Passwords
as part of a macro. All Passwords have to be manually entered during the running of a macro and
a pop-up window to enter the Password is provided by the reflection software.

=101 %]

ime K2

KLGLGON] —— Entry Validation
Date: 09/16/03 System: AAOD
Time: 12:33:14 Device: ASNT1874

Identification:

Userid g9mpo3
Passuord Change Password ? |

Additional Information:
Group fe e
Acct. .,

Proc. . \?,) rassword

Bulletins: DISA CUSTOMER SURVEY: 8-19 SEPT. 2003. DISA IS
SURVEYING END USERS & ASKS YOU TO PARTICIPATE.
PLEASE GO TO URL HTTP://GARTNER18.GARTNERWEB. CON
(USERID IS GART2588 ; PWORD IS DISA2003)
ALL ANSWERS ARE CONFIDENTIAL. DECC-& POC IS
DONNA CLARK, DSN 490-0054; COMM 314 260-0054,

ENTER USERID
Enter Fi=Help F3=Exit

»

7,30 AlF » = IEM 3270 Terminal - msn-ftp. skl disa. mil via Telnet Extended
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KEYBOARD RE-MAP FUNCTION

All terminal emulation applications do not utilize the same keys when mapping mainframe functions. The
Banyan 3270 Service may use Shift/6 to represent logical not while Attachmate may use a totally different

key sequence.

e The following table lists the default 3270 key mapping for WRQ Reflection 3270:

FUNCTION KEYSTROKE ENVIRONMENT
Alt Cursor Alt+6 host
Attention Ctrl+F1 host
Backspace Backspace host
Backtab Shift+Tab host
Clear Ctrl+F2 or Scroll Lock host
Clear Partition Ctrl+F4 host
Connect Alt+C Reflection
Copy Ctrl+C Reflection
Cursor Blink Alt+8 host
Cursor Select Ctrl+F3 host
Delete Character Delete host
Delete Word Alt+Delete host
Device Cancel not mapped host
Disconnect Alt+D Reflection
Down Down Arrow host
Duplicate Ctrl+Page Up host
Enter Enter host
EraseEOF End host
Erase Input Alt+F5 host
Field Delimit Ctrl+Alt+F host
Field Mark Ctrl+Page Down host
Home Home host
Insert Insert host
Keyclick Alt+7 host
Left Left Arrow host
Left, double speed Alt+Left Arrow host
New Line Shift+Enter host
Next Window Alt+N Reflection
NumLock Num Lock host
PA1 Page Up host
PA2 Page Down host
PA3 Ctrl+3 host
Pan Left Ctrl+Left Arrow host
Pan Right Ctrl+Right Arrow host
Partition Jump Ctrl+Tab host
Paste Ctrl+Vv Reflection
PF1-PF12 F1-F12 host
PF13-PF24 Shift+F1-Shift +F12 host
Print Screen Print Screen Reflection
Reset Esc host
Right Right Arrow host
Right, double speed Alt+Right Arrow host
Scroll Down Ctrl+Down Arrow host
Scroll Up Ctrl+Up Arrow host
Show Command Line Alt+L Reflection
Mr. David W Tomilson Page 34 10/23/2003
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SysReq Alt+Print Screen host
Tab Tab host
Toggle Terminal Keyboard Alt+K Reflection
Toggle Toolbar Alt+B Reflection
Up Up host
© 1994-2002 WRQ, Inc.

e An alternate means of determining personal computer (PC) keyboard to WRQ Reflection 3270

terminal keyboard mapping and keystrokes to function / command is to mouse click on the

Setup

button located on the top tool bar menu. A drop down menu window as displayed below will

appear.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal

File Edit Connection | Setup Macro  Window Help

DeE| &

USE OF
{DODICS)
FOR COMP
RELATED
PROCESSI
AUTHORIZ
YOU To €

-0

- LEJ
- ASI
- ASI
- RIA

- 880 DAYTON

- CCA
- TYA
- SNI

1y |

Change and wiew Reflection options

Terminal...

Display. ..
Events...

File Transfer. ..

Hatlist. ..
Haokspat, .,
Kevboard...
Menu...
Mouse...
Toolbar...

Preferences...

Vigw Settings...

DDE...

EUNE
MS-E
MS-C

D
D
MENU

Mr. David W Tomilson

» o | K2

Y OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
TY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
ATION, AND STORAGE OF OFFICIAL U.S8. GOVERMNMENT OR OTHER

S YOUR

10N

SECUTION AND PEMALTIES.

sD -
SH -
- ASINS-H S0 - ARDEC
SR -
Skl -
ac -
06 -
oK -

SH

HELPDESK

DITCO SE - OKINAWA
PENDLETON SI - ALBANY

0SC-S/DFAS ST - AMCOM/SBCCOM
FAR EAST SX - TEAD
ASIMS-T QD - ASIMS-H

RRAD GH - CECOM

LOGSA QL - AMCOM-M

DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>
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KEYBOARD RE-MAP FUNCTION

e From that drop down menu select the Keyboard... option and the following pop-up window will
appear:

o

File Edit Connection Setup Macro  ‘Window Help
Insaa =2e e D » o
USE OF THIS OR ANY OTHER DEPARTHENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) Cheyboard setp “— === S5 S —E
FOR COMPUT e AND ALL
RELATED EQ ION,
PROCESSING ) il ek A U g ) OR OTHER

u|_||e||e|\4||s||s||?||s||s||o|| I |-
AUTHORIZED S OEEnDOEEND F e SUBJECT
YOU TO CRI CLGGE GG CIEC]
ull%umumuuu,gll__l- . - - Keybosd...
CTRL RLT,—IRLT CTRL

o
F

Defaults

il LI

Help

NSAS CITY

ap | Hemnvel [refault |

—Action: ' Teminal keyboard ¢ Command

PR3 ||(PF14 ||FF 15 (|PF1G |||FF 17 ||PF 15 |IPF1

[T Show APL

2 [
o e e o

1 [z s alsilellz e e o[- T- 1k
DEWWWWWWWWEE
§- noooEnnNnnEEn
- EfacEnEnonosnnss] - N
e B ] i

w || o[ ]~

o8

Click a Cyan [mapped) PC or terminal key to see itz mapping. [Mote: Dim PC keys can't be mapped.]

ENTER SELECTION =>

24, 42 & IBM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended
A

e This pop-up window displays a graphical representation of a PC keyboard (default is a US
Enhanced 101 key PC keyboard) on the top half of the window and a graphical representation of a
3270 terminal keyboard (default is US Typewriter) on the bottom half of the window. To
determine which PC keyboard key(s) represent a specific function on the 3270 terminal keyboard,
mouse clicking on the 3270 terminal keyboard display key(s) associated to that specific function,
the Reset key for example, the corresponding associated key(s) on the PC keyboard display will
change from their original key colors (gray or cyan) to black, indicating these are the keys to press
for that specific 3270 terminal keyboard function.

e Note: Both the PC keyboard and 3270 terminal keyboard types displayed can be changed from
the defaults to match your specific keyboard type.

o Refer to Reflection Help files accessible by mouse clicking on the Helb button located on the top
tool bar menu.
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KEYBOARD RE-MAP FUNCTION

e By default the PC keyboard to 3270 terminal keyboard mapping within WRQ Reflection for IBM
has all of the necessary keys and command functions. No keyboard re-mapping is required,
however if you do not feel comfortable with these defaults, you may re-map your keyboard to the
key sequence(s) you’ve become accustom to.

e To re-map keyboard keys / functions please refer to Reflection Help files accessible by mouse

clicking on the REIP putton located on the top tool bar menu.
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PRINTER SESSION BASICS

When a printer session is started a windows pop-up screen is displayed representing the status of the
connection from the mainframe to your workstation’s default printer. This session must remain open in
order for you to print mainframe reports. 1f you close the printer session window prior to the completion
of printing, the next user who obtains the printer logical unit ( LU) that you sent your report to will get
the remainder of the report.

You may minimize the session window at any time but do not close it until your reports have been
completely printed.

The top line of the printer session window contains the following information:

e The Session Name: msn_ftp_stl _disa_mil(PRINTER).rsf - WRQ Reflection — IBM 3270 Printer
e A numeric session identifier; :1 will suffix the msn_ftp_stl_disa_ mil(PRINTER).rsf Session
Name only if multiple session windows are open.
e Asingular session will not be numerically suffixed.
All printing communication between the user ‘s workstation and the mainframe may be encrypted and

transmitted over a secure link. The blue/gray pad lock symbol 8 displayed in the Operator Information
Area (OIR) on the bottom of the printer session window indicates a secure connection. If the blue/gray pad

lock 8 is not visible, your session is not encrypted. This means all print data is being transmitted in the
clear.

2 msn-ftp_stl_disa_mil{PRINTER}.rsf - WRD 10| x|
File Conmnection Setup  Macro  Window  Help

D= @ o »w
— Printer control— Forrns control Hoszt control Tiest Fage |
Farm feed | P Help |

LLine feed | P2
Setum.. |

Cancel

W
=
N

Heszet

— Statuz

T

1,1 M g | IBM 3270 Printer T
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MULTIPLE PRINTER SESSIONS

[ ]
]

another session by clicking on the Open =

Gy msn-fep_stl_disa_mil{

File Conmection Setup Macro  Window  Help

If there is a requirement to have multiple printer session opened simultaneously, you may acquire

button, which is located on the toolbar.

=10

|“ M. - Tu I_HI .-\..I [ e

Open Settings File

21

Laak. ir: I 5] Reflection

x| = B ek B

men-fip sl dizsa milPRINTEE)
matr-fip stl diza milTERM
mss-fip stl diza mil(PRINTER)
mas-fip stl diza mil(TERD

iza_milFRIMTER]

File name:

| Open I
Cancel |

Help

Filez of type: ISettings

¥ | Mew window

=~

1 8

| IEM 3270 Printer

L

From this Open Settings File pop-up window select msn-ftp_stl_disa_mil(PRINTER) if not

already in the File name block and mouse click on the button.

A second printer session window will open, the Session Name:

msn-ftp_stl_disa_mil(TERM).rsf:2 - WRQ Reflection — IBM 3270 Printer suffixed numerically
with :2 indicates the second session. At this time your original printer session will be suffixed
numerically with :1 to designate that this is your first printer session.

Y [=1 3|l @ msn-fep_stl_disa_mil{PRINTER).rs:2 = WROR _olx]
File Conmection Setup Macro  Window  Help File Conmection Setup Macro  Window Help
D& o »a | lD=@|e »r |
— Printer contral Forms contral Host corntrol Tt Page | — Prirter control Forms control Host contral TiestFage |
Hold | Fifezd | a1 | Heb | Hold Form feed | Pt | Hep |
Cancel | Line fe=d | ez | Cancel | Line feed | Pa2 |
Setup.. Setup..
Reset | 4' Reset | 4|
Fust | Flush | Ll
— Status — Statu
[11 [ g8 | 18M 3270 Printer [T [ 11 M@ g | 181 3270 Printer [T
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There may be an occasion where you have started a terminal and printer session and accessed a mainframe
application, then find that you do not remember the printer LU.

P msn-ftp_stl_disa_mil{(PRINTER).rsf - WRQ =10 x|

File ©Connection Setup Macro  ‘Window  Help

D@ o »N
— Printer cantral — Farms cantral Hoszt control Tiest Fage |

Farm feed | Fad Help |
Cancel [Line feed | Pé2
Setup... |

Heset

Kll info.. |

— Status

IR

L1 M g | 1B 3270 Prinker B

To quickly determine the printer LU, maximize the printer session window:

|rfa...
e Mouse click on the 4| button on the 3270 Printer Session window.
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e A Current Printer Information pop-up window will appear, as shown below.

e The information in the window identifies the port, your windows printer name, and the printer

Logical Unit (LU)

0 Inthe example below the port is: Mainframe Basic

0 the windows printer name is: \\WamO007\MCNOSC-Mainframe Basic

0 the mainframe VTAM printer Logical Unit (LU) address is:

% msn-ftp_stl_disa_|

File Connection Setup  Macro  SWindow  Help

PSNMO0001

=101 %

D@ - o »N

X

=7 Part: b ainframe B azic
[ -] Ponter Wb a0 M CHOSC-Mainframe B azic

Logical Unit: — PSHMO00

Fant: Drefault Frinter Faont

Shyle: Regular

m_

BV g | 1BM 3270 Printer

-

|
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¢ Anexample of a mainframe application that you may need to know and enter your printer session
mainframe VTAM Logical Unit (LU) address within is CICS as shown below.

e Note: That the same Logical Unit (LU) that appeared on the Current Printer Information
window has been entered on the 3270 terminal display CICS SELECTION MENU under the
CICS default printer setting shown as: (PA2) DEFAULT PRINTER=> PSNM0001

& msn-fep_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal o =] 3]
File Edit Connection Setup Macro ‘Window Help

DEeE & BR[0T » | k2

GOMPO3 CICS SELECTION MENU 0972372003
TRAPMENUOQO GGCICSPO 10:55:43

01. LOGOFF OF CICS

02. PRODUCTION NATURAL
03. PRODUCTION HAS

04. NATURAL CLASS1

05. SET UP PRINTER(S)
06. BULLETIN BOARD

07. VFMENU PROCESS

08. CMA-SPOOL MENU

SELECTION=> 2_ (PA2) DEFAULT PRINTER=> PSHMO0001

PF: 1 LOGOFF 7 BUD 8 FWD

21, 16 Ak g IEM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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ESTABLISHING A DEDICATED “NAILED”PRINTER SESSIONS

Specific mainframe applications have hard coded mainframe VTAM printer Logical Unit (LU) addresses
imbedded within the application code, resulting in certain mainframe 3270 end-users having a requirement
to establish a dedicated “Nailed” mainframe VTAM Logical Unit (LU) address printer session.

To establish a dedicated “Nailed” printer session perform the following steps:
e Open a normal Reflection 3270 printer session as describes on pages 12 through 20.

e Upon completion of those instructions you should see the 3270 printer session window as
displayed below on your screen.

B msn-ftp_stl_disa_mil{PRINTER L.rsf - WRD) o ]

File Connection Setup Macro  Window  Help

D@ o »r
— Printer control— Formnz contral Host control Test Fage |

Faormn feed | P Help |
Cancel LLine feed | P2
Setum.. |

Heset

g i
Fiush | Infa... |

— Statuz

T

L1 Al 8 | 1BM 3270 Printer T

e From the 3270 printer session window mouse click on the =8MNEELian phytton located on the top
tool bar menu.
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ESTABLISHING A DEDICATED “NAILED”PRINTER SESSIONS

e A windows drop down menu as shown below will appear as shown below.

Session Setup. ..

&2 msn-ftp_stl_disa_mil{PRINTER L.rsF - WRD)

File | Connection Setup  Macro  Window  Help

=101

JIe

—F

Canneck ta men-fop. st disa, mil via Telnet Extended  Alt+C

Disconnect Alt+D pat Page |
Trace k| Help |

Cancel

il

Linefeed |

P2

Reset

Fluzh

— Statuz

T

il

Setup..

Manage hask connections and event traces

e  From this drop down menu select

Disconnect

&2 msn-ftp_stl_disa_mil{PRINTER ).rsf - WRD

File | Conmection Setup  Macro  Window Help

T

Session Setup...

with your mouse.

=101 x]

Connect b msn-tim, shl disa, mil wia Telnet Extended . &l6HC
Al+D

Disconneck

=t Page

i

Help

i LCancel I

Line feed

Paz |

Feset |
N

Fluzk

— Status

I

et

Info...

i

Disconnect From the hosk

Mr. David W Tomilson

Page 44

10/23/2003

Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide
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o Once DEEOMNECt i selected, the 3270 printer session window will remain open but the Status

window will change from as shown in the display above to as shown

in the display below.

msn-ftp_stl_disa_mil{PRINTER).rsF - WRL, 0] x|

File Connection Setup Macro  Window  Help

D | »w

— Printer contral — Farms cantral Hazt contral

Enable | Form feedl Fad | Help

e Line feed | Paz |

_TestPage |
_ tep |
Focat | Setup... |

Fluzh |

— Statuz

[ e

[11 | | 1BM 3270 Printer T

e While the 3270 printer session is in a status mouse click on the ‘“ennectian
button located on the top tool bar menu.
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e A windows drop down menu as shown below will appear as shown below.

T

—F

2 msn-ftp_stl_disa_mil{PRINTER }.rsf - WRE =10] x|
File | Connection Setup  Macro  Window  Help
Session Sekup...
Connect ko msn-fip, skl disa,mil via Telnet Extended  Alt+C
Discommect A pat Page |
Trace F | Help |

=

Fluzh

Line feed |

P2

Reszet

— Statuz

T

Setup...

Infa...

E

Manage hast connections and event kraces

e From this drop down menu select #5510 3&EUP.... \yith your mouse.

Session Sekup...

B msn-ftp_stl_disa_mil{PRINTER).rsf - WRE

File | Connection Setup  Macro  Window  Help

=10 x|

Conneck ta msn-Fep,stl.disa.mil wia Telnet Extended  Alt+C
[

—F  Disconmect

=zt Page

‘

b | Help

Line feed

Pz |

Setup...

Infa...

it

— Status

T

Change host connection options
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e Once 2ession Sefup... js selected, the 3270 printer session window will remain open and a second
pop-up window for Session Setup will appear as shown below.

e Note: The 3270 printer session window may be completely hidden by the Session Setup pop-up
window.

B2 msn-ftp_stl_disa_mil{PRINTE - 0] x|

File Connection Setup Macro  Window  Help

[ Session Setup

x|
— Sezsion
Type Model D
IBM 3270 Printer | 3287 Printer =l oK. |
— Tranzport ﬂl
Type Host name or [P address Help |
I Telnet Extended j Imsn-ftp.stl.disa.mil j
Securty... |
Poart Connection type Hozt LU name

IEII:IEE I Connect j I Advanced... |

— Connect options

v futo connect

|_ Connect macro bl acro data

I Browse. .. |

e Within the Session Setup pop-up window you will find a Host LU name dialog box.
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e Mouse click in the Host LU name dialog box and enter the mainframe VTAM printer Logical
Unit (LU) address that has been assigned (dedicated / “nailed’) to you or your organization as
shown in the example below.

EX msn-ftp_stl_disa_mil{PR =0l x|

File ©Connection Setup Macro  Window  Help

| T 2

— Seszion

Type Model 1D
[IBM 3270 Printer x| | 3287 Printer = oK |
— Tranzport ﬂl

Type Haost name or I[P address Help

ITeInetEHtended j Imsn-ftp.stl.disa.mil j
Securty... |

Part Connection bype Haozt LU name

|9|323 ||:.mne.:t | |F'SNMEIEEEI Aidvanced... |

— Connect options

v futo connect

|__ Connect macra Macro data

I I Browse. .. |

e Note: Mainframe VTAM printer Logical Unit (LU) address in the example above is PSNMO0650.

e Once you have enter the mainframe VTAM printer Logical Unit (LU) address that has been
assigned (dedicated / “nailed”) to you or your organization in the Host LU name dialog box

Connect
mouse click the ‘Connect’ button and the Session Setup pop-up window will

close, your 3270 printer session window display will reconnect the session, and the Status window

will change to as shown
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ESTABLISHING A DEDICATED “NAILED”PRINTER SESSIONS

B msn-ftp_stl_disa_mil{PRINTER .rsf - WROR o ]

File Connection Setup Macro  Window  Help

D= E o »»

— Printer control— Formnz contral Host control Test Fage
_. ........ H Dld ........ | Fl:lrm fEEd | P'&'-I | HElp
Cancel | Line feed | ez |

Setum..
Heset |
Fiush | [rfi...

— Statuz

T

L1 Al 8 | 1BM 3270 Printer T

To quickly determine if your printer session now is to your assigned dedicated Nailed mainframe VTAM
printer Logical Unit (LU), maximize the printer session window:

ddld

|rfa...
e Mouse click on the 4| button on the 3270 Printer Session window.
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e A Current Printer Information pop-up window will appear, as shown below.

B msn-frp_stl_disa_mil{F - |I:I|£|

File Connection Setup Macrko  Window  Help

D= | o »K
x|

=7 Part; b ainframe B asic
[ -] Printer: Wi a0 4k CHOSC-h ainframe B agic

Logical Unit:  PSMMOBR0

Fant; Drefault Printer Faont

Style: Reqular

11 e g | IBM 3270 Printer T

e The information in the window identifies the port, your windows printer name, and the printer
Logical Unit (LU)

0 Inthe example below the port is: Mainframe Basic
o0 the windows printer name is: \\WamO007\MCNOSC-Mainframe Basic
o the mainframe VTAM printer Logical Unit (LU) address is: PSNMO0650
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Specific mainframe applications have hard coded mainframe VTAM terminal Logical Unit (LU) addresses
imbedded within the application code, resulting in certain mainframe 3270 end-users having a requirement
to establish a dedicated “Nailed” mainframe VTAM Logical Unit (LU) address terminal session.

To establish a dedicated “Nailed” terminal session perform the following steps:

e  Open a normal Reflection 3270 terminal session as describes on pages 3 through 11.

e Upon completion of those instructions you should see the 3270 terminal session window as
displayed below on your screen.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEE|& 2@ a|(D » o K2

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFEMSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AMD SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIONM, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PEMALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
S8G - LEJEUNE SH - PENDLETOM SI - ALBANY SK - ASIMS-S

SL - ASINMS-E SM - ASIMS-U S0 - ARDEC SP - ARL

S0 - ASIMS-C SR - OSC-S/DFAS ST - AMCOM/SBCCOM SU - 0SC-R

- RIA Sl - FAR EAST SX - TEAD SY - TACOM
- 880 DAYTON QC - ASIMS-T QD - ASIMS-H QE - ANAD
- CCAD GG - RRAD GH - CECOM QI - LEAD
- TYAD QK - LOGSA QL - AMCOM-M GR - NAMI
- SNI MENU

HELPDESK DSHN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24, 42 AlE g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

e From the 3270 terminal session window mouse click on the =9nn&ckion: bytton located on the top
tool bar menu.
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e A windows drop down menu as shown below will appear as shown below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
Filz Edit | Connection Setup Macro  Window  Help
D D’* Session Setup. ..

YOU TO CRIMINAL PROSECUTION AND PENALTIES.

- QUANTICO - DITCO

- LEJEUNE - PENDLETON
- ASINMS-E - ASIMS-U

- ASINS-C - 0SC-S/DFAS

- RIA - FAR EAST
- 880 DAYTON - ASINS-T
- CCAD IG - RRAD

- TYAD K - LOGSA

- SNI MENU

ENTER SELECTION =>

|

IManage host connections and event traces

HELPDESK DSMN: 490-0000 COMM:
TOLL FREE: 800-645-5032

- OKINAWA
- ALBANY
- ARDEC
- AMCOM /SBCCOM
- TEAD

- ASINS-
- CECOM
- AMCOM-

H

314-260-0000

Disconnect  TMENT OF DEFENSE INTEREST COMPUTER SYSTEM
{ D T TO MONITORING BY DOD AUTHORIZED PERSOMMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUMNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

SF -
SK -
SP -
suU -
SY -
QE -
oI -
OR -

=10 x|

KANSAS CITY
ASIMS-8

ARL

0SC-R

TACOM

ANAD

LEAD

NAMI
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ESTABLISHING A DEDICATED “NAILED”TERMINAL SESSIONS

Disconneck

e  From this drop down menu select with your mouse.

msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal i ] 4]
File Edit | Conmection  Setup  Macro  Window Help

O = Session Setup. ..

i TMENT OF DEFENSE INTEREST COMPUTER SYSTEM
T TO MONITORING BY DOD AUTHORIZED PERSOMNEL
COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MAMNIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMIMNAL PROSECUTION AND PEMNALTIES.

- QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
- LEJEUNE SH - PENDLETOMN SI - ALBANY SK - ASINMS-S

- ASINS-E SM - ASIMS-U S0 - ARDEC SP - ARL

- ASIMS-C SR - 0SC-S/DFAS ST - AMCOM/SBCCOM SU - 0SC-R

- RIA Sl - FAR EAST SX - TEAD SY - TACOM
- S50 DAYTON QC - ASIMS-T OD - ASIMS-H QE - ANAD
- CCAD GG - RRAD GH - CECOM QI - LEAD
- TYAD QK - LOGSA QL - AMCOM-N OR - NAMI
- SNI MENU

HELPDESK DSMN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

1 |

Disconnect from the host

o Once SCOMMECE o selected, the 3270 terminal session window will remain open but the actual

3270 terminal connect (the green mainframe 3270 DoD Warning / site selection menu screen) will
change from the display above to blank screen as shown in the display below.

e Note: That the 3270 terminal session status information displayed in the Operator Information
Area (OIA) on the bottom of the terminal session window indicates:

IBM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended . L
while the session is connected

and indicates:

IEM 3270 Terminal - Mo Connection L
when the session is disconnected.
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B msn-ftp_stl_disa_mil{TERM).rsf - WR() Reflection - IBM 3270 Terminal i m| ﬁ
File Edit Connection Setup Macro ‘Window Help

DEeE & B@E a3 » o N

1,1 IBM 3270 Terminal - Mo Connection

e While the 3270 terminal session is in a disconnected status mouse click on the “erneckion by tton
located on the top tool bar menu.
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e A windows drop down menu as shown below will appear as shown below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|

Filz Edit | Connection Setup  Macro  Window  Help

D D’* Session Setup. ..

Connect ko msn-ftp.stl.disa.mil via Telnet Extended Alt+C

Trace

Manage host connections and event traces
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e From this drop down menu select #=55in S&EUP..... \yith your mouse.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit | Conmection  Setup  Macro  Window Help

Connect ta msn-ftp.stl.disa.mil via Telnet Extended  Al+C

Trace

Change host connection options

e Once 2ESSIBNSEEUR... s selected, the 3270 terminal session window will remain open but
disconnected, and a second pop-up window for Session Setup will appear as shown below.
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=10 %]

2ix]

Session

Type Mol [Cos |
[IBM 2270 Teminal ~ »|  [Model2 24430 Extended oK.
Tranzport m

Tupe Haost name or IP address Help
|Telnel Extended j |msn-ftp.st|.disa.mil ﬂ

Security...

Fart Device name

q023 ASMTHO01] Advanced...

Connect options

v Auto connect Iv¥ Graphics enabled

Connect macra Macro data

1,1 IEM 3270 Terminal - No Connection

e Note: Mainframe VTAM terminal Logical Unit (LU) address in the example above is
ASNMO0001.

e Once you have enter the mainframe VTAM terminal Logical Unit (LU) address that has been
assigned (dedicated / “nailed”) to you or your organization in the Device name dialog box

Connect
e Mouse click the ‘Connect’ button and the Session Setup pop-up window will

close, your 3270 terminal session window display will reconnect the session, and the green
mainframe 3270 DoD Warning / site selection menu screen will reappear as shown below.
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E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEH & Belae D » oK

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFEMSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AMD SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIONM, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PEMALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
S8G - LEJEUNE SH - PENDLETOM SI - ALBANY SK - ASIMS-S

- ASIMS-E SM - ASIMS-U S0 - ARDEC SP - ARL

- ASIMS-C SR - OSC-S/DFAS ST - AMCOM/SBCCOM SU - 0SC-R

- RIA Sl - FAR EAST SX - TEAD SY - TACOM
- 880 DAYTON QC - ASIMS-T QD - ASIMS-H QE - ANAD
- CCAD GG - RRAD GH - CECOM QI - LEAD
- TYAD QK - LOGSA QL - AMCOM-M GR - NAMI
- SNI MENU

HELPDESK DSHN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

By | >i

24, 42 AlE g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

To quickly determine if your terminal session now is to your assigned (dedicated / “Nailed”) mainframe
VTAM terminal Logical Unit (LU) address, from the terminal session green mainframe 3270 DoD
Warning / site selection menu screen start to login as you normally would to the site(s) you utilize, i.e., (SI
— ALBANY).

e  On the Userid / Password Entri Validation 3270 screen, in the upper right hand corner you will
see Device: ASNTMOO1 where in this example, ASNMO0001 is your dedicated

‘Nailed” mainframe VTAM printer Logical Unit (LU) address.
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e For informational purposes only, an example of the Userid / Password Entry Validation 3270
screen is shown below.

& msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal =l
File Edit Connection Setup Macro ‘Window Help

DEE & B 0 ) » o ¥

KLGLGON1 —— Entry Validation
Date: 09/26/03 System: AAOD
Time: 11:31:49 Device: ASNTMOO1

Identification:
Userid
Passuord Change Password 7 N
Additional Information:
Group

Bulletins: DEFENSE ENTERPRISE COMPUTING CENTER ST. LOUIS
ALBANY 08/390 DOMAIN

FOR PROBLEMS CALL: DSN 490-0000 OR
TOLL FREE 1-800-645-5032

ENTER USERID
Enter F1=Help F3=Exit

>

6,30 Ak 8 IBM 3270 Terminal - msn-ftp. stl.disa.mil wia Telnet Extended
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CONFIGURING A 3270 TERMINAL SESSIONS FROM SCRATCH

To start a REFLECTION for IBM mainframe 3270 terminal session:

e Click the PC Windows ‘Start’ button.

WMstart || | (] & <1

e  With your mouse pointer point and click on ‘Programs’.

Mew Cffice Docurment

@ WieatherBug

Programs
j Docurments
_E.‘ia Settings

‘4 Open Office Document

il Set Program &ccess and Defaults
45 Burn CD & DVDs with Roxio

@ Search

& Help

@ Rur, ..

@% Log Off TorilsonDi, .
P shut Down,..

e

I

| B3 [ {3 e

e EBSE

v v v B

Qe

Mr. David W Tomilson
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Symantec Client Security L4
WRO Reflection L4
Burn CD & DWDs with Roxio

Microsoft Access

Microsoft Excel
Microsoft FronkPage
Microsaft Ouklook
Microsoft PowerPoink
Microsoft Project
Microsaft Word
Qutlook Express
Yisio 2000

Internet Explorer

Microsoft Expedia L4
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e With your mouse pointer point and click on the folder that contains your WRQ REFLECTION

applications.
[_:_—:] Accessaries k
[_:_—:] Symantec Client Security L4
E' ko g
4, Burn €D & D¥Ds with Raxio
Microsoft Access
i% Microsoft Excel
E Microsaoft FronkPage

P
o)

Micrasoft Sutloak,

Microsoft PovserPaoink

Microsoft Project

Microsoft Yord

| B3 [c2]

B | Mew Office Document
‘A Open Office Document
@ WeatherBug

(e B [E

Cutlook Express

Wisio 2000
“5] Set Program Access and Defaulks

A Internet Explorer
v Burn CO & DWDs with Roxio

Microsoft Expedia g

¥

Programs
Dacuments

Sekkings

v ¥ v

Search
Help

Run...

Log OFf TomilsonDi, ..
Shut Do, .

fstart || 1] & S

@r PeIECHW
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e  With your mouse pointer, from the WRQ REFLECTION product menu select and click on “3270
Host — Mainframe’.

Arcessories ¥

Symantec Client Security k

Ltilities r

(=3
Eurn CD & DYDs with Roxio [_:::] YWizards r
Microsoft Access B FTP Client
Micrasoft Excel Host - 45400
Microsoft FrontPage Hosk - HP

Hask - Mainframe
Hosk - ReiGIs Graphics
Host - LRIE and Digital

Micrasoft Cukloak,

=

<
HEGE

Microsoft PowerPaink

| E3 [c2] [ [ [2e] ] 2

Microsoft Project

Mew Office Documenkt ;
Microsoft Yord

4 Open Office Dacument

@ WeatherBug

“il Sek Program Access and Defaults
4 Burn €D & DYDs with Roxio

(e B[

Reflection X
Cutlook Express

Yisio 2000

Internet Explorer

Microsoft Expedia r

b

| Programs ¥

Daocuments

Sekkings

v v v

=
=

5

@ Search
@ Help

ﬁ Run...
&

p

E |

Log OFf TomilsonCity, .
Shut Dowr, .

start || ] & <
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e  Once ‘3270 Host — Mainframe’ has been selected, the following screen will appear on your PC
Window’s desktop:

=10 ]

Enter Host Name or IF &
localhos]

Connect | Cancel |

1,1 IEM 3270 Terminal - Mo Connection

Canizel
e With your mouse pointer select the 4 button on the ‘Enter Host Name or IP
Address’ pop-up window.

e Entering either a Host Name or IP Address in the drop down block provided and selecting the

button vice the button will establish an un-secure Telnet 3270

terminal session.

o Note: Do not establish and /or utilize an un-secure Telnet 3270 terminal or
printer session as mainframe login USERID’s, Passwords, and all data being
transmitted to / from your REFLECTION 3270 client sessions and the mainframe
are totally in the clear resulting in information technology and network security
vulnerabilities.
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e With your mouse pointer select ‘Connection’ ="M £om the top menu on the 3270 Untitled
— WQR Reflection — IBM 3270 Terminal display screen.

& untitled - WRQ Reflection - IBM 3270 Terminal . =] ]

File Edit | Conmection Setup Macro  Window Help

D D’* Session Setup... Yy > @ k?
Connect via Telnet  AlE4+-C

Trace

Manage host connections and event traces
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e  From the ‘Connection’ drop down menu of the 3270 Untitled - WQR Reflection — IBM 3270
Terminal display screen select ‘Session Setup...’

& untitled - WRQ Reflection - IBM 3270 Terminal 100 x|

File Edit | Conmection Setup Macro ‘Window Help
W] sesson et 1 > e |2

Connect via Telnet  Alt+C

Trace

Change host connection options
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e The following ‘Session Setup” Window’s pop-up screen will appear:

DEH & b

T r | N2

Session
Type

|BM 3270 Terminal

Tranzport

Type

Session Setup

Model ID

=10 %]

2]

Model 2 24280 Extended

Host hame or IP address

[ S
Ok |
Cancel

Help

| Telnet ﬂ

Fart

m

Connect options

[ Auta connect

Connect macra

| [

Device name
Advanced...

™ Graphics enabled

Macro data

1,1 IBM 3270 Terminal - Mo Connection

Security...
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e The ‘Session Setup’ properties dialog box will be displayed.

2

X,

— Seszion
Type Madel 1D Conrzc |
IEM 3270 Teminal [Model2  244B0Extended x| ak, |
— Tranzport ﬂl
Type Haost name or I[P address Help |
ITeInet j I j
Securty... |
Puart Device name

IES I Advanced... |

— Connect optionz
[T futo connect [ Graphics enabled
Connect macro Macro data
I I Browse. .. |
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- Tranzpart
Type
ITeInet j
e Mouse click on the drop down arrow and select ‘Telnet Extended’.
— Sezsion
Type Model ID Connzet |
[IBM 3270 Teminal | [Model2  244B0Extended x| ok |
— Tranzport ﬂl
Type Haost name or I[P address Help |
Telnet j I j
o0z 2 OLC Security... |
Demonstration Device name
Eicon Gateway
[Bb Comm Server I Advanced.. |
M5 SMA Server
— [MHetware Shd
I Metafare SA8 (LA
Metw'are Shb [NOS]
T elnet I~ Graphics enabled
Macro data
I I Browse. .. |
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e The screen image below shows the “Telnet Extended’ option in the “Transport Type’ box once

selected.
— Sezsion
Type Madel 1D Conrzc |
[IBM 3270 Teminal | [Model2  244B0Extended x| ok |
— Tranzport ﬂl
Type Haost name or I[P address Help |
T elnet Extended I j
Securty... |
Part Device name

E |

Advanced... |

— Connect optionz

[T futo connect [ Graphics enabled

Connect macro tacro data

Browse. .. |

Poart

23

e Mouse click in the
this dialog box as shown below.

Mr. David W Tomilson Page 69
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Session Sebtup

— Seszion
Type Model D Conrnest
[IBM 3270 Teminal =] |Model2 24480 Estended v K

Cancel

— Tranzport

Type

Haost name or [P addresz

ali

Help

I Telnet E stended

Part

IEIEIEC{

| |
Device name

Advanced... |

-

J

Security...

— Connect optiohs

[T Auto connect

Connect macna

[ Graphics enabled

b acro data

Browsze. .. |

e Mouse click in the

Host name or [P address

-

dialog box and enter either the

Domain Name Server (DNS) name or TCP/IP address for the host mainframe that you wish to
connect to with the Reflection for IBM 3270 terminal emulation.
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e  Enter ‘msn-ftp.stl.disa.mil’ for 3270 terminal connectivity to Marine Corps mainframe-based
application located at the Defense Information Service Agency (DISA), Defense Enterprise
Computing Center (DECC), St. Louis, MO in this dialog box as shown below.

2

X,

— Sezsion
Type Maode! [D
[IBM 3270 Teminal | [Model2  244B0Extended x| oK |
— Tranzport ﬂl
Type Haost name or I[P address Help |
I Telnet Extended j Imsn-ftp.stl.disa.mil j
Securty... |
Fart Device name
IEIEI23 I Advanced... |

— Connect optionz
[T Auto connect [ Graphics enabled
Connect macro Macro data
I I Browse. .. |
Device name
e Mouse click in the Device name dialog box and enter the mainframe VTAM

terminal Logical Unit (LU) address that has been assigned (dedicated / “nailed’) to you or your
organization as shown in the example on pages 54 through 57, if you are an end-user that must
establish a dedicated / “nailed” 3270 terminal session.

e Note: Skip this step and continue below if you do not require a dedicated / “‘nailed” 3270
terminal session.
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CONFIGURING A 3270 TERMINAL SESSIONS FROM SCRATCH

Connect options
[T futo connect [ Graphics enabled

e Under ‘Connect options’ ’7 mouse click the check
boxes on ‘Auto connect’ and ‘Graphics enabled’ as shown below

BE

X

— Sezzion
Type todel D
|IBM 3270 Teminal | |Model2 24380 Estended x| oK |
— Trahsport Cancel |
Type Host name or [P address Help |
I Telnet Extended j Imsn-ftp.stl.disa.mil j
Security... |
Pt Device name
|Eu]23 | Advanced... |

— Connect ophions

¥ Auto connect ¥ Graphics enabled

Connect macro Macro data

I I Browse. .. |
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e Mouse click on the ﬂl button and the ‘Advanced 3270 Telnet Extended’ windows
pop-up dialog box will appear as shown below.

Session Setup

— Sezzion Advanced 3270 Telnet Extend 2 x|
Connect
Type Telnet lacatian
IIBM 3270 Termir 0K
I Cancel | |
~ Transport v Fesponse mode Cancel
Type TH &zsociation Help Help

I Telnet E stended I

o
T

Security...
Fart Send Keep Alive Packetz

[a023 [Mone =l

K.eep Alive Timeout =

— Connect optionz — Ir j

¥ Auto connect

[ Usze Service Location Protocal
Connect macra

Eonfigure SLE. . |
I Browsze... |
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Mouse click on the

Send Keep dlive Packetz

INn:nne j

drop down arrow and select ‘Send Timing

Marker Packets’ as shown below.

— Seszion
Type

Session Setup
S Advanced 3270 Telnet ExEent 7| x|

IIEM 3270 Termir I

Connect
T elnet lacation

ok

Cancel | |

— Tranzport

Type

¥ Response mode Cancel

Help

1

TH Azzociation Help

Part

IEIEIES

I Telnet Extended I

bl

Securty...
Send K.eep Alive Packets

MHone j

MHaone

~ Connect optians — | Send NOP Packets
W Auto connect

Connect macro

Eaorfigure SR
I Browse. .. |

System

Send Timing Mark Packets

[T Uze Service Location Praotocol
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e The screen image below shows the ‘Send Timing Mark Packets’ option in the ‘Send Keep Alive
Packets’ box once selected.

Session Setup
T, e 1| v anced 3270 Telnet ExEen ﬂﬁl -

Connect
Type T elnet lacation ITI
IIBM 3270 Temir aK
Il Cancel | | |
— Tranzport ¥ Besponse mode | Canicel
Type TH &ssociation Help | Help

I Telnet Extended |

L

Securty...
Part Send Keep Alive Packets

[a023 | Send Timing Mark Packets ~ |

Eeep Alive Timeout —

— Connect optionz — IEDD—ﬂ

v Auto connect

[ Uze Service Location Pratacol
Connect macro

Canfigure SLEL. |
I Browse. .. |

E.eep Alive Timeout

o}
=

|EI:IE| =
e |Leavethe :I time set to 600 seconds and mouse click on the
button to complete and close the *‘Advanced 3270 Telnet Extended” windows pop-up dialog box.
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CONFIGURING A 3270 TERMINAL SESSIONS FROM SCRATCH

5 ity...
e Mouse click on the ﬂl button of the ‘Session Setup’ dialog box and the ‘Security
Properties” windows pop-up dialog box will appear as shown below.

— Seszion 1
il Security Properties 7| x|t |

l SOCKS SSLITLS'

T [ Use SSLATLS security =

o |
Encryption ztrength: IDefauIt j j_l
by... I

¥ | Certifizate host name must mateh host being contacted

— —

—C
[
[ | k. I Cancel | Help |
i | Browse. .. |
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CONFIGURING A 3270 TERMINAL SESSIONS FROM SCRATCH

[ Use SSLATLS security

e Select the “‘SSL/TLS’ tab and mouse click on the check box as shown

below.

Session Setup
— Sezsion ]
il Security Properties el |

I SOCKS SSLHTLSI

—1 W Use SSL/TLS security &

Ii
M

L

Encmption ztrenath: I Drefault j

OLEEL

¥ Ceitificate host name must match host being contacted

i ] I Cancel | Help |
i | Browse. .. |

« Oncethe M UseSSLATLS secuity  opo oy oy has been checked the ‘Encryption strength’ dialog
box will become un-shadowed and the drop down box and arrow will become unprotected and
fully functional.
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e Mouse click on the ‘Encryption strength’ dialog box’s drop down arrow and select ‘128 Bits’ as
your encryption strength as shown below.

Session Setup

— Seszion ]

il Security Propetrties B

Iﬁ
Ix

[ sOcks  SSLATLS | |
1 ¥ Use SSLATLS security el |
[ Encryphion strength; | Default j :l_l
Default
[¥ Certificate host nar 40 Bits E
F A6 Bitz
[ 168 Bits
=L
[

e Once ‘128 Bits’ has been selected as your encryption strength the screen will appears as shown
below.
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Session Setup
— Seszion ]
gl Security Properties ﬂil 2t

l SOCKS SSLHTLS'

-7 ¥ Use SSLATLS security e

Encryption ztrength:

DEELE g

¥ Certificate host name must match host being contacted

| —

|
o

k. I Cancel | Help |
| Browsze. .. |

— — =

¥ Certificate host name must match host being contacted

e  Mouse click on and un-check the check
box as shown below.
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X

Session Setup id |
— Seszion ]
)l Security Properties ilil =

l SOCKS SSLHTLS'

T W Use SSLATLS security 2

L]

E ncryption strength: I‘IEE Bits j

OEEL

[T Certificate host name must match host being contacted

[ k. I Cancel | Help |
i | Browse. . |

™ Ceifizate host name must match host being contacted .
e Oncethe check box is un-checked as shown

above, mouse click on the - button to complete and close the ‘Security Properties’

windows pop-up dialog box and return you to the ‘Session Setup’ windows pop-up dialog box as
shown below.
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Session Setup

— Session
Tims Madel ID Loniest
[IBM 3270 Teminal | [Model2  24u80Estended v | ok

Canicel

— Transport

Type

e

Hozt name or IP address

Help

I Telnet Extended

Part

IEIEIEE

-

j Imsn-ftp.stl.disa.mil

Securty...
Device name

I Advanced... |

— Connect optionz

¥ Auto connect

Connect macro

I¥ Graphics enabled

tacro data

I Browse... |

Connect
e Mouse click on the 4| button located on the ‘Session Setup’ windows pop-up dialog
box to complete the session’s setup and to establish the session’s connection as shown in the

display below.
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& untitled - WRQ Reflection - IBM 3270 Terminal 100 x|

File Edit Connection Setup Macro ‘Window Help

DEE & 2.le D oK

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
{DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSOMMNEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUMICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PEMNALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
SG - LEJEUNE SH - PENDLETON SI - ALBANY SK - ASINMS-S

- ASINS-E SM - ASINS-U S0 - ARDEC SP - ARL

- ASINS-C SR - OSC-S/DFAS ST - AMCOM/SBCCOM SU - 0SC-R

- RIA Sl - FAR EAST SX - TEAD SY - TACONM
- 880 DAYTON 0C - ASINS-T QD - ASIMS-H QE - ANAD
- CCAD QG - RRAD GH - CECOM QI - LEAD
- TYAD 0K - LOGSA QL - AMCOM-M OR - NAMI
- SNI MENU

HELPDESK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24,42 Ak = IEM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended

o Note that the top line session name indicates this is an untitled / unsaved WRQ Reflection — IBM
3270 Terminal session configuration file as shown below.

2 untitled - WRQ Reflection - IBM 3270 Terminal

Mr. David W Tomilson Page 82 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

CONFIGURING A 3270 TERMINAL SESSIONS FROM SCRATCH

e  From the ‘File’ drop down menu of the 3270 Untitled - WQR Reflection — IBM 3270 Terminal

display screen select ‘Save as...’

& untitled - WRQ Reflection - IBM 3270 Terminal

File Edit Connection Setup Macro ‘Window Help

Mew Sessian... B | «q=| T > @ k?

Dpen. ..

=10l x|

Save THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
2ave s CONSTITUTES YOUR CONSENT TO MOMNITORING BY DOD AUTHORIZED PERSONMEL
Sl 1R SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
Transfer... QUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,

Print... G, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERHNMENT OR OTHER

Page Setup... D INFORMATION OMNLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

Print Setup. ..

Send...

Exit

MANTICO
- LEJEUNE
- ASIMS-E
1 - ASIMS-C
- RIA
- 880 DAYTON
- CCAD
- TYAD
- SNI MENU

HELPDESK

IMINAL PROSECUTION AND PEMALTIES.

- DITCO - OKINAWA

- PENDLETON - ALBANY

- ASINS-W - ARDEC

- 0SC-S/DFAS - ANCOM/SBCCON
- FAR EAST - TEAD

- ASIMS-T - ASIMS-H

- RRAD IH - CECOM

- LOGSA L - AMCOM-M

DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

1y |

Manage settings files, new sessions, transfers, and prinking

SF -
SK -
SP -
suU -
SY -
QE -
oI -
OR -

KANSAS CITY
ASIMS-S

ARL

0SC-R

TACON

ANAD

LEAD

NAMI
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e The following ‘Save Settings File’ Window’s pop-up screen will appear:

=10l x|

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUMICATIONS, TRANSMISSION,

PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER
Y g TTal= 0 H s B MAY SUBJECT

AUTHORIZED INFQE e Wi
YOU To criMinalsavesetinesfie _ 2 x|
Save in: | i Reflection j & =5 B
Save |

- QUANTIC SN (ANSAS CITY
" astws- | I
- ASIMS-O - 0SC-R
- TACOM
- ANAD
- LEAD

Save az type: |Settings NAH I

Mo Shortcut will be created Shartcut...

HELPDESK DSH: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

File name: |

- SNI MEN

ENTER SELECTION =>

>

24, 42 FlE g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

10/23/2003
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e Mouse click in the ‘File name’ box and enter the name that you want this WRQ Reflection — IBM
3270 Terminal session configuration file to have, leave the ‘Save as type:’ dialog box set to
‘Settings’ as shown in the example below.

Save Settings File d |

Save in; I'a Reflection j = ¥ Ef-
Save I
Cancel |
Help |

File narne: IM y_Terminal_5essior|

Save az type: ISettings j

Mo Shartcut will be created Shaortcut... |

Save
e Once completed mouse click on the button to save this WRQ Reflection — IBM

3270 Terminal session configuration file to the file name entered in the ‘File name’ box as shown
below.
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My_Terminal_Session.rsf - WRQ Reflection - IBM 3270 Terminal = ﬂ
File Edit Connection Setup Macro ‘Window Help

DEH & 2| 073 » o K2

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFEMSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MOMITORING BY DOD AUTHORIZED PERSOMNEL
FOR COMPUTER SECURITY AND SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MAMNIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECGT
YOU TO CRIMIMNAL PROSECUTION AND PEMNALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
SG - LEJEUNE SH - PENDLETON SI - ALBANY SK - ASIMS-S

SL - ASINMS-E SM - ASIMS-U S0 - ARDEC SP - ARL

S0 - ASIMS-C SR - 0SC-S/DFAS ST - AMCOM/SBGCOM SU - 0SC-R

SV - RIA Sl - FAR EAST SX - TEAD SY - TACOM

QA - SS0 DAYTON QC - ASIMS-T QD - ASIMS-H QE - ANAD

QF - CCAD 0G - RRAD OGH - CECOM QI - LEAD

QJ - TYAD QK - LOGSA QL - AMCOM-N OR - NAMI

X - SNI MENU

HELPDESK DSH: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24, 42 Al g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

e In this example the file name in the ‘File name’ box is ‘My_Terminal_Session’ as appears on the
top line of the display shown below.

B My_Terminal_Session.rsf - WRQ Reflection - IBM 3270 Terminal

Mr. David W Tomilson Page 86 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

CONFIGURING A 3270 PRINTER SESSIONS FROM SCRATCH

To start a REFLECTION for IBM mainframe 3270 printer session:

e Click the PC Windows ‘Start’ button.

WMstart || | (] & <1

e  With your mouse pointer point and click on ‘Programs’.

Mew Cffice Docurment

@ WieatherBug

Programs
j Docurments
_E.‘ia Settings

‘4 Open Office Document

il Set Program &ccess and Defaults
45 Burn CD & DVDs with Roxio

@ Search

& Help

@ Rur, ..

@% Log Off TorilsonDi, .
P shut Down,..

e

I

| B3 [ {3 e

e EBSE

v v v B

Qe
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Symantec Client Security L4
WRO Reflection L4
Burn CD & DWDs with Roxio
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Microsoft Excel
Microsoft FronkPage
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Qutlook Express
Yisio 2000

Internet Explorer
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e With your mouse pointer point and click on the folder that contains your WRQ REFLECTION

applications.
[_:_—:] Accessaries k
[_:_—:] Symantec Client Security L4
E' ko g
4, Burn €D & D¥Ds with Raxio
Microsoft Access
i% Microsoft Excel
E Microsaoft FronkPage

P
o)

Micrasoft Sutloak,

Microsoft PovserPaoink

Microsoft Project

Microsoft Yord

| B3 [c2]

B | Mew Office Document
‘A Open Office Document
@ WeatherBug

(e B [E

Cutlook Express

Wisio 2000
“5] Set Program Access and Defaulks

A Internet Explorer
v Burn CO & DWDs with Roxio

Microsoft Expedia g

¥

Programs
Dacuments

Sekkings

v ¥ v

Search
Help

Run...

Log OFf TomilsonDi, ..
Shut Do, .

fstart || 1] & S

@r PeIECHW
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e  With your mouse pointer, from the WRQ REFLECTION product menu select and click on “3270
Host — Mainframe’.

Arcessories ¥

Symantec Client Security k

Ltilities r

(=3
Eurn CD & DYDs with Roxio [_:::] YWizards r
Microsoft Access B FTP Client
Micrasoft Excel Host - 45400
Microsoft FrontPage Hosk - HP

Hask - Mainframe
Hosk - ReiGIs Graphics
Host - LRIE and Digital

Micrasoft Cukloak,

=

<
HEGE

Microsoft PowerPaink

| E3 [c2] [ [ [2e] ] 2

Microsoft Project

Mew Office Documenkt ;
Microsoft Yord

4 Open Office Dacument

@ WeatherBug

“il Sek Program Access and Defaults
4 Burn €D & DYDs with Roxio

(e B[

Reflection X
Cutlook Express

Yisio 2000

Internet Explorer

Microsoft Expedia r

b

| Programs ¥

Daocuments

Sekkings

v v v

=
=

5

@ Search
@ Help

ﬁ Run...
&

p

E |

Log OFf TomilsonCity, .
Shut Dowr, .

start || ] & <
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e Once ‘3270 Host — Mainframe’ has been selected, the following screen will appear on your PC
Window’s desktop:

=10 ]

Enter Host Name or IF &
localhos]

Connect | Cancel |

1,1 IEM 3270 Terminal - Mo Connection

Canizel
e With your mouse pointer select the 4 button on the ‘Enter Host Name or IP
Address’ pop-up window.

e Entering either a Host Name or IP Address in the drop down block provided and selecting the

button vice the button will establish an un-secure Telnet 3270

printer session.

o Note: Do not establish and /or utilize an un-secure Telnet 3270 terminal or
printer session as mainframe login USERID’s, Passwords, and all data being
transmitted to / from your REFLECTION 3270 client sessions and the mainframe
are totally in the clear resulting in information technology and network security
vulnerabilities.
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e With your mouse pointer select ‘Connection’ ="M £om the top menu on the 3270 Untitled
— WQR Reflection — IBM 3270 Terminal display screen.

& untitled - WRQ Reflection - IBM 3270 Terminal . =] ]

File Edit | Conmection Setup Macro  Window Help

D D’* Session Setup... Yy > @ k?
Connect via Telnet  AlE4+-C

Trace

Manage host connections and event traces
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e  From the ‘Connection’ drop down menu of the 3270 Untitled - WQR Reflection — IBM 3270
Terminal display screen select ‘Session Setup...’

& untitled - WRQ Reflection - IBM 3270 Terminal 100 x|

File Edit | Conmection Setup Macro ‘Window Help

Connect via Telnet  Alt+C

Trace

Change host connection options
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e The following ‘Session Setup” Window’s pop-up screen will appear:

DEH & b

T r | N2

Session
Type

|BM 3270 Terminal

Tranzport

Type

Session Setup

Model ID

=10 %]

2]

Model 2 24280 Extended

Host hame or IP address

[ S
Ok |
Cancel

Help

| Telnet ﬂ

Fart

m

Connect options

[ Auta connect

Connect macra

| [

Device name
Advanced...

™ Graphics enabled

Macro data

1,1 IBM 3270 Terminal - Mo Connection

Security...

Mr. David W Tomilson
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e The ‘Session Setup’ properties dialog box will be displayed.

2

X,

— Seszion
Type Madel 1D Conrzc |
IEM 3270 Teminal [Model2  244B0Extended x| ak, |
— Tranzport ﬂl
Type Haost name or I[P address Help |
ITeInet j I j
Securty... |
Puart Device name

IES I Advanced... |

— Connect optionz
[T futo connect [ Graphics enabled
Connect macro Macro data
I I Browse. .. |
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Sezsion
Type

e Mouse click on the
select ‘IBM 3270 Printer’ as shown below.

Session Setup

‘Session Type’ dialog box drop down arrow and

— Session
Type Made! D Corinzc
IBM 3270 Teminal ~ »|  |Model2 2480 Estended  +| 0

L_{IBK 3270 Terminal |

Cancel

i

IEM 5250 Terminal
[ERd 5250 Printer Hoszt name or IP address Help

ITelnet j I j

Part Device name

|23 I Advanced... |

J

Securty...

— Connect optionz
[T Auto connect " Graphics enabled
Connect macro b acro data
I I Browse... |
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e Once ‘IBM 3270 Printer’ is selected as the ‘Session Type’ it will display in the ‘Session Type’
dialog box and the model type in the ‘Session Model ID’ dialog box will automatically change to
3287 Open Connect Printer’ as shown below.

— Sezsion
Type Madel ID Conrized |
|Bk 3270 Printer I 3287 Open Connect Prinker j QK I
— Tranzport ﬂl
Type Host name or P address Help |
ITeInet j I j
Securhy... |
Part Hozt LU name

|23 I Advanced... |

— Connect optionz

[T auto connect

Connect macro tacro data

I Browse. .. |
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- Tranzpart
Type
ITeInet j
e Mouse click on the drop down arrow and select ‘Telnet Extended’.

— Sezsioh

Type Model 1D (Cannest |

[1BM 3270 Printer | | 3287 Open Cornect Printer =l ok |
— Tranzpart ﬂl

Type Hoszt name or IP address Help |

Telnet j I j

802 2 DLC Security... |

Eizon Gateway Hoszt LU name

IEM Comm Server |

bS5 SMHA Server I Advanced..

Methware S0,
| Mefwiare SAS (LA
I Metwfare Sab [MOS)

T elnet

Telnet Extended

Connect macro b acro data

Browse... |
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e The screen image below shows the “Telnet Extended’ option in the “Transport Type’ box once

selected.

Session Sektup

— Seszion
Type

Bk 3270 Printer

tadel D

Cannest

| 3287 Printer

-

— Tranzport

Type

Host name or [P address

ok

it

Cancel

Help

I Telhet Extended

Purt Connection lpe

=l

Host LU name

|23 I Connect

=

=~

Advanced... |

Securhy...

J

— Connect optionz

[T auta connect

Connect macro

tacro data

Browse. .. |

e Note: That the model type in the *Session Model ID’ dialog box automatically changed again

this time to ‘3287 Printer’
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e Mouse click in the
this dialog box as sh

Fart
|23

port dialog box, the default telnet port is port # 23, enter “9023” in

own below.

Session Setup

2

— Sezzion
Type Model D Loz |
[IBM 3270 Printer =] | 3287 Printer =l ok |
— Tranzport ﬂl
Type Host name or [P addresz Help |

I Telnet E stended

Port

Connection pe

=l

Host LU name

[3023  |con

nect

=l

[

Advanced... |

Security...

J

— Connect options

[~ Auto connect

Connect macra

b acro data

Browse... |

Host name or [P address

e Mouse click in the

-

dialog box and enter either the

Domain Name Server (DNS) name or TCP/IP address for the host mainframe that you wish to
connect to with the Reflection for IBM 3270 printer emulation.
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e Enter ‘msn-ftp.stl.disa.mil’ for 3270 printer connectivity to Marine Corps mainframe-based
application located at the Defense Information Service Agency (DISA), Defense Enterprise
Computing Center (DECC), St. Louis, MO in this dialog box as shown below.

Session Setup

— Sezzion
Type Maodel ID
[IBM 3270 Printer =] | 3287 Printer =l 0K, |
— Tranzport ﬂl
Type Host name or [P addresz Help |

X

2

I Telnet E stended

Port Connection pe

j Imsn-ftp.stl.disa.mil

Host LU name

|anz3

I Connect

=l

[

Advanced... |

Security...

J

— Connect options

[~ Auto connect

Connect macra

b acro data

Mr. David W Tomilson

I Browse. .. |

Host LU name

Mouse click in the Host LU name dialog box and enter the mainframe
VTAM terminal Logical Unit (LU) address that has been assigned (dedicated / “nailed”) to you
or your organization as shown in the example on pages 45 through 47, if you are an end-user that
must establish a dedicated / “nailed” 3270 printer session.

Note: Skip this step and continue below if you do not require a dedicated / ““nailed” 3270 printer
session.
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e Under ‘Connect options’

shown below

-Connect optionz—

[T Auto connect

mouse click the check boxes on ‘Auto connect’ as

Session Sebtup

Connect

Ok

Cancel

— Seszion

Type tadel D

[IBM 3270 Prieter | | 3287 Printer =l
— Tranzport

Tupe Haost name or [P addresz

L

Help

I Telnet E stended

Puort

Connection bype

j Imsn-ftp.stl.disa.mil

Host LU name

=~

J

Security...

IE“:|23 I Connect

=

Advanced... |

— Connect optionz

W auto connect

Connect macra

b acro data

Browsze. .. |
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e Mouse click on the ﬂl button and the ‘Advanced 3270 Telnet Extended’ windows
pop-up dialog box will appear as shown below.

Session Setup

— Seszion

Connect
Type Advanced 3270 Telnet Extend ed

el .4
IIBM 3270 Prinker . ] |
Telnet location oK I
— Tranzport I Cancel | B ﬂl
Type ¥ Fesponse mode Help |
ITE"'IEt Extended  Send Keep Alive Packets Help |
Securty... |
Port Conr INDHE j

|an23 ﬁ Kesp Alive Timeout
Em - i

[ EEEet = [T Usze Service Location Pratocol
¥ Auto connect :
Canfigure SLE... |
Connect macro
I | Erowsze. .. |
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Send Keep dlive Packetz

INn:nne j
e Mouse click on the drop down arrow and select ‘Send Timing
Marker Packets’ as shown below.

Session Setup

— Seszion

2]
C f
Type | Lo |
IIBM 3270 Prinker . 4 |
Telnet location | oK I
— Tranzport I Cancel | B ﬂl
Type ¥ Response mode Help |
ITE"'IEt Extended  Send Keep Alive Packets Help |
Security... |
Pt Cot rl‘ju:une j
ane
IE“:|23 I Con  |Systemn
Send NOP Packets

Send Timing Mark Packetz

— Connect optionz — . .
s [ Use Service Location Protocal

¥ Auto connect :
Canfigure SLE... |

Connect macra

I | Browse... |
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The screen image below shows the ‘Send Timing Mark Packets’ option in the ‘Send Keep Alive
Packets’ box once selected.

— Seszion

Type Advanced 3270 Telnet Exten
IIBM 3270 Printker .
Telnet location

— Tranzport

— Connect optionz —

Session Setup

Type ¥ Fesponse mode

ITelnE:t Ewtended  Send Keep dlive Packets

Purt Conr

|9|323 ﬁ Keep Alive Timeout
[500 -

W auta connect

[T Use Service Location Praotocol

kL

Connect

]
Cancel

Help

Securhy...

Eanfigure SLE... |
Connect macro
I | Erowsze. .. |
E.eep Alive Timeout
e |Leavethe :I time set to 600 seconds and mouse click on the -

Mr. David W Tomilson
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button to complete and close the *‘Advanced 3270 Telnet Extended” windows pop-up dialog box.
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5 ity...
e Mouse click on the ﬂl button of the ‘Session Setup’ dialog box and the ‘Security
Properties” windows pop-up dialog box will appear as shown below.

— Seszion 1
il Security Properties 7| x|t |

l SOCKS SSLITLS'

T [ Use SSLATLS security =

o |
Encryption ztrength: IDefauIt j j_l
by... I

¥ | Certifizate host name must mateh host being contacted

— —

—C
[
[ | k. I Cancel | Help |
i | Browse. .. |
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[ Use SSLATLS security

e Select the “‘SSL/TLS’ tab and mouse click on the check box as shown

below.

Session Setup
— Sezsion ]
il Security Properties el |

I SOCKS SSLHTLSI

—1 W Use SSL/TLS security &

Ii
M

L

Encmption ztrenath: I Drefault j

OLEEL

¥ Ceitificate host name must match host being contacted

i ] I Cancel | Help |
i | Browse. .. |

« Oncethe M UseSSLATLS secuity  opo oy oy has been checked the ‘Encryption strength’ dialog
box will become un-shadowed and the drop down box and arrow will become unprotected and
fully functional.
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e Mouse click on the ‘Encryption strength’ dialog box’s drop down arrow and select ‘128 Bits’ as
your encryption strength as shown below.

Session Setup

— Seszion ]

il Security Propetrties B

Iﬁ
Ix

[ sOcks  SSLATLS | |
1 ¥ Use SSLATLS security el |
[ Encryphion strength; | Default j :l_l
Default
[¥ Certificate host nar 40 Bits E
F A6 Bitz
[ 168 Bits
=L
[

e Once ‘128 Bits’ has been selected as your encryption strength the screen will appears as shown
below.
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CONFIGURING A 3270 PRINTER SESSIONS FROM SCRATCH

Session Setup
— Sezzion ]
il Security Properties ed |

I SOCKS SSLHTLS'

T ¥ Use SSLATLS security =

E ncryption strength:

DEELE

v Certificate host name must mateh host being contacted

—

i k. I Cancel | Help |
i | Browsze. .. |

v Certificate host name must mateh host being contacted

e Mouse click on and un-check the check

box as shown below.

21

— Seszion 1
)l Security Properties i |

I SOCKS SSLJTLSI

X

CLE

1 W UseSSL/TLS security &

(=

E ncryption strength: |128 Bits j

[ Ceificate host name must match host being contacted

|
i (] I Cancel | Help |
i | Browse. .. |
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[T Certificate host name must match host being contacted

Once the

check box is un-checked as shown

above, mouse click on the - button to complete and close the ‘Security Properties’

windows pop-up dialog box and return you to the “Session Setup’ windows pop-up dialog box as

shown below.

Session Setup

X,

2%

— Sezsion
Type Model ID Elo 5! |
IBM 3270 Printer | 3287 Printer =l 0K |
— Transport ﬂl
Type Hozt name or IP address Help |
I Telhet Extended j Imsn-ftp.stl.disa.mil j
Part Connection type Hozt LU name
|9|:|23 IEn:nnne::t j I Advanced... |

— Connect optiohs

v Auto connect

Connect macro

Macro data

Browse. . |

Mr. David W Tomilson
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Connect

e  Mouse click on the 4| button located on the “Session Setup’ windows pop-up dialog
box to complete the session’s setup and to establish the session’s connection as shown in the
display below.

B untitled - WRQ Reflection - IBM 3270 Prinke B ] |

File Connection Setup Macro  Window Help

| D o » W2
— Printer cantral — Farms cantral Hoszt control Tiest Page |
Hald | Form feedl Py Help |

[Lime feed | P2
Setup... |

Hezet

Wll info... |

— Status

I

1,1 M &  |mBM3270 Printer [ ]

o Note that the top line session name indicates this is an untitled / unsaved WRQ Reflection — IBM
3270 Printer session configuration file as shown below.

2 untitled - WRQ Reflection - IEM 3270 Prinke
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e From the “File’ drop down menu of the 3270 Untitled — WQR Reflection — IBM 3270 Printer
session screen select ‘Save as...’

Untitled - WRQ) Reflection - IBM 3270 Print =0 x|
File ©Conneckion Setup Macro Window  Help
Mew Session. ., | » k2
Open. ..
Save
I—Fl:urms control Hoszt control TestPage |
g Setup. . Fom feed | Pl | Help |
Print Setup... Line feed | ez |
Exit Setup... |
JE—
Infi...
Flush | Ll
— Status

[ e

Save setkings ko a file

e The following ‘Save Settings File’ Window’s pop-up screen will appear:
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B2 Untitled - WRQ Reflection - IBM =100 x|

File Connection Setup Macro  Window  Helo
Save Settings File el

Savein: I ‘3 Reflection j = = ER-
@M}.r_’femdnal_ﬂessinn Save I
Cancel |
Help |
Filz narne: ||
Save as type: ISettings j

Ma Shortcut will be created Sharteut. . |

L1 M g | 1BM 3270 Printer [ ]

e Mouse click in the ‘File name’ box and enter the name that you want this WRQ Reflection — IBM
3270 Printer session configuration file to have, leave the ‘Save as type:’ dialog box set to
‘Settings’ as shown in the example below.

Mr. David W Tomilson Page 112 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide
CONFIGURING A 3270 PRINTER SESSIONS FROM SCRATCH

E¥ Untitled - WRQ Reflection - IBM o ] |

File Connection Setun Macro  Window  Helo

Save Settings File ﬂﬂ

Save in: Ia R eflection j = =% ER-
@Mgr_Temﬂnal_Sessian Save I
Cancel |
Help |
File name: IM_I,I_F'rinter_S esior]
Save as type: ISettings j

Mo Shortcut will be created Shortcut... |

L1 M 8 [mEM3270 Printer [ ]

5
e  Once completed mouse click on the = button to save this WRQ Reflection — IBM
3270 Printer session configuration file to the file name entered in the ‘File name’ box as shown
below.
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BB My_Printer_Session.rsf - WRQ Reflection - 1 - | I:Ilﬂ

File Comnection Setup  Macro  Window  Help

D= | o »K

— Printer contral — Formns control Hoszt control Tiest Fage |
Farrm feed | P | Help |
Cancel | Line feed | Paz |

Setum..

Heszet

i

Fiush Infa...

Hi

— Status

I

1,1 M g | IBM 3270 Printer [ ]

e Inthis example the file name in the ‘File name’ box is ‘My_Printer_Session’ as appears on the
top line of the display shown below.

¥ My _Printer_Session.rsf - WRQ Refleckion -1
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From time to time you may have a requirement to capture your mainframe output to a PC file vice sending
it to a printer via your Reflection 3270 printer session.

To “Print to File’ from the Reflection 3270 terminal / printer emulation perform the following:

e Establishing your normal Reflection 3270 Printer Session as shown below.

B msn-fip_stl_disa_mil{PRINTER L.rsf - WRD) o ]

File Connection Setup  Macro  Window  Help

D= | o »K

— Printer control— Forms control Host control Test Fage |
©Hold I Farm feed | Pal | Help |
Cancel | Line feed | ez |

Setum..
Heset |
Fiush | Irfi...

— Statuz

T

11 e g | IBM 3270 Printer [

il
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e  With your mouse pointer select ‘File’ File from the top menu on the 3270 Untitled - WQR
Reflection — IBM 3270 Printer display screen.

BB msn-ftp_stl_disa_mil{PRINTER).rsf - WRD -10] x|
File Connection Setup Macra  Window  Help
Mew Sessian, ..
open...
Save msn-fkp_stl_... |
p_stl_ control Test Page
Save hs...
Page Setup... e | Help |
Prink Setup... =T
Exit Setum.. |
1 Open msn-Frp_skl_disa_mil{PRIMTER). rsf
T
— Status
T
Manage settings files, new sessions, transfers, and printing
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e From the “File’ drop down menu of the 3270 Untitled — WQR Reflection — IBM 3270 Printer
session screen select “Print Setup...’

B2 msn-ftp_stl_disa_mil{PRINTER L.rsF - WRD) o ]
File Connection Setup  Macro  Window  Help
Mew Session, ..
Open. ..
Save msn-Fkp_skl_, .. |
p_=tl_ contral— Test Fage
Save As. .,
Page Setup... il | Help |
Prinkt Setup... lj'ﬁ'z |
Exit Setup.. |
1 Dpen msn-ftp_stl_disa_mil{PRIMTER),rsf
T
— Statuz

T

hange the printer and the printing opkions

e The following ‘Print Setup’ Window’s pop-up screen will appear:
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Printsetup 2|
E — Printer J
I [ iarme: I W am00 M CH 0 SC-ainframe Basij Froperties |
B Shatus; Feady :[

Type; HE' Lazer)et 8000 Sernes BS
wiherer  Bldo 3265, Bm 122

Eommemt:
—I Print o file
File name
I Browse. .. |
|f file exizts:
I.-“-‘-.sk |zer j

¥ | Byppaszs Windows prirt driver

] ] I Cancel Hetwork... Help B
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e Mouse Click on the
name for the output to be written to, as shown below.

[:
[

I Print ta file

21

— Prinker

Status: Heady

Eamment:

Type: HE Lazerlet 8000 S eries BS
YWhere:  Bldg 3255, Bm 122

[ arne; I b arn 00 4k CHOS C-k ainframme Easij Froperties |

—Iv PFrirtt to file

File name

If file exists:

IE:'\M_I,I Dacumentzity_Repart

I.-i‘-.sk | zer

-

Browsze. .. |

I¥ | Bypass Windows print diver

] I Cancel | Netwnrk...l

Help

check box and enter the Drive, Path, and Window’s PC File

k.
e Once completed mouse click on the button to change these ‘Print Setup’ options

on your WRQ Reflection — IBM 3270 Printer session as shown below.
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B msn-ftp_stl_disa_mil{PRINTER ).rsf - WROR o ]

File Conmection Setup  Macro  ‘Window  Help

D= | o »K

— Printer control— Formg control Hozt control Tiest Fage |

........ i I Farr feedl PAd | Help |

Cancel | Line fe=d | raz |

Setum.. |
Heset |
Fiush | Info... |

— Status

I

L1 &  |m\M3270Printer [ ]

To quickly determine if your printer session now is set to “‘Print to File’ and going to send the file to the
correct Drive, Path, and File name, maximize the printer session window:

|rfa...
e Mouse click on the 4| button on the 3270 Printer Session window.
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e A Current Printer Information pop-up window will appear, as shown below.

B msn-frp_stl_disa_mil{ - |I:I|£|

File Connection Setup Macrko  Window  Help

D= | o »K
x|

=7 Part; C:hhy Documentsh,
[ -] Printer: ky_Report

Logical Umit:  PSKMO001

Fant; Drefault Printer Faont

Style: Reqular

11 e g | IBM 3270 Printer [

e The information in the window identifies the port (Drive / Path), your windows printer name (File
name), and the printer Logical Unit (LU)

0 Inthe example below the port is: C:\My Documents\
0 the windows printer name is: My_Report
o0 the mainframe VTAM printer Logical Unit (LU) address is: PSNM0001
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e Below is an example of the text file that is created during a capturing a report to ASCI|I text file

operation.
=10l x|
File Edit Format Help
2l
MOBIUS MAMAGEMENT SYSTEMS, INC. viewpirect 6.2 LC5341
DATE: 0972872003 ww% DISTRIBUTION CROSS REFERENCE BY RECIPIENT *¥¥ REPORT ID: RING202
TIME: 13:04.53 PAGE: 1
RECIPIENT ID/MAME TITLE REMOTE ID VIEWING ACCESS
AaCA MILLINGTON DEFT MILLINGTOM DEPT ¥-HORMAL
REPORT DIST. TOTAL
REPORT ID/MAME HIERARCHY CODE TYPE GROUP TYPE MEDIA COPIES WIEW
? #w% UNIDENTIFIED REPORTS Wwww wukiik COMPLETE COPY  **™**% 3_COMP NONE O-ONLN A o YES
CERFLS04  CERPS 1804 ADHOC REPORT wukkwk  COMPLETE COPY  ¥¥¥%¥ 3_COMP NOMNE F-FULL A o YES
DCERPMON  DCERPMIL - DCERPS MILPAY RECAP REPORT-MONTHLY TOTAL W&« COMPLETE COPY ®¥¥¥% 3_COMP NOME F-FULL A 0 YES
DCERPYTD  DCERPMIL — DCERPS MILPAY RECAP YEAR TO DATE TOTALS WWWkW  COMPLETE COPY ®¥¥¥% 3_cCoMP NOME F-FULL A 0 YES
DDFCOSME  SOFALL - STATUS OF FUNDS BY SRI/FY/ESYM WHkWHW  COMPLETE COPY  WH#W¥®¥ 3_COMP NONE F-FULL A 0 YES
LFELEOF S7IRDMO4 — DAILY LABOR REPORT EY BESA/BEA/WCI wuwWWE  COMPLETE COPY  WHW¥®¥ 3_C0MP NONME F-FULL A 0 YES
DFELEQ7A  S7LRDMO4 - DAILY LABOR REPORT EY BEA/WCI wuwhwn  COMPLETE COPY  WHW*¥% 3_COMP NONE F-FULL A o YES
DFBROC4 S71GDED4 - O&M IV ERROR REPORT wukkwk  COMPLETE COPY  ¥¥¥%¥ 3_COMP NOMNE F-FULL A o YES
DFBROOS S71RDED4 — LIQUIDATION NOT EQUAL EXPEMSE REPORT wuwkwk  COMPLETE COPY ¥¥¥%¥ 3_COMP NOME F-FULL A 0 YES
DFERO05A  S7LRDEG4 - OUTSTANDING TRWL ORDER BY AGE CATEGORY  WW&eWw COMPLETE COPY “¥¥¥% 3_COMP NOME F-FULL A 0 YES
DFERO0SE  S7LRDEQ4 — OUTSTANDING TRVL ADVANCE EY AGE CATEGORY wWW«eW COMPLETE COPY ®¥#W¥% 3_cCOMP NONE F-FULL A 0 YES
DFERO0SC  S7LRDEQ4 — OUTSTANDING COMMITMENT REPORT wuwWWE  COMPLETE COPY  WHW¥®¥ 3_C0MP NONME F-FULL A 0 YES
LFBROO7 S71RDID4 — OUTSTANDING 621 REPGRT wuwwue  COMPLETE COPY  WHW¥®¥ 3_CoMP NOME F-FULL A 0 YES
DFBROCY S71RDGO4 - IDB UNMATCHED/REJECTED DISEURSEMENTS wukkwk  COMPLETE COPY  ¥¥¥%% 3_COMP NOMNE F-FULL A o YES
DFBROLO S71RDD04 - IDB DETAIL RESPONSES RECEIVED FOR FAE/FA “&swws COMPLETE COPY ¥¥¥%¥ 3_COMP NOME F-FULL A 0 YES
DFBROLL S71RDD04 — IDE ADIUSTMENTS REPORT wukkwk  COMPLETE COPY  “¥¥%% 3_COoMP NONE F-FULL A o0 YES
DFERO1Z S71RDDO4 — INVALID ADJUSTMENT RESPOMSES REPORT WHkkWK  COMPLETE COPY  WHW¥®¥ 3_COMP NONE F-FULL A 0 YES
LFBRO13 S71RDED4 — APPARENT VIOGLATION REPORT wuwWWE  COMPLETE COPY  WHW¥®¥ 3_C0MP NONME F-FULL A 0 YES
LFBROLG S71RMED4 — REPORT DISCONTINUED PER HOMC/DFAS CCE wuwwue  COMPLETE COPY  WHW¥®¥ 3_CoMP NOME F-FULL A 0 YES
DFBROL7 S71RDIO4 — DAILY TRANSACTION JOURMAL wuwiwk  COMPLETE COPY  **"**% 3_COMP NOMNE F-FULL A o YES
DFBROLS S71RDED4 — MEG UNLIQUIDATED OBLIGATION TRAM FOR CYC “&swws COMPLETE COPY ¥¥¥¥¥ 3_COMP NOME F-FULL A 0 YES
DFBROZL S71RMAD4 — UNPROCESSED INTERPARTMEWTAL BILLS 60 DAY “&&Ww& COMPLETE COPY ¥¥¥¥¥% 3_COMP NONE O-ONLN A o0 YES
DFERO23 S71RMAD4 — SUSPECT DUPLICATE INTERDEPARTMEMTAL EILL W&&Ww& COMPLETE COPY —WW¥®¥ 3 COMP NONE O-OMLN A 0 YES
LFERO24 S71RMAD4 — SUSPECT DUPLICATE INTERDEPARTMENTAL PAY WWwww& COMPLETE COPY —WHW¥®¥ 3_CoMP NONE O-ONLN A 0 YES
LFBRO2S S7LIRMAD4 — UNMATCHED IWTERDEPARTMEWTAL BILL PAYMENT Wwww& (COMPLETE COPY WHW®®¥ 3_COMP NONE O-ONLN A 0 YES
DFBRO26 S71RDDO4 — IDB SUMMARY RESPONSES RECEIVE FOR FAE/FA “Wwwws COMPLETE COPY **"**% 3_COMP NOMNE F-FULL A o YES
DFBROSE S71IRAD4 — RECEIPT REFORT - AAS wukkwk  COMPLETE COPY  ¥¥¥¥¥ 3_COMP NONE O-ONLN A 0 YES
DFBROS7 S71IRED4 — RECEIPT REFORT - SASSY RA wukkwk COMPLETE COPY  “¥¥¥% 3_COMP NONE O-ONLN A o0 YES
DFEROSE S71IRCO4 — RECEIPT REPORT — MRP WHkkWW  COMPLETE COPY  WHW¥®¥ 3 CoMP NOME F-FULL A 0 YES
DFBROSD S7LIRDD4 — RECEIPT REPORT — STATUS 80 WHkWHK  COMPLETE COPY  WH#W¥®¥ 3_COMP NONE O-ONLN A 0 YES
LFBROGO S71IRED4 — RECEIPT REPORT - DSSC 80 wuwwWE  COMPLETE COPY  WHW¥®¥ 3_COMP NONE O-ONLN A 0 YES
DFBROGZ S71IRFO4 - RECEIPT REFORT - ARS wukink COMPLETE COPY  **"**% 3_COMP NONE O-ONLN A o YES
DFBRO7L S71DMAD4 — APPN 3875 MONTHLY UNFUMDED REIMBURSABLE “&&ww& COMPLETE COPY ¥¥¥¥¥ 3_COMP NOMNE O-ONLN A o YES
DFERO7Z S710MAD4 — APPN 3875 INCEPTION T DATE REPORT wukkwk COMPLETE COPY  “¥¥¥% 3_COMP NONE O-ONLN A o0 YES
DFERO73 S71IABD4 - IDB BUYER/SELLER REPORT (EMCL 1) WHkWWK  COMPLETE COPY  WHW¥®¥ 3 COMP NONE O-ONLN A 0 YES
DFERO74 S7LIACOD4 — IDB BUYER/SELLER REPORT (ENCL 2) WHkWHW  COMPLETE COPY  WH#W¥®¥ 3_COMP NONE O-ONLN A 0 YES
LFBRO7S S71GAED4 — ONR RECONCILATION REPGRT wuwwWW  COMPLETE COPY  WHW®W¥ 3_COMP NOME F-FULL A o0 YES
K} +
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MODIFYING PRINTER PROPERTIES TO PRINT PORTRAIT

Printer as well as terminal sessions have been configured with default properties. From time to time it may
become necessary to change the defaults, to meet your immediate needs.

It should be noted that changes to the defaults apply only to the current session, unless prior to exiting /
closing the session you save the session with the newly modified configuration / properties.

To change the Refection 3270 printer session properties to print in ‘Portrait’ printing format perform the
following steps:

e  Open a normal Reflection 3270 printer session as described on pages 12 through 20.

e Upon completion of those instructions you should see the 3270 printer session window as shown
below.

EX msn-ftp_stl_disa_mil{PPRINTER J.rsf - WR - 0] x|

File Connection Setup Macro  Window  Help

D= HE o »»

— Printer contral— Formsz contral Hoszt control Test Fage |

Hold | Form feed | Pal | Help |

Line feed | Paz |

e | Setup.. |
Flush | _l'”f'l“

— Statuz

IR

L1 &  [1BM3270 Printer T
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e  From the 3270 printer session window mouse click on the File option located on the top tool bar
menu and a windows drop down menu will appear as shown below.

B msn-ftp_stl_disa_mil{PPRINTER).rsf - ¥R =0 x|

File Conmection Setup  Macko  Window  Help

Mew Session, ..
OpEn...
Save msn-Ftp_skl_. .. |
p_stl_ il Tezt Page
Save As...
Page Setup. .. A | Help |
Prink Setup... 2 |
Exit Setum.. |
1 Open msn-ftp_skl_disa_mil{PRIMTER). rsf Irfo. . |
1 — |
Status

T

Manage settings Files, new sessions, transfers, and prinking
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e From this drop down menu select = Frnt 38tup. .

B msn-ftp_stl_disa_mil{PPRINTER ).rsf - WR =0 x|

File Conmection Setup  Macko  Window  Help

with your mouse.

Mew Session, ..
OpEn...
Save msn-frp_skl_. ..
p_stl_ il Tezt Page |
Save As...
Page Setup. .. A | Help |

Prink Setup...

Exit Setum.. |
1 Open msn-ftp_skl_disa_mil{PRIMTER). rsf Irfa. . |
|
Statuz

T

Change the printer and the printing options
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Print Setup. ..

e Once has been selected the widows dialog screen shown below will appear.

Print setup 2 x|

[

I M arne: W am007 M CM 05 C-Mainframe B as Fropertiez |
U Status: Ready :[
Type: HF Lazerlet 8000 Sernies PS
Where:  Bldg 32585, Bm 122

— Prinker

Comment:
—I Prirt to file
File name
I Browse,.. |
[F file exists:
I.-i‘-.sk I zer j

[T Buypass Windows print driver

N k. I Cancel M etwark... Help B
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o . . Properties .
e  From this dialog window mouse click on the —l button and a second windows
dialog screen will appear as shown below.

PriptSetup 21 x|
&% MCNOSC-Mainframe Basic on Yam007 Document Prop ed A

Lapout | Paper/Quality I

— Orientation
&+ Portrait
" Landscape
" Fotated Landscape

— 1 =

— Print on Bath Sides[Duplex] — =
= Mone p—
™ Flip on Short Edge —_—

™ Flip on Long Edge

|_ Advanced... |
] I Cancel |

L t L . . . . .
o Onthe I 1tab of this windows dialog screen ensure that the ‘Orientation’ portion of this

screen is set to ‘Portrait’ as shown below.

Orientation

% Portrait

" Landscape

" Fotated Landscape

¥ Mone

e Ensure that the “Print on Both Sides(Duplex)’ portion of this screen is set to if your
printer is not capable of performing ‘duplex’ as shown below.
Frint on Baoth Sidez[Duplex]
+ None
™ Flip on Short Edge
™ Flip on Lang Edge
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e If your printer is capable of ‘duplex’ printing you may select either

" Flip on Long Edge

" Flip on Short Edge ),

based on your preferences or requirements. A graphical representation of

each of these types of ‘duplex’ printing displays on the dialog screen based on your selection as

shown below in the two examples.

e Example of ‘Flip on Short Edge’ duplex printing dialog screen.

Lapout | P-EIDE[.-"QUEI"'I_','I

— rientation
%" Paortrait
" Landscape
£~ Fiotated Landscape

— — =

— Print on Bath Sidezs[Duplex] —
i~ Mone
¥ Flip on Short Edge
" Flip on Long Edge

Side 1

Side 2

Advanced... |

] I Cancel |
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e Example of ‘Flip on Long Edge’ duplex printing dialog screen.

Priptcetup 21 xI|
&% MCNDSC-Mainframe Basic on ¥Yam007 Document Prope ﬂil

Lapout | Paper/Quality I

— Orientation

£+ Portrait
" Landscape
" Fotated Landscape Side 1 Side 2

— 1 =

— Print anh Bath Sides[Diuplex] —
i~ Mone

" Flip on Short Edge
£+ Flip on Long Edge

Advanced... |
] I Cancel |

I=

e Once the *‘Orientation’ portion and the *‘Print on Both Sides(Duplex)’ portion of this screen

]
have been set as described above, mouse click on the button to complete and

close this windows dialog screen, returning back to the ‘Printer Setup’ windows dialog
screen as shown below.
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Printsetup 2 x|
E — Printer |
I I amne: Wi am 007 sk CHNOS C-h ainframe B as Froperties |

U Status: Ready :[

Type: HF Lazerlet 3000 Senes PS
“Where:  Bldg 3255, Bm 122

Comment:
—I Print to file
File name
I Browee, . |
[Ffile exsts:
I.-i‘-.sk I zer j

[T Bypass Windows print driver

] k. I Cancel | I etwark... Help B

O,
e Mouse click on the button of the ‘Printer Setup’ windows dialog screen to

complete and close this windows dialog screen, returning back to the Reflection 3270 printer
session window as shown below.
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2 msn-ftp_stl_disa_mil{PPRINTER).rsf - ¥R =10] x|

File Conmnection Setup Macro  Window  Help

D= | a0 »a?

— Printer cantral — Faormz contral Hozt contral

Hold | Form feed | Pl | Help

Line feed | Pz |

Feset |
Flush | Infa...

— Statuz

T

1,1 M 8 [mBM3270 Printer T

e  From the 3270 printer session window again mouse click on the File option located on the top
tool bar menu and a windows drop down menu will appear as shown below.

2 msn-ftp_stl_disa_mil{PPRINTER).rsf - ¥R ] A

File ©Connection Setup Macro Window  Help

I
|

Mew Sessian, ..
Open,..
Save msn-ftp_stl_... |
p_st_ antiol Tlest Page
Save hs..,
Page Setup... a &I
Prink Setup. .. 6,2 |
Exit Setum.. |
1 Open msn-ftp_stl_disa_mil{PRINTER ). rsf Infa... |
S — |
Status

T

Manage settings files, new sessions, transfers, and printing
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e From this drop down menu select =~ #3398 38t with your mouse.

B msn-ftp_stl_disa_mil{PPRINTER ).rsf - WR =0 x|

File Conmection Setup  Macko  Window  Help

Mew Session, ..
OpEn...
Save msn-frp_skl_. ..
Rt artrol Tezt Page |
Save As...
Page Setup. .. rﬂ | Help |
Prink Setup... " |
Exit Setup... |
1 Open msn-Frp_stl_disa_mil(PRINTER], rsf o, |
—————
Statuz

T

Change the page lavout options
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Once ~ F&g& 5Bt has heen selected the widows dialog screen shown below will appear.

2

OF.

X

Cancel

P

Fage Options...
Defaultz
Help
— Paper
Size: Letter il
Source; I.-’-'-.ut-::matiu:all_l,l Select j
— Origntatian kd arginz [inches]

% Portrait Left: IEI.1B Right: ||:|.1?1
™ Landscape Top: IEI.1?'I B attar: IEI.183

[ Owvenide the orentation specified by the host

e On the “Page Setup’ dialog window shown above, decide on your ‘Paper Size:” and ‘Paper
Source:’ by mouse click on the drop down arrows associated with each of these paper options.

e Ensure that the page orientation is set to ‘Portrait’ on the ‘Orientation’ portion of this dialog
window as shown below.

Orientatiamn

% Porlrait

i~ Landscape
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. Fage Options. .. . . .
e Mouse click on the ﬂl button and a second windows dialog screen will appear as
shown below.

"""""" Il |

| 1B i
Page Options ed
— Text format
[™ Use printer fontz only [” Ovenide host page format
Cancel |

Font
Defaults |
I j FPage Scaling... |
Help |

— Characters per lhe————— Lines per page
" Auto ' futo
I =
= &0 [ =
fe 132
=l
ol =

[~ Overide the arientation specified by the host

e On the “Page Options’ windows dialog screen determine and set the ‘Characters per line” and
‘Lines per page’ as shown below.

— Characters per ihne————— [~ Lines per page
" Auto & Auto
I =1
i~ &0 i -
f* 132
=l
l =
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e Once the “Characters per line’ and ‘Lines per page’ options on this dialog screen have been set,

. Fage Scaling. .. . . . .
mouse click on the button and a third windows dialog screen will appear
as shown below.
Page Setup 21 x]
o — v
21 x|
Page Scaling ﬂﬂ

— Scaling Dptions

" Mo Scaling C | |
ance

Defaults |

" Scale the page size specified by the host to fit on the “Windows printer page

{* Choosze a host page size and scale it to fit on the ‘Windows printer page Help |
Host page size
| Letter 8511 in =l
" Use scaling factors for reduction or expansion
Width [percent] | enath [perzent]
100 = 100 -
= =]

[ Owvenide the orientation specified by the host

e On the “Page Scaling’ options windows dialog screen determine and set your scaling options as
shown above.
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ak
e Once your scaling options have been set, mouse click on the button to complete

and close this dialog screen returning you back to the ‘Page Options’ windows dialog screen as

shown below.

Page Setup

i

Page Options

— T ext format

[ Use printer fonts anly

Famt

[ Owvenide host page format

FPage Scaling...

— Characters per line

£ Auto
a0
f* 132

r*|_j

— Linez per page

% Ao

r|—j

2]

(nl's I

2 x|

Cancel |

Defaults |
Help |

[T Overide the orientation specified by the host
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Ok,
e  Mouse click on the button of the ‘Page Options’ windows dialog screen to

complete and close this windows dialog screen, returning back to the ‘Page Setup’ windows
dialog screen shown below.

2

Ok

X,

Cancel

P

Fage Options...
Defaultz
Help
— Paper
Size: -
Source: I.-’-‘-.ut-::matiu:all_l,l Select j
— Origntatian b arginz [inches]

% Portrait Left: IEI.1E Right: ||:|.1?1
" Landscape Top: IEI.'IF"'I B ottom: IEI.183

™ Owvenide the orientation specified by the host
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Ok,
e  Mouse click on the button of the ‘Page Setup’ windows dialog screen to

complete and close this windows dialog screen, returning back to the Reflection 3270 printer
session window as shown below.

[ msn-ftp_stl_disa_mil(PPRINTER).FsF - YR =10 x|

File ©Connection Setup Macro  ‘Window  Help

D= & o » W2

— Printer cantrol — Faormsz control Host control Tiest Fage

Hoid | Form feed | Pl | Help

Line fe=d | Pa2 |

Setup...

Feset |
Fiush | Infa...

ddlds

— Status

I

L1 g | 1BM 3270 Prinker B
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Printer as well as terminal sessions have been configured with default properties. From time to time it may
become necessary to change the defaults, to meet your immediate needs.

It should be noted that changes to the defaults apply only to the current session, unless prior to exiting /
closing the session you save the session with the newly modified configuration / properties.

To change the Refection 3270 printer session properties to print in ‘Landscape’ printing format perform the
following steps:

e  Open a normal Reflection 3270 printer session as described on pages 12 through 20.

e Upon completion of those instructions you should see the 3270 printer session window as shown
below.

B msn-fitp_stl_disa_mil{PPRINTER L.rsf - WR o ]
File Connection Setup  Macro  Window  Help

D= | o »K

— Printer control— Forms control Host control Test Fage |
Hold | Fom feed | Pl | Hep |

Line feed | ez |

Setum..

Heszet |
Fiush | Infa...

di

— Statuz

T

11 e g | IBM 3270 Printer T
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e  From the 3270 printer session window mouse click on the File option located on the top tool bar

menu and a windows drop down menu will appear as shown below.

B msn-ftp_stl_disa_mil{PPRINTER).rsf - ¥R =0 x|

File Conmection Setup  Macko  Window  Help

Mew Session, ..
OpEn...
Save msn-Ftp_skl_. .. |
p_stl_ il Tezt Page
Save As...
Page Setup. .. A | Help |
Prink Setup... 2 |
Exit Setum.. |
1 Open msn-ftp_skl_disa_mil{PRIMTER). rsf Irfo. . |
1 — |
Status

T

Manage settings Files, new sessions, transfers, and prinking
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e From this drop down menu select = Frnt 38tup. .

B msn-ftp_stl_disa_mil{PPRINTER ).rsf - WR =0 x|

File Conmection Setup  Macko  Window  Help

with your mouse.

Mew Session, ..
OpEn...
Save msn-frp_skl_. ..
p_stl_ il Tezt Page |
Save As...
Page Setup. .. A | Help |

Prink Setup...

Exit Setum.. |
1 Open msn-ftp_skl_disa_mil{PRIMTER). rsf Irfa. . |
|
Statuz

T

Change the printer and the printing options
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Print Setup. ..

e Once has been selected the widows dialog screen shown below will appear.

Print setup 2 x|

[

I M arne: W am007 M CM 05 C-Mainframe B as Fropertiez |
U Status: Ready :[
Type: HF Lazerlet 8000 Sernies PS
Where:  Bldg 32585, Bm 122

— Prinker

Comment:
—I Prirt to file
File name
I Browse,.. |
[F file exists:
I.-i‘-.sk I zer j

[T Buypass Windows print driver

N k. I Cancel M etwark... Help B
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o . . Properties .
e  From this dialog window mouse click on the —l button and a second windows
dialog screen will appear as shown below.

Priptcetup 21 xI|
&% MCNDOSC-Mainframe Basic on ¥am007 Document Prop ed |

Lapout | P-EII:IET.-"quIm}'I

B — Orientation

" Paortrait
¥ Landscape
£~ Fiotated Landscape

— Print on Bath Sides[Duplex] —
% None
" Flip on Short Edge
" Flip o Long Edge

Advanced... |
[
k. I Cancel |

Lapout . . . . . .
o Onthe ™| tab of this windows dialog screen ensure that the ‘Orientation’ portion of this

screen is set to ‘Landscape’ or ‘Rotated Landscape’ as shown below.

Orientation————— Orientation

" Parbrait " Puortrait

% Landscape " Landscape

" Fuotated Landscape %' Fotated Landzscape

¥ Mone

e  Ensure that the “Print on Both Sides(Duplex)’ portion of this screen is set to if your
printer is not capable of performing ‘duplex’ as shown below.
Frint on Baoth Sidez[Duplex]
+ None
™ Flip on Short Edge
™ Flip on Lang Edge
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e If your printer is capable of ‘duplex’ printing you may select either € Flipon ShartEdge o

£ FlponlongEdge oo on your preferences or requirements. A graphical representation of
each of these types of ‘duplex’ printing displays on the dialog screen based on your selection as
shown below in the two examples.

o Example of ‘Flip on Short Edge’ duplex printing dialog screen.

Pripgtgetup 21 x|
&% MCNOSC-Mainframe Basic on Yam007 Document Prope ilil

Lapout | P-EIDE[.-"QUEI"'I_','I

— rientation
" Partrait
{+ Landscape
£~ Fiotated Landscape

— — =

Side 1 Side 2
— Print on Bath Sidezs[Duplex] —

" MNone
¥ Flip on Short Edge
" Flip on Long Edge

|_ Advanced... |
] I Cancel |
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o Example of ‘Flip on Long Edge’ duplex printing dialog screen.

Priptcetup 21 x|
&% MCNOSC-Mainframe Basic on Yam007 Document Prope ilil

Layout | Paper/Quality I

U — Orientatian

i~ Partrait
' |Landscape
" Fotated Landscape

Side 1

— Print on Both Sides[Duplex] —
" Mone

™ Flip on Short Edge

* Flip on Lang E dge

Side 2

Advanced... |
[
(] I Cancel |

e Once the *‘Orientation’ portion and the ‘Print on Both Sides(Duplex)’ portion of this screen

have been set as described above, mouse click on the - button to complete and

close this windows dialog screen, returning back to the *Printer Setup’ windows dialog
screen as shown below.
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Print Setup 2l x|

— Printer
{

E

I M ame: Wi am007 M CHOSC-M ainframe B as Froperties |
U Statuz Ready j[
Type: HF Lazerlet 8000 Series PS
“Where:  Bldg 3255, Bm 122

Comment:
—I Prirt to file
File riame
I Browse, . |
[Ffile existe:
I.-'i'-.sk I zer j

[T Bwpasz Windows print driver

] ] I Cancel | Metwork.... Help B

O,
e Mouse click on the button of the ‘Printer Setup’ windows dialog screen to

complete and close this windows dialog screen, returning back to the Reflection 3270 printer
session window as shown below.

Mr. David W Tomilson Page 146 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

MODIEYING PRINTER PROPERTIES TO PRINT LANDSCAPE

2 msn-ftp_stl_disa_mil{PPRINTER }.rsf - ¥R =10] x|

File Comnection Setup  Macro  Window  Help

D= E a0 »a?

— Printer cantral — Faorms contral Host contral

Hoid | Form feed | Pl | Help

: Setum..
Heszet |
Flush | Infa...

— Statuz

I

L1 M g | IBM 3270 Printer T

e  From the 3270 printer session window again mouse click on the File option located on the top
tool bar menu and a windows drop down menu will appear as shown below.

2 msn-ftp_stl_disa_mil{PPRINTER).rsf - ¥R ] A

File ©Connection Setup Macro Window  Help

[ TesiPege |
_ _ teb |
Line fe=d | Faz |

_ o |

I
|

Mew Sessian, ..
Open,..
Save msn-ftp_stl_... |
p_st_ antiol Tlest Page
Save hs..,
Page Setup... a &I
Prink Setup. .. 6,2 |
Exit Setum.. |
1 Open msn-ftp_stl_disa_mil{PRINTER ). rsf Infa... |
S — |
Status

T

Manage settings files, new sessions, transfers, and printing
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e From this drop down menu select =~ F33% 38t with your mouse.

B msn-ftp_stl_disa_mil{PPRINTER ).rsf - WR =0 x|

File Conmection Setup  Macko  Window  Help

Mew Session, ..
OpEn...
Save msn-frp_skl_. ..
Pt artrol Tezt Page |
Save As...
Page Setup. .. rﬂ | Help |
Prink Setup... " |
Exit Setup... |
1 Open msn-Frp_stl_disa_mil(PRINTER], rsf o, |
 E——
Statuz

T

Change the page lavout options
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Once Fage 38tup... has heen selected the widows dialog screen shown below will appear.

2

Ok

Cancel |

Fage I:Iptil:uns...l
Defaulks |

X

— Paper
Size: -
Source; I.ﬁ.utnmaticall_l,l Select j
— rientation b arginz [inches]

 Partrait Left: IIZI.1E Right: |D.1?1
¥ | andscape Top: IEI.E B ottarn: IEI.E

[T Ovenide the orientation specified by the host

e On the *Page Setup’ dialog window shown above, decide on your ‘Paper Size:” and ‘Paper
Source:’ by mouse click on the drop down arrows associated with each of these paper options.

e  Ensure that the page orientation is set to ‘Landscape’ on the ‘Orientation’ portion of this dialog
window as shown below.

Origntatiamn

™ Porlrait

¥ Landscape
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. Fage Options. .. . . .
e Mouse click on the Ll button and a second windows dialog screen will appear as
shown below.

mni I

Page Options L 2=
— Text format
™ Use printer fonts only ™ Owenide host page format
Cancel |

Fant
Defaults |
| j Fage Scaling... |
Help |

—Characters per ine—————  —Lines per page
" Auto " Auto
: | Lz
= 80 f+ |56 =
v 132
=
Cy e7

[ Owenide the orientation specified by the host

e On the ‘Page Options’ windows dialog screen determine and set the ‘Characters per line” and
‘Lines per page’ as shown below.

— Characters per line————— [~ Lines per page
" Auto " Auto
r [ =
an =
= 13z
=
Ol =
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e Once the “Characters per line’ and ‘Lines per page’ options on this dialog screen have been set,
Page Scaling... |

mouse click on the
as shown below.

ml's I

21 x|
Page Scaling N 7] x|
— Scaling Options

£ Mo Scaling

Cancel |
+ Scale the page size specified by the host to fit on the Windows printer page

Defaults |
" Choose a host page size and seale it bo fit on the Windows printer page Help |

Host page size

| Printer defaul j

button and a third windows dialog screen will appear

™ Use scaling factors for reduction or expansion

Width [percent] Length [perzent]
100 = 100 =
i =

[ Owvemide the orientation specified by the host

e On the *Page Scaling’ options windows dialog screen determine and set your scaling options as
shown above.
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ak
e Once your scaling options have been set, mouse click on the button to complete

and close this dialog screen returning you back to the ‘Page Options’ windows dialog screen as

shown below.

Page Setup

Page Options

— Test format

Font

[T Use printer fontz anly

[ Owenide host page format

FPage Scaling... |

— Characters per line

= Autg
a0
f* 132

r*|7j

—Linez per page

i Auto

21

i’y I

Jd

Cancel |

Defaultz |
Help |

[T Owemide the onentation specified by the host

Mr. David W Tomilson
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Ok,
e  Mouse click on the button of the ‘Page Options’ windows dialog screen to

complete and close this windows dialog screen, returning back to the ‘Page Setup’ windows
dialog screen shown below.

Canzel |
FPage Dptinns...l
Defaults |
Help |
— Paper
Size: i
Source: I.ﬁ.utnmaticall_l,l Select j
— rientation b arginz [inches]
i~ Partrait Left: ||:|.1 8 Right: ||11 bl
i | andscape Top: IEI.E B ottarn: IEI.E
[T Owverride the orentation specified by the host
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Ok,
e  Mouse click on the button of the ‘Page Setup’ windows dialog screen to

complete and close this windows dialog screen, returning back to the Reflection 3270 printer
session window as shown below.

[ msn-ftp_stl_disa_mil(PPRINTER).FsF - YR =10 x|

File ©Connection Setup Macro  ‘Window  Help

D= & o » W2

— Printer cantrol — Faormsz control Host control Tiest Fage

Hoid | Form feed | Pl | Help

Line fe=d | Pa2 |

Setup...

Feset |
Fiush | Infa...

ddlds

— Status

I

L1 g | 1BM 3270 Prinker B
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From the DoD Warning / Site Selection screen enter the two character site code associated with the
mainframe domain you wish to access.

& msn-ftp_st_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal

Fle Edit Connection Setup Macro

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER

AUTHORIZED INFORMATION ONLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

‘Window  Help

T r | K2

YOU TO CRIMIMAL PROSECUTION AND PENALTIES.

SB - QUANTICO

SG - LEJEUNE

SL - ASINMS-E

S0 - ASINS-C
- RIA

sD -
SH -
SH -
SR -
Sl -

- S80 DAYTON ac -

- CCAD
- TYAD
- SNI MENU

24,66 FlF g

0G -
oK -

HELPDESK

DITCO SE - OKINAWA
PENDLETON SI - ALBANY
ASIMNS-I S0 - ARDEC
0SC-5/DFAS ST - AMCOM/SBCCON
FAR EAST SX - TEAD
ASINS-T QD - ASIMS-H

RRAD GH - CECOM

LOGSA QL - AMCOM-M

DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION => SI

>

IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

SF -
SK -
SP -
sU -
SY -
QE -
oI -
OR -

=lolx|

KANSAS CITY
ASIMS-S

ARL

0SC-R

TACON

ANAD

LEAD

NAMI

Mr. David W Tomilson

‘SI” — ALBANY is being used here in this example
Information entered by you will be specific
to the domain you're accessing and your user-id
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e  From the terminal session green mainframe 3270 DoD Warning / site selection menu screen start
to login as you normally would to the site(s) you utilize, i.e., (S| - ALBANY).

e Once you have entered your site selection and pressed the ‘Enter key’ the DISA Warning 3270
screen will appear as shown below.

msn-ftp_stl_disa_mil{TERM).rsf - WR0) Reflection - IBM 3270 Terminal - Ol x]|
File Edt Connection Setup Macro Window Help

T r | K2

DDDDDDD IITIII 88688 AADA

DDD  DDD III SS S AA A
DDD DDD III 888 AAAAAA
DDD DDD III S8 ] AA A
DDDDDDDDD  IIIIIII 56888 AA A

DISA SYSTEM ST. LOUIS, MO

Use of this or any other DEPARTMENT OF DEFENSE interest computer

system (DODICS) constitutes your consent to monitoring, fTor the purpose

oT system management and security, by authorize DoD personnel. This

DODICS and all related equipment are to be used Tor communication,

transmission, processing, manipulation and storage of official U.S.

Government or other authorized information only. UNAUTHORIZED USE OF

THIS COMPUTER MAY SUBJECT YOU TO CRIMINAL PROSECUTION AND PENALTIES.
PRESS 'ENTER' TO CONTINUE.

>1

24,2 Ak g IBM 3270 Terminal - msn-ftp, skl disa.mil via Telnet Extended

e Pressed the ‘Enter key’ to continue on to the Userid / Password Entry Validation 3270 screen
will appear as shown below.
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& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEE & 2.le D oK

KLGLGONT —— Entry Validation
Date: 10/07/03 System: AAO0D
Time: 14:34:31 Device: ASNT3849

IdentifTication:
Userid
PassuHord Change Password 7 N (Y or HN)

Additional InfTormation:
Group

Bulletins: DEFENSE ENTERPRISE COMPUTING CENTER ST. LOUIS
ALBANY 08/390 DOMAIN

FOR PROBLEMS CALL: DSN 490-0000 OR
TOLL FREE 1-800-645-5032

ENTER USERID
Enter Fi=Help F3=Exit

6,30 Ak g 1BM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended

e  Enter your mainframe 3270 userid and password and press the ‘Enter key’ to continue. Upon
doing so the CL/SUPERSSION Main Menu will be displayed as shown below.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DEH & 2ale D oK

Actions OQptions Commands Features Help
KLSVSEL1 CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.

Session ID Description

Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi
ALACICS? ALA CICS PRODUCTION Multi
ALACICSD ALA CICS DEVELOPMENT Multi

ASICITOO CICS/ADABASE OKR TEST Multi
ALAINFO ALA INFOPAC RDS Multi
ALAINFPM ALA INFOPAC MAINTENANCE Multi
OKRCICS OKR CICS PRODUCTION Multi
OKRCICS2 OKR CICS2 PRODUCTION Multi
OKRINFO OKR INFOPAC RDS Multi
OKRINFPM OKR INFOPAC MAINTENANCE Multi

Command ===> AAOD/ASNT3849
Enter Fi=Help F3=Exit F5=Refresh F8=Fud F9=Retrieve F10=Action

Gl

o,z Ak =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

e Tologon to TSO you must press the ‘Enter key” while the cursor is on the selection line next to
the TSO menu option.
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e  Once the TSO menu option has been selected and the “Enter key’ pressed, the ‘ISPF Primary
Option Menu’ shown below will be displayed.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
File Edit Connection Setup Macro ‘Window  Help

D & B 9D » o K

Menu Utilities Compilers 0ptions Status Help

ISPF Primary Option Menu
Option ===>

Production Products Menu User ID . : GOMPO3
Site Specific Applications Menu Time. . . : 15:03
Systems Maint Products Menu Terminal. : 3278
Online Documentation Menu Screen. . 1
InfoMgt/Tivoli Service Desk Language. : EMGLISH
SDSF Appl ID . : ISR
Command TASO Menu TS0 logon : TSOSYS
Dialog Test TSO Utility Commands TS0 prefTix: TSOMSB
LM Facility System ID : MSIO
SCLM MVS acct. : Z1GGBOO1
Release . : ISPF 5.0

Settings
View (Browse)
Edit
Utilities
Foreground
Batch

LW~ TO =Wl =
CHWHDOOmX

«w

Licensed Materials - Property of IBM
5647-A01 (C) Copyright IBM Corp. 1980, 2000.
All rights reserved.

US Government Users Restricted Rights -

Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

Fi=Help F3=Exit F10=Actions F12=Cancel
>
4,14 A< 8 1EM 3270 Terminal - msn-Ftp, skl disa.mil via Telnet Extended
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N Option ===>
e  Enter ‘6’ on the Option line as shown below

to gain access to the ‘“Command’ option.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
File Edit Connection Setup Macro ‘Window  Help

DEH & 2@ 2|7 » o 02

Menu Utilities Compilers 0ptions Status Help

ISPF Primary Option Menu
Option ===> 6_

Production Products Menu User ID . : GOMPO3
Site Specific Applications Menu Time. . . : 15:44
Systems Maint Products Menu Terminal. : 3278
Online Documentation Menu Screen. . 1
InfoMgt/Tivoli Service Desk Language. : EMGLISH
SDSF Appl ID . : ISR
TASO Menu TS0 logon : TSOSYS
TSO Utility Commands TS0 prefTix: TSOMSB

Settings
View (Browse)
Edit
Utilities
Foreground
Batch
Command
Dialog Test

LW~ TO =Wl =
CHWHDOOmX

LM Facility System ID : MSIO
9 SCLM MVS acct. : Z1GGBOO1
10 Workplace Release . : ISPF 5.0

Enter X to Terminate using log/list defaults
DMC Help Desk: DSN 693-9077/Commercial (314)263-9077

Fi=Help F3=Exit F10=Actions F12=Cancel
>
4,15 A< 8 1EM 3270 Terminal - msn-Ftp, skl disa.mil via Telnet Extended
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e The “ISPF Command Shell’ screen as shown below will be displayed.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DeHE & B Q=7 » o | K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

=-==>

Place cursor on choice and press enter to Retrieve command

VoW OV W W

VoW

W

F1=Help F3=Exit F10=Actions Fi12=Cancel
2T
6,7 A= =3 1BM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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e At this point you must enter ‘\FT’ to enable file transfer mode for the TSO session.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

F1=Help F3=Exit F10=Actions Fi12=Cancel
Rl
6, 10 Ak 8 1EM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended
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e  Press the “Enter key’ once “\FFT” has been entered and the following should appear on your
display.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
File Edit Connection Setup Macro ‘Window  Help

D & B 9D » o K

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands belou:

===>
_CS130

File transfer mode
Enabled for session "TSO"

-0
=
an
o
o

W

Press ENTER to continue

VoW

W

=>

Fi=Help F3=Exit F10=Actions F12=Cancel

g 11 AlF 8 1EM 3270 Terminal - msn-Ftp, skl disa.mil via Telnet Extended

e Once you have pressed the ‘Enter key’ the 3270 display screen will appear as shown below.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
Fle Edit Connmection Setup Macro Window Help

DEH & 2ale D oK

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

Fi=Help F3=Exit F10=Actions Fi12=Cancel

6,7 AlF =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

=100 x|

e With your mouse pointer select ‘Setup’ “=:“P from the top menu on the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal display screen.
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e The “Setup’ drop down menu as shown below will appear on the 3270 msn-
ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|

File Edit Conmection | Setup Macro ‘Window Help

D& M|g| Temm » o K2

Display. ..

Events... Functions Utilities Help

File Transfer...
Hatlist...

Hotspat. . ISPF Command Shell
Enter TS0 EEEELEERE tion commands below:

Menu...
Mouse...
— Toolbar...

===>

Preferences. ..
View Settings. ..
CCE...

Place cur ce and press enter to Retrieve command

Fi=Help F3=Exit F10=Actions Fi12=Cancel

Change and view Reflection options
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e  From the ‘Setup’ drop down menu of the 3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection —
IBM 3270 Terminal session screen select ‘File Transfer...” as shown below.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|

File Edit Connection | Setup Macro  Window Help

D& M|g| remm » o K2

Display. ..

Functions Utilities Help

Hatspet... ISPF Command Shell
Enter TS0 EEEELEERE tion commands belowu:

Menu...

Mouse...
=== Toolbar...
Preferences. ..
View Settings. ..
CCE...

Place cur ce and press enter to Retrieve command

VoW W

VoW

=>

F1=Help F3=Exit F10=Actions Fi12=Cancel

Change file or data transfer options
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e The “Transfer Setup’ dialog windows pop-up screen as shown below will be displayed.

Menu List

Mode

Enter TSO or Workstati

===>

Place cursor on choicd

Fi=Help F3=Exit

6,7 Al =]

Functions

| » e | N2

Utilities Help

ISPF Command Shell

Transfer Setup

IND$FILE ]ASMDD] Translation] Templates]

Active protocol: |{[E1eEgNS =~

INDFFILE Settings
Host
System:

Structured figld transfer
I ax field size:
Ts50 v Ak -

Startup command:

IND$FILE

Timeout [in seconds)

Startup: |300 il
Fesponse: |300 il

Advanced...

Defaults

| Help |

F10=Actions F12=Cancel

>

IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

=10 %]

Mr. David W Tomilson
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e Onthe ‘INDS$FILE’ tab of the “Transfer Setup’ dialog windows pop-up screen ensure that the

At tocol: Ir-l D$FILE vI . . .
S dialog window is set to ‘“IND$FILE’ as shown below.

IND$FILE |.-’-'-.5£4EIEI| Translatiunl Templatesl

INDEFILE

Active protocal;

— INDEFILE Settingz

—Huost — Structured field bransfer—
Systern: bdaw field size:
|50 = [ 4k |
Startup command:
IIND$FILE — Timeout [in seconds]
Startup: Iﬁ ﬁ
ﬂl Rezponze: Iﬁ ﬁ

Defaults |
] 4 I Cancel Apply | Help |

IMD$FILE Settings

Host
System;
T50 = ] ] .
e  Ensure that the dialog window is set to “TSQ’, that the
Startup cormmand;
[IND$FILE
window contains ‘IND$FILE’ as the ‘Startup command’,
Structured field transfer
I ax field zize:
|4 =]
that ‘Structured field transfer Max field size:’ dialog box contains
‘4k’, and that the ‘“Timeout (in seconds)Startup: / Response;’ dialog boxes are set to ‘300’
seconds.
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e Once all the options described above are set on the ‘IND$FILE’ tab of the ‘Transfer Setup’
Apply
dialog windows pop-up screen, mouse click on the 4 button.

ak. Apply
e Mouse click on the button after the button to complete the

‘“Transfer Setup’ dialog and to close the ‘Transfer Setup’ windows pop-up screen.

e The 3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen
will again appear as displayed below.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEE & BB 9T » o k?

Menu List Mode Functions Utilities Help
ISPF Command Shell
Enter TSO or Workstation commands belowu:

===>

Place cursor on choice and press enter to Retrieve command

=>
=>
=>
=>
=>
=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 Flk g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

e  With your mouse pointer select ‘File’ File from the top menu on the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal display screen.
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e The “File’ drop down menu as shown below will appear on the 3270 msn-ftp.stl.disa.mil(TERM)

— WQR Reflection — IBM 3270 Terminal session screen.

msn-ftp_stl_disa_mil{TERM}.rsf - WRQ Reflection - IBM 3270 Terminal
File Edt Connection Setup Macro  Window Help

Mew Sessian, ..
Open...

Save msn-ftp_stl_... unctions Utilities Help
Save As..,
Save Display As... ISPF Command Shell
Transfer... ion commands below:

Print...
Page Setup. ..
Prink Setup...

> o | k2

Send...
Exit

1 Open msn-ftp_stl_disa_mil{TERM).rsf

2 Save msn-ftp_stl_disa_mil TERM).rsF

3 Open UDMIP Upload FTP settings.mto

4 Save TRECON Download FTP settings.mto

Fi=Help F3=Exit F10=Actions F12=Cancel

Manage settings files, new sessions, transfers, and printing

g and press enter to Retrieve command

=101 x|
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e  From the ‘File’ drop down menu of the 3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection —

IBM 3270 Terminal session screen select “Transfer...” as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal

File Edt Conmection Setup Macro  Window  Help

=100 x|

MNew Session... [

DpEn,..

Save msn-Ftp_stl_... unctions Utilities Help

Save As... N,
Save Display As... ISPF Command Shell

Transfer. . ion commands below:

PYinE. .,
Page Setup. ..
Print Setup. ..

Send...
Exit

1 Open msn-ftp_stl_disa_mil{ TERM).rsf

2 Save msn-ftp_stl_disa_mil TERM}.rsf

3 Open UDMIP Upload FTP settings.mto

4 Save TRECON Download FTP settings.mbo

Fi=Help F3=Exit F10=Actions F12=Cancel

1y |

Transfer files or data between the PC and a host

g and press enter to Retrieve command

e The ‘Transfer’ dialog windows pop-up screen as shown below will be displayed
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=101 %]

Menu List Mode Functions Utilities Help

Enter TSO or g
Local TS0 Host

—— Local file names: Mame[tMember]/Password:

Transfer method:

Binary - —

It file exists:
Place cursor ol ile exists:

: T50
Overrite h mrsh-ftp st diza, il
Record farmat:

= m Show host files...
Local directories:

Transfer request
dh

) dh j Open...
=
[

(3 my documents
Save...
Setup...

Help

Crives:

= d

Cloze

F1=Help F3=Exit F10=Actions F12=Cancel

>

6,7 Al 8 IEM 3270 Terminal - msn-ftp. skl disa. mil wia Telnet Extended

e A detailed cutout view of the ‘Transfer’ dialog windows pop-up screen is shown below.
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S

~Local ~ TS0 Host
| | M ame[Member)/Faszword:

Laocal file names:

I Transfer I

Transfer methad:

I Binany j @
If file exists:

- Ts0
I Dwenparite j mz-frp. stl. diza. il

R ecord format;

LI IFi:-ceu:I j Shawe host files. . |

Tranzfer request

Open... |
Save.. |

Setup... |

Local directaries:
d:h
£ dh

(L3 my documents

L]

L

Dirives: Help
=

L

Cloze |

e The left-hand side of the ‘Transfer’ dialog windows pop-up screen labeled ‘Local’ is the side that
you provide the personal computer Drive, Path, and File name of the file that you wish to either
“upload” to the mainframe or that you wish to “download” from the mainframe to the personal
computer.

e The right-hand side of the ‘Transfer’ dialog windows pop-up screen labeled ‘TSO Host’ is the
side that you provide the mainframe data set / file name that you wish to either “upload” a
personal computer file to or that you wish to “download” to a personal computer that mainframe
data set / file.

e Once you have started to key in the personal computer file name or mainframe data set / file name
information, the file transfer “upload” / “download” control arrows will become un-shadowed as
shown here.

«n | o» |

Transfer

e Mouse clicking on the left-hand side control arrow initiates a mainframe to personal computer
“download” file transfer operation.

e Mouse clicking on the right-hand side control arrow initiates a personal computer to mainframe
“upload” file transfer operation.
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e File Transfer control parameter options are set / modified via the drop down boxes and button
located down the center of the ‘Transfer’ dialog windows pop-up screen as shown below.

Tranzfer methaod:
I Binany j

If file exists:

I Ovenwrite j

Record format;
| Fixed |
Transfer request

Open... |
Save... |

Setup... |
Help |
Cloze |

Transfer method:

Binar hd

e The ‘Transfer method:’ Y J drop down box controls the method that the data will
be transferred with. This parameter can be set to either ‘Binary’ or ‘ASCII’ via the arrow located
on the drop down window as shown here.

Tranzfer method:
I Binamy j

Binary |

If file exizts:

] ] IEI\-'erwrite j )
e The next drop down box, the ‘If file exists:’ controls the file transfer

disposition of the file being ‘RECEIVED’ if this exact file name already exists on the destination
machine whether it be the mainframe or personal computer. This parameter can be set to the
following options via the arrow located on the drop down window as shown here.

If file exists:

Dwenurite j
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‘Append’ - adds the new file transferred data to the end of the existing file.
‘Ask User’ - asks the user via a pop-up window whether to append, open error, or overwrite.

‘Open Error’ - Causes the file transfer to terminate unsuccessfully stating that the name of the file
being ‘RECEIVED’ already exists.

‘Overwrite’ - Replaces the existing file on the file transfer destination machine with the data being
‘RECEIVED’.

Fiecord format;

Fived hd -

The ‘Record format:” ' - J drop down box sets the record format of the data in the
file being transferred. This parameter can be set to the following options via the arrow located on
the drop down window as shown here.

Fecord format;

Fived |

Indefined
" ariahle
IDehuh

‘Fixed’ - specifies that all data record within the file being transferred are of the same logical
record length.

‘Undefined’ - specifies that no logical record length exists within for the data being transferred
and that the file transfer program can only deal in ‘blocks’ of data. This is a seldom used record
format, except in load (executable program) libraries, which are always of undefined record
format.

‘Variable’ - specifies that each data record within the file being transferred can be of different
logical record lengths, with each data record preceded by a 4-byte field describing its logical
record length.

‘Default’- specifies that the record format of the data being transferred will be determined by the
‘SENDING’ host machine.

Tranzfer request

Save... |
Open

. PEN... .
The “Transfer request’ dialog box allow you to a previously

Save
‘saved’ Reflection’s transfer request file or to a newly established / configured

transfer request for future use.
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Open...
e Mouse click on the button and the ‘Open Transfer Request File’ dialog pop-up

window as shown below will appear.

Transfer - C:hDocuments and Settin 10| x|
TS0 Host

M ame(Member)/Fassword:

Local

Local file names:

I Tranzter I

Laak i Iﬁ Fieflection j = =k Ef-
TRECDN Download FTF settings Open |
e TTDMIF Upload FTP settings
Cancel |
Help |

File: ramme: TRECOM Download FTP settings

Files of type: IFiIe Transfer j
| [0 recwcler [~ | [
Drives: Help |
Ig d j Cloze |

e Once the ‘Open Transfer Request File’ dialog pop-up window appears select the previously

‘saved’ Reflection’s transfer request file and then mouse click on the button to

open that transfer request file.

Cpen...
Once you have mouse clicked on the button the ‘Open Transfer Request File’

dialog pop-up window will close.

e Inthe example above the previously ‘saved’ Reflection’s transfer request file being opened is
‘TRECON Download FTP settings’ as shown in the ‘File name’ dialog box.

File narne: TRECOM Dawnload FTP sethngs
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Save
e Mouse click on the button and the ‘Save Transfer Request File” dialog pop-up

window as shown below will appear.

Transfer - C:Documents and Sekkin o ]

Local TS50 Host
Local file names: Mame[tember)/Fazzword:
I Tranzfer I
Save i Ia R eflection j - e E-
er) TRECON Download FTP settings Save

UDLIIP Upload FTP settings

Cancel

Pl

Help

File name:  JUDMIP Upload FTF settings

Save as type: IFiIe Tranzfer j
[ d 1
Dirives: Help |
IQ d j Cloze |

e Once the ‘Save Transfer Request File’ dialog pop-up window appears enter the ‘File name:’ of a

Save
newly established / configured transfer request and then mouse click on the button

to save this transfer request file.

Save
e  Once you have mouse clicked on the - button the ‘Save Transfer Request File’
dialog pop-up window will close.

e Inthe example above the newly established / configured transfer request being opened is ‘UDMIP
Upload FTP settings’ as shown in the ‘File name’ dialog box.
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e Once the ‘Open Transfer Request File’ or ‘Save Transfer Request File’ dialog pop-up windows
have been closed the screen will again appear as shown below.

~I01d
—Local ~ TS0 Host
[ | M arne(td ember]/Pazswornd:

Local file names:

I Tiransfer I

Transfer methad:

I Binarny j @
If file exizts:

: TS0
I Owenurite j mzn-ftp. ztl. diza. mil

Fecord format:

LI I Fixed j Show hiost files... |

Tranzfer request

Opet... |
Save... |

Setup... |

Dirives: Help |

Local directaries:
d:h
£ dh

(L3 my documents

LI+

L

= d

L

Cloze

e The next transfer control parameter option drop down box or button on this windows pop-up

Setup...
dialog screen is the button which opens up the ‘Transfer Setup’ windows pop-up

dialog screen as shown below.
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o =]
x| =
—Local —

Local file nar  /ND$FILE |.-5.SMEIEI| Translatiu:unl Templatesl il

| — Active protocol; [INDSFILE =]

—IMD$FILE Settings

—Huast — Structured feld transfer——
Systen:

b ax field zize:
750 = | 4k [ il
Startup commard;

|r-.1 D$FILE — | Timeout [in secondz) -
Local director ad . Startup: |3|:||:| j

anced... | -
dh Reszponze: |3EIEI j

a dh

(23 mw da
Defaultz |
Dirives:

IQ d: (1] 4 I Cancel Smply | Help |

e This ‘“Transfer Setup’ windows pop-up dialog screen is the exact same windows pop-up dialog
screen that appears when, from the ‘Setup’ drop down menu of the
3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen you
selected ‘File Transfer...” as described on page 130 - 133.

Hiozt
Systen:

e Note: That the Sctive protocal: | IMDEFILE J and ITSEI J portions of
this windows pop-up dialog screen are shaded making these two options not modifiable when this
dialog screen is brought up from the ‘Transfer’ dialog windows pop-up screen. These two
options are only modifiable when brought up from the “‘Setup’ drop down menu of the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen.
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e The "Transfer Setup’ dialog windows pop-up screen ‘IND$FILE’ tab options drop down box or
button are covered on pages 130 — 133. The only options drop down or button not previously

i Sdvanced... |
covered is the button.

INDEFILE | A5A400 I Tranzlation I Templates I

Active protoco: [INDSFILE ~]
—IMD$FILE Settings

— Huost — Structured field transfer—
Systen Max field size:
T [~ [ 4k =l
Startup commard;
— Timeout [in seconds]
Startup: Iﬁ ﬂ
ml Reszponze: Iﬁ :I

Defaultz |
k. I Cancel Smply | Help |

Ad d...
e Mouse clicking on the ﬂl button opens up the ‘“TSO Advanced Options’ dialog
windows pop-up screen as shown below.
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IND$FILE |.-’-‘-.S;"4EIEI| Translatianl Templatesl

— Dratazet options

—Space allacation—

¥ ASCI file CRALF

Logical recard length: Allocation units:
Cancel |
|| IDefauIt "I
Block size: &verage block: ﬂl
I I Help |
— CR/LF proceszing Frimary:

T

[ Binary file CRALF Secondany:
Additional INDSFILE I
pararneters:
2k, Cancel Spply Help

e Note: The ‘TSO Advanced Options’ dialog windows pop-up screen shown above appears with
the ‘DEFAULT’ options only. For further explanation / understanding of each of the options on
this screen please refer to the “TSO Advanced Options’ dialog windows pop-up screen’s HELP

Help
files accessible by pressing the button.

e ’ASCII file CR/LF’ process turned on is the ‘DEFAULT’ setting for ’CR/LF processing’, as
indicated by the check mark in the dialog, box shown below.

CR/LF proceszing

¥ ASCI file CRALF
[ Binamy file CRALF

e Having this option enabled will strip / remove a carriage return character and a linefeed
character from the end of each line of the file you are sending. Depending on your file transfer
requirements you may wish to disable this option.
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e For informational and instructional purposes relative to ‘IND$FILE File transfers’, this User’s
Guide will utilize the Marine Corps Total Force System (MCTFS) application Unit Diary file
upload process from a personal computer to a mainframe host and the TRECON files download
process from a mainframe host to a personal computer as examples of the process within the
Reflection software product.

e The following pages labeled ‘Unit Diary Uploads’ and ‘“TRECON File Downloads’ not only
demonstrate the use of the 3270 IND$FILE file transfer functionality within this software but
will in addition provide detailed instruction for these two complete upload / download processes.

e Note: Notall UDMIPS Unit Diary file upload or TRECON file download process instruction
steps are functionalities within or of the Reflection software product.

o Several of the steps within each of these processes are application specific relative only to these
two Marine Corps Total Force System (MCTFS) application processes: (Unit Diary Upload &
TRECON file download).
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¢ In an effort to provide a more secure means of transferring unit diary information, Kansas City has
implemented a new upload procedure that requires the users to upload diary zip files to mainframe
data sets.

e The three-step process requires the user to create the mainframe data set utilizing the ADMNAFIL
clist, then transfer the unit diary zip file to the data set. Once the file has been transferred the user
will have to run the ADMNUPLD clist to upload the data set information to a shared data set that
is accessible to the Kansas City mainframe logical partition.

e Start a Reflection 3270 terminal session and enter the menu option that corresponds to your site.
The DISA warning banner will be displayed.

e  Press the <Enter> key to continue. You will be prompted to login with your Userid / Password.
e Upon logging in the ‘CL/Supersession Main Menu’ will be displayed.

e Select “TSO’ from the list of displayed menu options.

e Note: In the following examples the unit diary upload process is conducted from the TSO ISPF

Command Shell. The process is performed by selecting Option 6 <Command>, from the TSO
ISPF Primary Option Menu.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

LEE & B D= |77 > e [ N2

Actions Qptions Commands Features Help
KLSYSEL1 CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.

Session ID Description

Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi
ALACICS? ALA CICS PRODUCTION Multi
ALACICSD ALA CICS DEVELOPMENT Multi
ASICITOD CICS/ADABASE OKR TEST Multi
ALAINFO ALA INFOPAC RDS Multi
ALAINFPM ALA INFOPAC MAINTENANCE Multi
OKRCICS OKR CICS PRODUCTION Multi
OKRCICS2 OKR CICS2 PRODUCTION Multi
OKRINFO OKR INFOPAC RDS Multi
OKRINFPM OKR INFOPAC MAINTENANCE Multi
Command ===> AAOD/ASNT1042
Enter Fi=Help F3=Exit F5=Refresh F8=Fud F9=Retrieve F10=Action
>t
o,z HlF = IEM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended
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e The ISPF Primary Option Menu will appear as displayed below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macra ‘Window Help

LEE & B T r o | W2

¥,

=10 x|

Menu Utilities Compilers Qptions Status Help

ISPF Primary Option Menu
Option ===> _

Production Products Menu

Site Specific Applications Menu
Systems Maint Products Menu
Online Documentation Menu
InfoMgt/Tivoli Service Desk
SDSF

TASO Menu

TS0 Utility Commands

Settings
View (Brouse)
Edit
Utilities
Foreground
Batch
Command
Dialog Test
LM Facility
SCLM

Lo R
CHwHOOOmE

[d=Riec R N]

Licensed Materials -

Property of IBM
5647-A01 (C) Copyright IBM Corp. 1980, 2000.
All rights reserved.

US Government Users Restricted Rights -

Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

F1=Help F3=Exit F10=Actions F12=Cancel

>

4,14 Ak 8 IEM 3270 Terminal - msn-ftp. stl.disa. mil wia Telnet Extended

User ID
Time.
Terminal.
Screen.
Language.
Appl ID .

TS0 logon :
TS0 prefix:
System ID :

MVS acct.
Release .

© GOMPO3

08:24

» 3278

1
ENGLISH
ISR

TSOSYS
TSOMSB
M3IO

: Z1GGB001

ISPF 5.0
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e At the Option ===> prompt, enter Option 6 <Command>, which will open the TSO ISPF
Command Shell as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DzE S BER 0 T » o K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 AlF g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended
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e Oncein TSO ISPF Command Shell, you must enter the \FT” command as shown below to
enable file transfer mode.

msn-ftp_stl_disa_mil{TERM}.rsf - WRQ Reflection - IBM 3270 Terminal i m| ﬁ
File Edt Connection Setup Macro Window Help

DzE & BER 2 T2 » o K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

Fi=Help F3=Exit F10=Actions F12=Cancel

6,10 Ak g IBM 3270 Terminal - msn-ftp, skl disa.mil via Telnet Extended
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e Below is the TSO ISPF Command Shell response message box reply that you will get after
entering ‘\FT’, stating that ‘File transfer mode Enabled for session ‘TSO’.

& msn-fep_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro ‘Window Help

0 T r o N2

=lol=|

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands belowu:

===>
€CS130

File transfer mode
Enabled for session "TSO"

Press ENTER to continue

Fi=Help F3=Exit F10=Actions F12=Cancel

g 11 AlF g8 IBM 3270 Terminal - msn-ftp. stl.disa.mil via Telnet Extended
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e As this message box states ‘Press ENTER to continue’ and the 3270 display screen will again
appear as shown below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal =] B
Fle Edit Connmection Setup Macro Window Help

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands belou:

===>

Place cursor on choice and press enter to Retrieve command

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 AlF =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended
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e At the ===> prompt, enter the first CLIST command ‘ADMNAFIL" as shown below.

& msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal o ] 4]
File Edit Connmection Setup Macro Window Help

DzE S 28| 3| » o k?

Menu List Mode Functions Utilities Help
ISPF Command Shell
Enter TS0 or Horkstation commands belowu:

===> ADMNAFIL

Place cursor on choice and press enter to Retrieve command

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

F1=Help F3=Exit F10=Actions F12=Cancel

1 | pal

6,15 AlF g 1BM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

e A data set will be created with the data set name specified in the CLIST. Make note of the data set
name, as it will be necessary to specify that data set name when performing the file transfer.
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E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEH & Belae D » oK

Menu List Mode Functions Utilities Help
ISPF Command Shell
Enter TSO or Workstation commands belowu:

===> ADMNAFIL

Place cursor on choice and press enter to Retrieve command

=
=
=
=
=
=
=
=
=
PLEASE LOAD TO 'QUANC.GOMP03.TFSOLDS.UPLDAD'

wowk

>

22,6 AlE g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

e At this point utilize the Reflection 3270 file transfer function to transfer the Unit Diary
information to the mainframe.

e With your mouse pointer select ‘File’ Fil& from the top menu on the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal display screen.
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e The “File’ drop down menu as shown below will appear on the 3270 msn-ftp.stl.disa.mil(TERM)
— WQR Reflection — IBM 3270 Terminal session screen.

msn-ftp_stl_disa_mil{TERM}.rsf - WRQ Reflection - IBM 3270 Terminal i m| ﬁ

File Edt Connection Setup Macro  Window Help

Mew Sessian, ..
Open...

Save msn-fep_stl_...
Save As...

Save Display As...
Transfer...

Print...
Page Setup. ..
Prink Setup...

Send...
Exit

1 Open msn-ftp_stl_disa_mil{TERM).rsf

2 Save msn-ftp_stl_disa_mil TERM).rsF

3 Open UDMIP Upload FTP settings.mto

4 Save TRECON Download FTP settings.mto

Fi=Help F3=Exit F10=Actions F12=Cancel

Manage settings files, new sessions, transfers, and printing

> o | k2

unctions Utilities Help

ISPF Command Shell
ion commands below:

g and press enter to Retrieve command
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e  From the ‘File’ drop down menu of the 3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection —
IBM 3270 Terminal session screen select ‘Transfer...” as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ

File Edt Conmection Setup Macro  Window  Help

MNew Session... [

DpEn,..

Save msn-Ftp_stl_... unctions Utilities Help
Save As...

Save Display As... ISPF Command Shell

Transfer. . ion commands below:

PYinE. .,
Page Setup. ..
Print Setup. ..

Send...

Exit -
“ e and press enter to Retrieve command
1 Open msn-ftp_stl_disa_mil{ TERM).rsf

2 Save msn-ftp_stl_disa_mil TERM}.rsf
3 Open UDMIP Upload FTP settings.mto
4 Save TRECON Download FTP settings.mbo

Fi=Help F3=Exit F10=Actions F12=Cancel

1y |

Transfer files or data between the PC and a host
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The “Transfer’ dialog windows pop-up screen as shown below will be displayed

===

Menu List Mode Functions Utilities Help

ol
Enter TSO or lid
Local TS0 Host

==y Local file names: Mame[tMember]/Password:

=101 x|

Transfer method:

Binary - —
I file ewists:
Place cursor of |eex|.sts —

mgn-ftp.stl.diza. mil
Record farmat:

Fived - Show host files...
Local directories:

Transfer request
dh

N dh Open...
(3 my documents
Save...

Setup...

Diives: Help

=S4 Cloge

Fi=Help F3=Exit F10=Actions Fi12=Cancel

>

6,7 Al g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

e A detailed cutout view of the ‘“Transfer’ dialog windows pop-up screen is shown below.
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pRI=TE
—Local ~ TS0 Host

Local file names: | | M ame[Member)/Faszword:

I Transfer I

Transfer methad:

I Binany j @
If file exists:

- Ts0
I Dwenparite j mz-frp. stl. diza. il
R ecord format;
LI IFi:-ceu:I j Shawe host files. . |

Local directaries:
d:h
£ dh

(L3 my documents

Tranzfer request

Open... |
Save.. |

Setup... |

L]

Dirives: Help |
=d j Cloze |
Mr. David W Tomilson Page 195 10/23/2003

Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

UNIT DIARY UPLOADS

e Enter the “PC File Name”. If you are unsure of the filename, you may mouse click on and select
the Drive and Local directories folders to locate the specific file from the Local file names
windows as shown below.

—Local

Local file names::

«n | on |

Local directories:
d:h

= dis

(23 my docurents

Dirives:

L I»]

L«

Transfer

Transfer method:

I Binary j

If file exists:

I Dwenwrite j

Recard format:

| Fived =l

Transzfer request

Oper... |
Save... |

Setup... |

= d

Le

Help |
Cloze |

— TS0 Host

=101 i

M ame(tember]/Pazsword:

!
TS0

mz-frp. skl disa. mil

Showw host files. .

o Inthe example above the Drive selected is ‘d:’, the Local directory selected is the ‘root’ directory
on the d: drive, and the only file on that directory is ‘54879 _2003_00057.ZIP’ as shown in the

screen cut out below.
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—Local

Local file names:

4879 2003 00057 Z1F
A4879_2003_00057 Z1F -
Local directanes:
d:h
£ dn

[Z3 my documents

-

Lo

Drrives:
= d

Le

e Enter the ‘TSO Host File Name’ as shown below. The data set entered should be the same as the
one created when the ‘ADMNAFIL’ CLIST was executed.
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Transfer - C:Documents and Settings', TomilsonDW My Docu - |I:I|£|
~Local ~T50 Host
Local file names: 44 D D 1% | M arne[Member]/Pazaward:
IE4E?E_2I]DS_DDDE?.2IF' Trarsler I'quanc.gﬂmpDS.tfsnlds.uplnad'

54879_2003_00057 Z1P - Transer method:

I Binary j @
|f file exizts:

: T50
I Ovenarite j mzn-ftp. st diza.mil
Fecord format:

j I Fived j Show host files... |

Tranzfer request

Opeh... |
Save... |

Setup... |

Dirives: Help |

Local directaries:
o
= dh

(L3 my documents

L Iv]

L

= d

L

Cloze

e The ‘Transfer method” may be ‘ASCII’ or ‘Binary’. We’ve found that both have worked. If you
find that the file transfer is not working for you when ‘ASCI I’ is specified, try the transfer in
‘Binary’ prior to calling for assistance.

e The ‘If file exists:” option for this file transfer should be set to ‘Overwrite’ as there should not be
any other existing occurrence of this upload data set.

e The “Record format:” option for this file transfer should be set to ‘Fixed” as the record length of
the file being transferred is the same for each record within the file.
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Setup..
e Mouse click on the 4;.' button which opens up the ‘Transfer Setup’ windows pop-up
dialog screen as shown below.

. . . N ]
2| =12

~Local——
Local file nam INDEFILE | AS 400 I Tranzlation I Templatez I o
[B4a79_2003 sctive protocol [INDSFILE. ] apload
R4879_200;
—IMD$FILE Settings
— Huost — Structured field transfer——
Systen M ax field size:
T50 b =
| | [« = il
Startup commard;
”._] DIFILE — | Timeout (in seconds) .

: Startup: |3EII:I ﬂ
Local director Advanced.. | -
o Response: |3EIEI :I

= dh
L3 my do
Defaultz |
Dirives:

IQ d: k. I Cancel Smply | Help |

e This ‘“Transfer Setup’ windows pop-up dialog screen is the exact same windows pop-up dialog
screen that appears when, from the ‘Setup’ drop down menu of the
3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen you
selected ‘File Transfer...” as described on page 130 - 133.

Hozt
System;

Active protocal: [INDSFILE =] and [Ts0 ]

e Note: That the portions of
this windows pop-up dialog screen are shaded making these two options not modifiable when this
dialog screen is brought up from the ‘Transfer’ dialog windows pop-up screen. These two
options are only modifiable when brought up from the “‘Setup’ drop down menu of the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen.
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e The "Transfer Setup’ dialog windows pop-up screen ‘IND$FILE’ tab options drop down box or
button are covered on pages 130 — 133. The only options drop down or button not previously

. Advanced... |
covered is the button.

IMD$FILE |.-’-‘-.S;"4EIEI| Translatin:nnl Templatesl

Active protocol; [INDSFILE =]
—IND4FILE Settings

— Huost — Structured field transfer——
=

b ax field zize:
[1s0 | =
Startup command:

— Timeout [in secondsz]
I MOEFILE
Startup: |3EIEI j
Ad d.. z
ﬂl Rezponsze: |3EI|:| j

Defaults |
(] 4 I Cancel Apply | Help |

Ad d...
e Mouse clicking on the ﬁl button opens up the ‘“TSO Advanced Options’ dialog
windows pop-up screen as shown below.
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Transfer Setup

IND$FILE |.-’-'-.SH4EIEI| Translatiunl Templatesl

T50 Advanced Options

— Dratazet options

Logical record length:

e

— Space allocation—

Allozation it

Drefauilt l

]

Block size:

e

—CR/LF processing
v ASCI file CRALF

Average block:

W

Primary:

:

E

X

ok

Cancel

Defaults

Pl

Help

™ Binary file CRALF Secandarny:
Additional IND$FILE I
parameters:
] Cancel Lpply Help

e Note: The ‘TSO Advanced Options’ dialog windows pop-up screen shown above appears with
the ‘DEFAULT’ options only. For further explanation / understanding of each of the options on
this screen please refer to the “TSO Advanced Options’ dialog windows pop-up screen’s HELP

Help
files accessible by pressing the button.

e ’ASCII file CR/LF’ process turned on is the ‘DEFAULT’ setting for ’CR/LF processing’, as
indicated by the check mark in the dialog, box shown below.

CR/LF proceszing

¥ ASCI file CRALF
[~ Binamy file CRALF

e Having this option enabled will strip / remove a carriage return character and a linefeed
character from the end of each line of the file you are sending. Depending on your file transfer
requirements you may wish to disable this option.

e  For the purpose of this Unit Diary upload file transfer, both the ASCII file CR/LF’ and 'Binary
file CR/LF’ processing options dialog boxes of the "CR/LF processing’ dialog panel should be
left unchecked and all other dialog options on this TSO Advanced Options’ dialog windows pop-
up screen should be left as shown in the example below.
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~Local —
Local file ram INDEFILE | &5/400 I T ranzlaticn I Templates I
i 20
54873_2000  — Dataset options — Space allocation—;
Ok
Logical record length: Allocation units:
Cancel |
I IDefauIt 'I
Block size: Average block: Defaults |
I I Help |
Lacal direct —CRALF processing Frirnary:
ocal director
d [~ ASCIl file CRALF |
= dh ™ Binamy file CRALF S econdany:
L3 my do I
Additional IND$FILE
parameters:
Dirives:
IQ d: k. I Cancel Smply | Help |

=101 %]

pload!

Nul!

Ok,
e Once you have performed all the actions described above, click the button to close
]
the TSO Advanced Options’ dialog window, followed by clicking the button on

the *Transfer Setup’ dialog window to close it. At this point your screen should appear as shown

below.
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Transfer - C:hDocuments and Settings' TomilsonDW' My Documn

—Local

Lacal file names:

|F4873_2003_00057 ZIF

«n | on |

Transfer

54273_2003_00057 Z1P

Local directaries:
d:h

Y

Tranzfer methaod:

I Binany j
If file exists:

I Dvenarite j
Record format;

| Fived =l

Transzfer request

£ dh

[ my docurments

Dirives:

LI+

L

Open... |
Save... |

Setup... |

= d

Le

Help |
|

Cloze

=101 =]

~T50 Host

M arne(tember]/Pazsward:

I'quanu:.gEmpDS.tfsnlds.uplnad'

u

TS0
mzh-ftp. st diga. mil

Show host files...

o Now that all the necessary information has been specified, mouse click on the right hand button

4
portion \D—l of the

INDS$FILE’ file transfer.
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At this point he file transfer process will begin as shown below.

=10 x|
> o | k2

=0l
Local TS0 Host
Local file names:

440 | Cirr Mame(t ember]/Password:
|54873_2003_00057 7IP ——

' sane: nfmn3 e

==X

dz. upload'
Sending ;454879 _2003_00057.Z1F
ta ‘quanc. g9mpl3.alds. upload'

I il
4,080 zent 0:00 5,672 characters
Status

files...
Local directaries: Sending data to host
dh

IND$FILE Structured Field Protocol - 4k
) d
(] datal
(L] mabius
(3 my docun
(3 pes

Cancel
(] recycler

Drrives:

Help |
|_'J d:

Cloge

21,1 Al 8

IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

A detail of just the ‘Transfer’ and ‘Transfer in Progress’ dialog windows follows below.
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Transfer - C:Documents and Settings!

—Local

Local file names:

«n | o [

|54873_2003_00057 1P
R4279 2003 0 Transfer in Progress

=101 x|

TS0 Host

Mame[tember)/Fazzword:

I'muane: n9mnn3 e

=101 x|

Sending D:%54873_ 2003 00057 ZIP
ko 'guanc.gImpl3. Fzolds. upload'

|

dz.upload'

e
4.080 zent 0:00 5,672 characters |
files... |
_ ) Status
Local directonies: Sending data to host
d IND$FILE Structured Field Pratocal - 4k
o =
[ data2l
(L3 mobius
(L3 my docun
=
D recycler o | ———————————
Dinives: Help |
IQ o j Cloze |
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e When the transfer has completed, Transfer in Progress’ dialog window will close as shown

below.

Transfer - C:\Documents and Settings', TomilsonDY, My Docu

—Local

Local file names:

[F4879_2003 00057 2P

«n | Don |

54873_2003_00057 Z1F

Local directaries:
dh

a d:h

(23 my documents

Dirives:

I

Lo

Tranzfer

Transfer method:

IBinary j

|f file exiztz:

IDverwrite j

Recard format:

| Fired =l

Tranzfer request

Opeh... |
Save... |

Setup... |

= d

Kl

Help |
|

Cloze

=101 %]

-T50 Host

I arne(t ember]/Fazaword:

I'quanc.gﬁmpﬂ& tzolds. upload'

0

TS0
mzh-frp. 2t diza. mil

Show haozt files... |

Cloze

e Mouse click on the 4| button located in the bottom center portion of the ‘Transfer’
dialog window to close this dialog and return you to the
Command Shell’ within ‘“TSO’ as shown below.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DzE S BER 0 T » o K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

=> IND$FILE PUT 'quanc.g9mp03.tfsolds.upload' RECFM(F)
=> ADMNAFIL

=>

=

=>

=>

=>

=>

=>

=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 AlF g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended
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e  Prior to running the ‘ADMNUPLD’ CLIST command, you should verify the successful file
transfer of the data to the data set. Enter ‘3.4° at the ‘Option ===>" prompt as shown below.

msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro Window Help

O & BE 3 D) » o k2

Menu Utilities

Compilers Options Status Help
ISPF Primary Option Menu

Option ===> =3.4

Production Products Menu

Site Specific Applications Menu
Systems Maint Products Menu
Online Documentation Menu
InfoMgt/Tivoli Service Desk
SDSF

TASO Menu

TSO Utility Commands

Settings
View (Browse)
Edit
Utilities
Foreground
Batch
Command
Dialog Test

LW~ TO =Wl =
CHWMHOOm I

LM Facility
9 SCLM
10 Workplace

Enter X to Terminate using log/list defaults
DMC Help Desk: DSH 693-9077/Commercial (314)283-9077

F1=Help F3=Exit F10=Actions Fi12=Cancel

4,18 AlF =] 1EM 3270 Terminal - msn-Ftp, skl.disa.mil via Telnet Extended

User ID .
Time.
Terminal.
Screen.
Language.
Appl ID .

TS0 logon :
TS0 prefix:
System ID :
: Z1GGB0OO01

MVYS acct.
Release .

=101 %]

: GOMPO3

13:53

: 3278

1
ENGLISH
ISR
TS0SYS
TSOMSB
MSIO

ISPF 5.0
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e The “TSO ISPF Data Set List Utility” screen will be displayed as shown below. Specify the data
set name qualifier or the fully qualified data set name used in the file transfer in the “TSO Host

TS0 Host

Mame[Member)/Faszword:

|'quanc.g9mp03.tfsulds.upluad'

data set name’ box as shown here
window and press the <Enter> key.

from the ‘Transfer’ dialog

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit Connection Setup Macro Window Help

L HE & & IESA R

Menu RefList RefMode Utilities Help
Data Set List Utility
Option ===>

blank Display data set list P Print data set list
V Display VTOC information PY Print ¥TOC information

Enter one or bhoth of the parameters below:
Dsname Level . . . QUANC.GYMPO03.*
Volume serial

Data set list options

Initial View . . . 1 1. Volume Enter "/" to select option
. Space 4/ Confirm Data Set Delete
3. Attrib 4/ Confirm Member Delete
. Total

When the data set list is displayed, enter either:
"/" on the data set list command Tield for the command prompt pop-up,
an ISPF line command, the name of a TS0 command, CLIST, or REXX exec, or
"=" to execute the previous command.

F1=Help F3=Exit F10=Actions Fi12=Cancel
>l
10, 24 AlF =] 1EM 3270 Terminal - msn-Ftp, skl.disa.mil via Telnet Extended Cap
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o All data sets matching the qualifier will be displayed. Enter a ‘b’ in the command area for the data
set containing the unit diary uploaded information.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit Connection Setup Macro ‘Window Help

DEE & 2R 2 ) » o k2

Menu Qptions View Utilities Compilers Help

DSLIST - Data Sets Matching QUANC.GOMPO3,* Row 1 of 1
Command ===> Scroll ===> PAGE

Command - Enter "/" to select action Message Volume

QUANC. GOMP03. TFSOLDS. UPLOAD

F1=Help F3=Exit F5=RTind F12=Cancel

>

g3 Al 8 IEM 3270 Terminal - msn-ftp. skl disa. mil wia Telnet Extended
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e The data contained in the data set should be very cryptic because it is in a zipped format. In
essence, all you are ensuring is that the data set is not empty.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macra ‘Window Help
DEeE & B2R 0 T » e W

Menu Utilities Compilers Help
BROWSE QUANC.GOMP03. TFSOLDS. UPLOAD Line 00000000 Col 001 080
Command ===> Scroll ===> PAGE
IREERE AR AR LR E AR AR AR bk y Top Of Data FERER AR LR R LR R AR ARk Ry
* ) oM -CT. . /01) .. KR
AP IR |
I T I | I o Y S | - W.3.0G....Dv+.U.

F1=Help F3=Exit F5=RTind F12=Cancel

>

4,15 Ak 8 IEM 3270 Terminal - msn-ftp. stl.disa. mil wia Telnet Extended
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e Enter ‘=6 ‘to return to the ‘ISPF Command Shell’ as shown below.

=10l x|

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

=> ADMNAFIL

=> IND$FILE PUT 'quanc.g9mp03.tfsolds.upload' RECFM(F)
=>

=>

=>

=>

=>

=>

=>

==

Fi=Help F3=Exit F10=Actions F12=Cancel

>

6,7 AlF g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

e At the ===> ready prompt on the ‘ISPF Command Shell’ you will need to enter the
‘ADMNUPLD’ the second and final CLIST command to upload the unit diary information to the
shared data set.

e A batch job will be submitted, as indicated by the message.
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msn-ftp_stl_disa_mil{TERM}.rsf - WRQ Reflection - IBM 3270 Terminal i m| ﬁ
File Edt Connection Setup Macro  ‘Window Help

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

Place cursor on choice and press enter to Retrieve command

=> ADMMAFIL

=> IND$FILE PUT 'quanc.g9mp03.tfsolds.upload' RECFM({F)
==

=>

=>

=>

=>

=

=>

IKJ56274A ENTER INPUT JOB STREAN:
IKJ562501 JOB GOMPO3#$(J0B04565) SUBMITTED

wwk

>

23,6 dlF = IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

e  Press <Enter>to return to the “Ready” prompt.

e You may return to the ‘TSO ISPF Menu’ by pressing the Program Function key PF3, to verify
the successful execution of the CLIST, the associated batch job, and to view the unit diary
information stored in the shared data set.
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e In an effort to provide a more secure means of transferring MCTFS TRECON information, Kansas
City has implemented a new download procedure that requires the users to download the
TRECON zip files from a mainframe data set to a file on their personal computer.

e This process requires the user to utilize the ‘TSO IND$FILE File Transfer’ process to securely
transfer down to a personal computer zip file a mainframe TRECON data set.

e  Start a Reflection 3270 terminal session and enter the menu option that corresponds to your site.
The DISA warning banner will be displayed.

e  Press the <Enter> key to continue. You will be prompted to login with your Userid / Password.
e Upon logging in the ‘CL/Supersession Main Menu’ will be displayed.

e Select “TSO’ from the list of displayed menu options.

e Note: In the following examples the unit diary upload process is conducted from the TSO ISPF

Command Shell. The process is performed by selecting Option 6 <Command>, from the TSO
ISPF Primary Option Menu.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEHEH & 2@ a3 » o A2

Actions Qptions Commands Features Help
KLSYSEL1 CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.

Session ID Description

Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi
ALACICS? ALA CICS PRODUCTION Multi
ALACICSD ALA CICS DEVELOPMENT Multi
ASICITOD CICS/ADABASE OKR TEST Multi
ALAINFO ALA INFOPAC RDS Multi
ALAINFPM ALA INFOPAC MAINTENANCE Multi
OKRCICS OKR CICS PRODUCTION Multi
OKRCICS2 OKR CICS2 PRODUCTION Multi
OKRINFO OKR INFOPAC RDS Multi
OKRINFPM OKR INFOPAC MAINTENANCE Multi
Command ===> AAOD/ASNT1042
Enter Fi=Help F3=Exit F5=Refresh F8=Fud F9=Retrieve F10=Action
>t
o,z HlF = IEM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended
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e The ISPF Primary Option Menu will appear as displayed below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macra ‘Window Help

LEE & B T r o | W2

¥,

ISPF Primary Option Menu
Option ===> _

Production Products Menu

Site Specific Applications Menu
Systems Maint Products Menu
Online Documentation Menu
InfoMgt/Tivoli Service Desk
SDSF

TASO Menu

TS0 Utility Commands

Settings
View (Brouse)
Edit
Utilities
Foreground
Batch
Command
Dialog Test
LM Facility
SCLM

Lo R
CHwHOOOmE

[d=Riec R N]

Licensed Materials -

Property of IBM
5647-A01 (C) Copyright IBM Corp. 1980, 2000.
All rights reserved.

US Government Users Restricted Rights -

Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

F1=Help F3=Exit F10=Actions F12=Cancel

>

4,14 Ak 8 IEM 3270 Terminal - msn-ftp. stl.disa. mil wia Telnet Extended

User ID
Time.
Terminal.
Screen.
Language.
Appl ID .

TS0 logon :
TS0 prefix:
System ID :

MVS acct.
Release .

=10 x|

Menu Utilities Compilers Qptions Status Help

© GOMPO3

08:24

» 3278

1
ENGLISH
ISR

TSOSYS
TSOMSB
M3IO

: Z1GGB001

ISPF 5.0
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e At the Option ===> prompt, enter Option 6 <Command>, which will open the TSO ISPF
Command Shell as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DzE S BER 0 T » o K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 AlF g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended
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e Oncein TSO ISPF Command Shell, you must enter the \FT” command as shown below to
enable file transfer mode.

msn-ftp_stl_disa_mil{TERM}.rsf - WRQ Reflection - IBM 3270 Terminal i m| ﬁ
File Edt Connection Setup Macro Window Help

DzE & BER 2 T2 » o K2

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

Fi=Help F3=Exit F10=Actions F12=Cancel

6,10 Ak g IBM 3270 Terminal - msn-ftp, skl disa.mil via Telnet Extended

Mr. David W Tomilson Page 217 10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

TRECON FILE DOWNLOAD

e Below is the TSO ISPF Command Shell response message box reply that you will get after
entering ‘\FT’, stating that ‘File transfer mode Enabled for session ‘TSO’.

& msn-fep_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro ‘Window Help

0 T r o N2

=lol=|

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands belowu:

===>
€CS130

File transfer mode
Enabled for session "TSO"

Press ENTER to continue

Fi=Help F3=Exit F10=Actions F12=Cancel

g 11 AlF g8 IBM 3270 Terminal - msn-ftp. stl.disa.mil via Telnet Extended
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e As this message box states ‘Press ENTER to continue’ and the 3270 display screen will again
appear as shown below.

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal =] B
Fle Edit Connmection Setup Macro Window Help

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands belou:

===>

Place cursor on choice and press enter to Retrieve command

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 AlF =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

e With your mouse pointer select ‘File’ Fil& from the top menu on the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal display screen.
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e The ‘File’ drop down

menu as shown below will appear on the 3270 msn-ftp.stl.disa.mil(TERM)

— WQR Reflection — IBM 3270 Terminal session screen.

File Edt Connmection Setup Macro  Window

msn-ftp_stl_disa_mil{TERM).rsf - WR0) Reflection - IBM 3270 Terminal - Ol x]|
Help
» o | K2

Mew Sessian, ..
Open...

Save msn-ftp_stl_...
Save As...

Save Display As...
Transfer...

Print...
Page Setup. ..
Prink Setup...

Send...
Exit

1 Open msn-ftp_stl_disa_mil{ TERM).rsf

2 Save msn-ftp_stl_disa_mil{ TERM).rsf

3 Open UDMIP Upload FTP settings.mto

4 Save TRECON Download FTP settings.mto

Fi=Help F3=Exit

1 |

Manage settings files, new sessions, transfers, and printing

unctions Utilities Help

ion commands below:

e and press enter to Retrieve command

ISPF Command Shell

Fi10=Actions Fi12=Cancel

Mr. David W Tomilson
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e  From the ‘File’ drop down menu of the 3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection —
IBM 3270 Terminal session screen select ‘Transfer...” as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ

File Edt Conmection Setup Macro  Window  Help

Mew Sessian...
DpEn,..

Save msn-ftp_stl_...
Save As...

Save Display As...
Transfer...

PYinE. .,
Page Setup. ..
Print Setup. ..

Send...
Exit

1 Open msn-ftp_stl_disa_mil{ TERM).rsf

2 Save msn-ftp_stl_disa_mil TERM}.rsf

3 Open UDMIP Upload FTP settings.mto

4 Save TRECON Download FTP settings.mbo

» o | K2

unctions Utilities Help

ISPF Command Shell
ion commands below:

g and press enter to Retrieve command

Fi=Help F3=Exit F10=Actions F12=Cancel

1y |

Transfer files or data between the PC and a host

Mr. David W Tomilson
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The “Transfer’ dialog windows pop-up screen as shown below will be displayed

===

Menu List Mode Functions Utilities Help

ol
Enter TSO or lid
Local TS0 Host

==y Local file names: Mame[tMember]/Password:

=101 x|

Transfer method:

Binary - —
I file ewists:
Place cursor of |eex|.sts —

mgn-ftp.stl.diza. mil
Record farmat:

Fived - Show host files...
Local directories:

Transfer request
dh

N dh Open...
(3 my documents
Save...

Setup...

Diives: Help

=S4 Cloge

Fi=Help F3=Exit F10=Actions Fi12=Cancel

>

6,7 Al g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended
e A detailed cutout view of the ‘“Transfer’ dialog windows pop-up screen is shown below.
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S

~Local ~ TS0 Host
| | M ame[Member)/Faszword:

Laocal file names:

I Transfer I

Transfer methad:

I Binany j @
If file exists:

- Ts0
I Dwenparite j mz-frp. stl. diza. il

R ecord format;

LI IFi:-ceu:I j Shawe host files. . |

Tranzfer request

Open... |
Save.. |

Setup... |

Local directaries:
d:h
£ dh

(L3 my documents

L]

L

Dirives: Help
=

L

Cloze |

e  Enter the mainframe data set name of your units TRECON file enclosed in tick marks
< 'KCTSHARE.ONLN.T7047TRJ.MQG.RUC30370"> in the “TSO Host
Name(Member)/Password’ dialog box on the right hand portion of the ‘Transfer’ dialog window
as shown below.

-T50 Host
M ame(td ember)/Faszword:
I'kctshare.Dnln.t?Dd?tri.mqg.runSDS

Note: For instructional purposes only the data name for the TRECON file of the Marine Corps Unit
whose Reporting Unit Code (RUC) is 30370 has been utilized in these examples relative to the TRECON
File download process.
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e Enter the ‘PC File Name’ that you wish to name your units downloaded mainframe TRECON data
set to in the ‘Local file names:’ dialog box located on the left hand portion of the ‘Transfer’
dialog window as shown below.

—Local

Laocal file names:

Itrecu:un.zip

Local directaries:
dh

'a d:h, FY
(23 my documents

Drrives:

=d |

e Mouse click on and select the Drive and Local directories folder that you wish your downloaded
TRECON file to be placed in as shown above.

e Inthe example below, the Drive selected is ‘d:’, the Local directory selected is the ‘root’ directory
on the d: drive, and the file name for the downloaded mainframe TRECON data set on that
directory is "TRECON.ZIP’.
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~T50 Host

—Local

Local file names:

«n | o |

Local directaries:
d:h

o

Dirives:

£ my documents

-

Lo

Transfer

Tranzfer method:

=101

Mametember)/Fazzword:

IBinar_l,l j

|f file exizts:

I.-’-'-.sk Idzer j

Fecord format;

| Fixed =l

Transfer request

Open... |
Save. . |

I'KETSH.&HE.EINLN.T?EM?TFEJ.ME!

0

TS0

mzn-ftp. ztl diza. mil

Show host files...

Setup... |

Help

= d

L

Cloze |

e The ‘Transfer method” may be ‘ASCII’ or ‘Binary’. We’ve found that both have worked. If you
find that the file transfer is not working for you when ‘ASCI I’ is specified, try the transfer in
‘Binary’ prior to calling for assistance.

e The ‘If file exists:” option for this file transfer should be set to ‘Ask User” which if the file already
exists on the PC, an ‘If file exists:” dialog window as shown below will open asking you whether

Help
to ‘Overwrite, Rename, Append, or Cancel’. Additionally a —I button is provided
explaining each of these ‘If file exists:” options.
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Transfer

=101 x|

M ame[Member)/Faszword:

Transfer in Progress

Receiving D:\trecan.zip

Transfer in Progress

Rename, Append or Cancel?

—Local TS0 Host
Local file names: A0 | O |
I“E':':'”'Zip Transfer
trecon. zip N T 0o

I'KETSH.&HE.DNLN.T?Dd?THJ.MQ

=101

@ The file D:Mrecon. zip already exists. Would you like to Oyvenarite,

2 x|

Local ¢
d:h
=T Dwenarite I Mew name | Append | Cancel Help |
@
LI Setup... |
Dinives: Help |
=d j Cloze |

e The “Record format:” option for this file transfer should be set to ‘Fixed” as the record length of

the file being transferred is the same for each record within the file.
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Setup..
e Mouse click on the 4;.' button which opens up the ‘Transfer Setup’ windows pop-up
dialog screen as shown below.

= 0] x|
—Local —

Local fle narr  IND$FILE I.-'-‘-.SMEIEII Translatinnl Templatesl rd:

: — 147TRJ. M
| recan. zip Active protocal; |IND$FILE j :

—IMDEFILE Settings

—Huoazt — Structured field transfer——;
Systen

b ax field zize:
ITSD j |4k j il
Startup command:

”._J DYFILE m — Timeout [in seconds]

Liocal directar Ad d Startup: ISDEI j
wanced... | .

d:h Rezponze: Iﬁ j

o
3 my da
Defaults |
Dirives:

IQ d: k. I Cancel Apply | Help |

e This ‘“Transfer Setup’ windows pop-up dialog screen is the exact same windows pop-up dialog
screen that appears when, from the ‘Setup’ drop down menu of the
3270 msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen you
selected ‘File Transfer...” as described on page 130 - 133.

Hiozt
Setent
e Note: That the ettve protocel JINDIFILE [ and ITSD [ portions of
this windows pop-up dialog screen are shaded making these two options not modifiable when this
dialog screen is brought up from the ‘Transfer’ dialog windows pop-up screen. These two
options are only modifiable when brought up from the “Setup’ drop down menu of the 3270
msn-ftp.stl.disa.mil(TERM) — WQR Reflection — IBM 3270 Terminal session screen.
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e The "Transfer Setup’ dialog windows pop-up screen ‘IND$FILE’ tab options drop down box or
button are covered on pages 130 — 133. The only options drop down or button not previously

. Advanced... |
covered is the button.

IMD$FILE |.-’-‘-.S;"4EIEI| Translatin:nnl Templatesl

Active protocol; [INDSFILE =]
—IND4FILE Settings

— Huost — Structured field transfer——
=

b ax field zize:
[1s0 | =
Startup command:

— Timeout [in secondsz]
I MOEFILE
Startup: |3EIEI j
Ad d.. z
ﬂl Rezponsze: |3EI|:| j

Defaults |
(] 4 I Cancel Apply | Help |

Ad d...
e Mouse clicking on the ﬁl button opens up the ‘“TSO Advanced Options’ dialog
windows pop-up screen as shown below.
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Transfer Setup

IND$FILE |.-’-'-.SH4EIEI| Translatiunl Templatesl

T50 Advanced Options

E

X

il B4

— Dratazet options — Space allocation—

Logical recard length: Alloc:ation units:

Cancel |

|| IDefauIt 'I

Block size: Average block: Defaults |

I I Help |
—CR/LF processing Primary:

v ASCI file CRALF I

™ Binary file CRALF Secandarny:
Additional IND$FILE I
parameters:

] Cancel Lpply Help

e Note: The ‘TSO Advanced Options’ dialog windows pop-up screen shown above appears with
the ‘DEFAULT’ options only. For further explanation / understanding of each of the options on
this screen please refer to the “TSO Advanced Options’ dialog windows pop-up screen’s HELP

Help
files accessible by pressing the button.

e ’ASCII file CR/LF’ process turned on is the ‘DEFAULT’ setting for ’CR/LF processing’, as
indicated by the check mark in the dialog, box shown below.

CR/LF proceszing

¥ ASCI file CRALF
[~ Binamy file CRALF

e Having this option enabled will strip / remove a carriage return character and a linefeed
character from the end of each line of the file you are sending. Depending on your file transfer
requirements you may wish to disable this option.

e  For the purpose of this TRECON file download file transfer, both the *ASCII file CR/LF’ and
’Binary file CR/LF’ processing options dialog boxes of the ’CR/LF processing’ dialog panel
should be left unchecked and all other dialog options on this TSO Advanced Options’ dialog
windows pop-up screen should be left as shown in the example below.
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~Local —
Local file ram INDEFILE | &5/400 I T ranzlaticn I Templates I
i 20
54873_2000  — Dataset options — Space allocation—;
Ok
Logical record length: Allocation units:
Cancel |
I IDefauIt 'I
Block size: Average block: Defaults |
I I Help |
Lacal direct —CRALF processing Frirnary:
ocal director
d [~ ASCIl file CRALF |
= dh ™ Binamy file CRALF S econdany:
L3 my do I
Additional IND$FILE
parameters:
Dirives:
IQ d: k. I Cancel Smply | Help |

=101 %]

pload!

Nul!

Ok,
e Once you have performed all the actions described above, click the button to close
]
the TSO Advanced Options’ dialog window, followed by clicking the button on

the *Transfer Setup’ dialog window to close it. At this point your screen should appear as shown

below.
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_ (o
—Local ~ TS0 Host
Localfile names: 14 D D (43 | Mametember)/Fazzword:
Tremslia |'KETSHI1HE.EINLN.T?EM?TFEJ.MI]

trecon.zip

Tranzfer method:

IBinar_l,l j
|f file exizts:
I.-’-'-.sk Idzer j
Fecord format;
=l [Fired =
Local directaries: Transler request
d:h
£ dh Open... |

[Z3 mw documents

Dirives:

-

Lo

Save. . |

0

TS0

mzn-ftp. ztl diza. mil

Show host files...

Help

= d

L

Cloze |

Now that all the necessary information has been specified, mouse click on the right hand button

“[

O |

L
portion \D—l of the

INDS$FILE’ file transfer.

Mr. David W Tomilson

Transfer

Page 231

control dialog window to initiate the ‘TSO

10/23/2003
Revision (1)



WRQ Inc. Reflection for IBM Version 10.0 User Guide

TRECON FILE DOWNLOAD

e At this point he file transfer process will begin as shown below.

_ (o] x|
~Local TS50 Host
Lacal file names: A0 | O | Marne(Member]/Passwaord:
Tramalz I'KETSH.&HE.DNLN.T?D#?THJ.MI}

N

Transfer in Progress

39,513 received
o1z

T v i 1

Receiving D:\trecan.zip

from 'RCTSHARE.OMLW. TY047TRJ.MAG. RUC30370

=101 %

Statuz

Receiving data from hiost
Local directo | IND$FILE Stuctured Field Protocal - 4k

dh
o =
[ T
~!
Dinives: Help |
=d j Cloze |
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—Local

When the transfer has completed, the “Transfer in Progress’ dialog window will close as shown

below.

Lacal file names:

Itreu:u:un.zip

«n | on |

Local directaries:
d:h

a d

[C3 my documents

Dinives:

L]

L

Transfer

Transfer methad:

I Binany j

If file exists:

I.-“-‘-.sk |dger j

R ecord format;

| Fived =l

Transfer request

Open... |
Save.. |

= d

Le

Help |
Cloze |

M=

~ TS0 Host
M arme(Member]/Pazsward:
|'KETSH.¢‘-.FEE.EINLN.T?EM?THJ.ME!

0]

TS0
mzt-ftp. ztl diga. mil

Showw host files. . |

Cloze

e Mouse click on the 4| button located in the bottom center portion of the ‘Transfer’
dialog window to close this dialog and return you to the
Command Shell” within “TSO’ as shown below.
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msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit Connection Setup Macro ‘Window Help

DEE & 2e oD o W

Menu List Mode Functions Utilities Help
ISPF Command Shell
Enter TSO or Workstation commands below:

===>

Place cursor on choice and press enter to Retrieve command

=> IND$FILE GET 'kctshare.onln.t7047trj.mqg.ruc30370'
=>
=>
=>
=>
=>
=>
=>
=>
=>

Fi=Help F3=Exit F10=Actions F12=Cancel

6,7 Al g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

e At this point your TRECON file download file transfer process is complete and you may exit out
of “TSO’ completely by entering ‘=X’ at the ===> ready prompt on the ‘ISPF Command Shell’
as shown below.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DEH & 2.le D o

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

===> =X

Place cursor on choice and press enter to Retrieve command

=> IND$FILE GET 'kctshare.onln.t7047trj.mqg.ruc30370'

Fi=Help F3=Exit F10=Actions Fi12=Cancel

6,7 AlF =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

e  This will bring you to a native TSO READY screen as shown below.
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& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

>

2,1 Hlk g IBM 3270 Terminal - msn-ftp. stl.disa.mil via Telnet Extended

READY

e  From the 3270 curser location just below the
completely as shown below.

prompt, enter ‘LOGOFF’ to exit ‘TSO’
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E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEE & Belae D » o

READY
LOGOFF_

>l

2,7 Ak g8 IBM 3270 Terminal - msn-ftp,stl,disa.mil via Telnet Extended CaP

e Once ‘LOGOFF’ has been entered press the <Enter> key to return to the *‘CL/Supersession Main
Menu’ screen as shown below.
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E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IEM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEH & Belae D » oK

Actions Options Commands Features Help
KLSVSEL1 CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.

Session ID Description

Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi
ALACICS?2 ALA CICS PRODUCTION Multi
ALACICSD ALA CICS DEVELOPMENT Multi

ASICITOO CICS/ADABASE OKR TEST Multi
ALAINFO ALA INFOPAC RDS Multi
ALAINFPH ALA INFOPAC MAINTENANCE Multi
OKRCICS OKR CICS PRODUCTION Multi
OKRCICS2 OKR CICS2 PRODUCTION Multi
OKRINFO OKR INFOPAC RDS Multi
OKRINFPM OKR INFOPAC MAINTEMANCE Multi

Command ===> AAOD/ASNTMOO1
Enter Fi=Help F3=Exit F5=Refresh F8=Fud F9=Retrieve F10=Action

>

9,2 Hlk g IBM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

e  From the ‘CL/Supersession Main Menu’ to fully log off of your mainframe account, press the
Program Function <PF3> key as shown below.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

DEH & 2.le D o

Actions OQptions Commands Features Help
KLSVSEL1 CL/SUPERSESSION Main Menu
Select sessions with a "/" or an action code.
Session ID Description Status
Multi
ROSCOE ROSCOE Multi
ALACICS ALA CICS PRODUCTION Multi

Multi
KLSEXITI Exit Menu Multi

Multi

Type a selection number or position the Multi
cursor on a line and press ENTER. Multi
Multi

_ 1. Exdit (X0 Multi
2. Resume (R) Multi
Multi

Command ===>
Enter F1i=Help F12=Cancel AAOD/ASNTMOOA
9=Retrieve F10=Action

18,6 AlF =} IEM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended

e From the ‘Exit Menu’ box with the curser located in front of ‘1. Exit (X)’ press the <Enter> key
to complete the log out process and return your 3270 screen to the DISA Site Selection / DoD
Warning Message 10’ screen shown below.
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) msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal

File Edit Connection Setup  Macro

DeE & =2

‘Window Help

T=| 7| » o | N2

=10l x|

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSOMMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMNLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMINAL PROSECUTION AND PEMALTIES.

SB - QUANTICO
SG - LEJEUNE
SL - ASIMS-E

- ASINS-C

' - RIA
- $S0 DAYTON  OC -

- CCAD
- TYAD
- SNI MENU

24, 42 Ak g

sD -
SH -
SH -
SR -
Sl -

06 -
oK -

DITCO
PENDL
ASINS
0SCc-8

ETON
-W
fDFAS

FAR EAST

ASINS
RRAD
LOGSA

HELPDESK DSHN:

-T

490-0000

ENTER SELECTION =>

>

SE -
- ALBANY

SI

50 -
ST -
- TEAD

SX

QD -
- CECOM

OH

oL -

OKINAWA

ARDEC
AMCON /SBCCOM

ASINS-H

ANMCON-N

COMM: 314-280-0000
TOLL FREE: 800-645-5032

1BM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

SF -
SK -
SP -
su -
sY -
QF -
oI -
OR -

KANSAS CITY
ASINS-S

ARL

0SC-R

TACON

ANAD

LEAD

HAMI
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CHANGING YOUR VTAM LOGMODE

Sometimes it is convenient for the users to have the ability to view 133 characters across the screen this can
be done by changing your terminal type to a 3278-5-model terminal.

To change your VTAM logmode perform the following steps:

e  Establishing your normal Reflection 3270 Terminal Session as shown below.

& msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal

File Edit Connmection Setup Macro Window Help

DEHEH & Bl

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
(DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSOMMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

T[T » o | N2

YOU TO CRIMINAL PROSECUTION AND PENALTIES.

SB - QUANTICO sD -

SG - LEJEUNE SH -
- ASINS-E SH -
- ASINS-C SR -
- RIA Skl -
- SS0 DAYTON oc -
- CCAD QG -
- TYAD oK -
- SNI MENU

HELPDESK

DITCO SE - OKINALWA
PENDLETON SI - ALBANY
ASINS-U S0 - ARDEC
0SC-S/DFAS ST - AMCOM/SBCCON
FAR EAST SX - TEAD
ASIMS-T 0D - ASIMS-H

RRAD GH - CECOM

LOGSA QL - AMCOM-M

DSH: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

>

24, 42 HlF g 1BM 3270 Terminal - msn-ftp.stl.disa.mil via Telnet Extended

SF -
SK -
SP -
suU -
SY -
QE -
oI -
OR -

=lalx|

KANSAS CITY
ASINS-S

ARL

0SC-R

TACON

ANAD

LEAD

NAMI
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e With your mouse pointer select ‘Connection’ ="M £om the top menu on the 3270 Untitled
— WQR Reflection — IBM 3270 Terminal display screen.

msn-ftp_stl_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal =] |
File Edit | Conmection  Setup  Macro  Window Help
D E’* Session Setup. ..

Discornect i TMENT OF DEFENSE INTEREST COMPUTER SYSTEM
T TO MONITORING BY DOD AUTHORIZED PERSOMNEL
FOR COMPUTER SECURITY AND SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EOQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MAMNIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMIMNAL PROSECUTION AND PEMNALTIES.

SB - QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
SG - LEJEUNE SH - PENDLETON SI - ALBANY SK - ASIMS-S

SL - ASINMS-E SM - ASIMS-U S0 - ARDEC SP - ARL

S0 - ASINS-C SR - 0SC-S/DFAS ST - AMCOM/SBGCOM SU - 0SC-R

SV - RIA Sl - FAR EAST SX - TEAD SY - TACOM

QA - SS0 DAYTON QC - ASIMS-T QD - ASIMS-H QE - ANAD

OF - CCAD 0G - RRAD OH - CECOM OI - LEAD

QJ - TYAD QK - LOGSA QL - AMCOM-N OR - NAMI

X - SNI MENU

HELPDESK DSHN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

1 |

Manage host connections and event traces
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CHANGING YOUR VTAM LOGMODE

e A windows drop down menu as shown below will appear as shown below.

D E’* Session Setup. ..

Disconnect

|:. D Trace

- QUANTICO
- LEJEUNE
- ASIMS-E
- ASINS-C

- RIA

- 880 DAYTON
- CCAD

- TYAD

- SNI MENU

Th

Manage host connections and event traces

AUTHORIZED INFORMATION
YOU TO CRIMIMNAL PROSECUTION AND PEMNALTIES.

sD -
SH -
SH -
SR -
Sk -
ac -
06 -
oK -

HELPDESK

msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit | Conmection Setup  Macro  ‘Window Help

 TMENT OF DEFEMSE INTEREST COMPUTER SYSTEM
( QT TO MONITORING BY DOD AUTHORIZED PERSONMEL
FOR COMPUTER SECURITY AND SYSTEM MAMAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EOQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MAMNIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
ONLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

DITCO
PENDLETON
ASINS-W
0SC-S/DFAS
FAR EAST
ASIMS-T
RRAD

LOGSA

DSN: 490-0000

ENTER SELECTION =>

SE -
SI -
S0 -
ST -
SX -
aD -
GH -
oL -

OKINAWA
ALBANY
ARDEC

ANCOM /SBCCOM
TEAD
ASIMS-H
CECONM
AMCONM-N

COMM: 314-260-0000
TOLL FREE: 800-645-5032

SF -
- ASINS-S

SK

SP -
suU -
sY -
QE -
oI -
OR -

=101 %]

KANSAS CITY

ARL
0SC-R
TACON
ANAD
LEAD
NAMI
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Disconneck

e  From this drop down menu select Disconnect

with your mouse.

& msn-ftp_st_disa_mil{ TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
File Edit | Connection Setup  Macro  Window Help

O = Session Setup. .,

i TMENT OF DEFENSE INTEREST COMPUTER SYSTEM
3T TO MONITORING BY DOD AUTHORIZED PERSONMEL
COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUNICATIONS, TRANSMISSION,
PROCESSING, MANIPULATION, AND STORAGE OF OFFICIAL U.S. GOVERMMENT OR OTHER
AUTHORIZED INFORMATION OMLY. UMAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT
YOU TO CRIMIMAL PROSECUTION AND PENALTIES.

- QUANTICO SD - DITCO SE - OKINAWA SF - KANSAS CITY
- LEJEUNE SH - PENDLETON SI - ALBANY SK - ASBINMS-S

- ASINMS-E SM - ASIMS-U S0 - ARDEC SP - ARL

- ASINS-C SR - 0SC-38/DFAS ST - AMCOM/SBCCOM SU - 0SC-R

- RIA Sl - FAR EAST SX - TEAD SY - TACOM
- S$80 DAYTON Q¢ - ASIMS-T QD - ASIMS-H QE - ANAD
- CCAD GG - RRAD GH - CECOM QI - LEAD
- TYAD QK - LOGSA QL - AMCOM-M OR - NAMI
- SNI MENU

HELPDESK DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

1 |

Disconnect from the host

o Once SCOMMECE o selected, the 3270 terminal session window will remain open but the actual

3270 terminal connect (the green mainframe 3270 DoD Warning / site selection menu screen) will
change from the display above to blank screen as shown in the display below.

e Note: That the 3270 terminal session status information displayed in the Operator Information
Area (OIA) on the bottom of the terminal session window indicates:

IBM 3270 Terminal - msn-ftp. skl disa.mil via Telnet Extended . L
while the session is connected

and indicates:

IBM 3270 Terminal - Mo Connection

when the session is disconnected.
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2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ
Fle Edit Connmection Setup Macro Window Help

T r o | k2

1,1 IEM 3270 Terminal - Mo Connection

e While the 3270 terminal session is in a disconnected status mouse click on the “@RmEckian b tton
located on the top tool bar menu.
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e A windows drop down menu as shown below will appear as shown below.

2 msn-ftp_sH_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal -0 ﬁ

Fle Edit | Conmeckion Setup  Macro  ‘Window Help

D D’* Session Setup. .,

Connect ko msn-fep.stl disa.mil via Telnet Extended  Alt+C

Trace

Manage host connections and event traces
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e From this drop down menu select #=55in S&EUP..... \yith your mouse.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit | Conmection  Setup  Macro  Window Help

Connect ta msn-ftp.stl.disa.mil via Telnet Extended  Al+C

Trace

Change host connection options

e Once 2ESSIBNSEEUR... s selected, the 3270 terminal session window will remain open but
disconnected, and a second pop-up window for Session Setup will appear as shown below.
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Session Setup

WRQ Inc. Reflection for IBM Version 10.0 User Guide

21
— Seszion
Type todel I
IBM 3270 Terminal [Model 2 24x80Extended x| ok, |
— Transpork ﬂl
Type Hoszt name or IF address Help |
I Telhet Extended j Imsn-ftp.stl.disa.mil j
Securty. .. |
Part Device name

|anz3 | Advanced... |

— Connect optionz

¥ Auto connect W Graphics enabled

Connect macra b acro data

Browse. .. |

Maodel ID
Model 2 24x80Estended v

Within the Session Setup pop-up window you will find a Model 1D dialog box as shown here.

Mouse click on the drop down arrow in the Model ID dialog box and a drop down menu as shown

below will appear.
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— Sezsion
Type tModel I
[IBM 3270 Teminal  w|  |Model2 2480 Estended v ok |
Model 2 24480
— Transport ﬂl
P Model 3 32480
Tupe Hua|Model 2 32x80 Extended Help |
Modeld 43480
[TeletExtended | [mdModel4 43480 Extended
Model & 27132 Securty... |
Pt DetModel 5 27132 Extended
|a|323 | tdvanced... |

— Connect optionz

¥ Auto connect [V Graphics enabled

Connect macro tacro data

I I Browse. .. |

e From the Model ID drop down menu select ‘Model 5  27x132 Extended” with your mouse as

shown below.
— Seszion
Type Mol D
[IBM 3270 Teminal | [Model5  27¥132Esterded 7| ok |
Model 2 24x80
1 ' Model 2 24x30 Extended Cancel |
LelbipL] Model 3 32480
Tupe Ha|Model 2 32280 Ertended Help |
Model 4 43x80
ITElnet Extended j Md b adel 4 4320 Extended
kodel 5 Security... |
Part i Model 5

IEIEIES I Advanced... |

— Connect optionz
W auto connect v Graphics enabled
Connect macro Macro data
I I Browse. .. |
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e Once you have selected ‘Model 5

display will appear as shown below.

Session Setup

27x132 Extended’ with your mouse the Model ID dialog box

— Seszion
Type
|1BM 3270 Terminal

=~

tadel D

kodel 5

Connect

21132 Extended Qk.

Cancel

— Tranzport

Type

Hast name ar [P addresz

Ikl &

Help

I Telnet E stended

Port

j Imsn-ftp.stl.disa.mil

Device name

-

J

Security...

|Eu323 |

Advanced... |

— Connect optionz

v &uto connect

Connect macra

¥ Graphics enabled

b acro data

I Browse. .. |

. C i . . .
e Mouse click on the button located on the “Session Setup’ windows pop-up dialog

box to reestablish the session’s connection as shown in the display below.
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& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal

File Edit Connection Setup Macro

NEH & B

USE OF THIS OR ANY OTHER DEPARTMENT OF DEFENSE INTEREST COMPUTER SYSTEM
{DODICS) CONSTITUTES YOUR CONSENT TO MONITORING BY DOD AUTHORIZED PERSOMMEL
FOR COMPUTER SECURITY AND SYSTEM MANAGEMENT PURPOSES. THIS DODICS AND ALL
RELATED EQUIPMENT ARE TO BE USED FOR THE COMMUMICATIONS, TRANSMISSION,
PROCESSING, MANIPULATIOM, AND STORAGE OF OFFICIAL U.S. GOVERNMENT OR OTHER
AUTHORIZED INFORMATION OMLY. UNAUTHORIZED USE OF THIS COMPUTER MAY SUBJECT

Window  Help

Q= | TT| » o | K2

YOU TO CRIMINAL PROSECUTION AND PEMALTIES.

SB - QUANTICO
SG - LEJEUNE
SL - ASINS-E
S0 - ASINS-C
SV - RIA

sD -
SH -
SN
SR
Sh -

QA - SS0 DAYTON ac -

OF - CCAD
0J - TYAD
X - SNI MENU

24,4z AlF g

QG -
oK -

HELPDESK

DITCO SE -
PENDLETON SI -
- ASINS-U S0 -
- 0SC-S/DFAS ST -
FAR EAST sX -
ASIMS-T aD -
RRAD GH -
LOGSA oL -

OKINAWA
ALBANY
ARDEC

AMCOM /SBCCOM
TEAD

ASIMS-H
CECOM
ANMCONM-N

DSN: 490-0000 COMM: 314-260-0000
TOLL FREE: 800-645-5032

ENTER SELECTION =>

al

IEM 3270 Terminal - msn-ftp. stl.disa. mil via Telnet Extended

SF -
SK -
SP -
suU -
SY -
QE -
oI -
OR -

=10 x|

KANSAS CITY
ASIMS-8

ARL

0SC-R

TACOM

ANAD

LEAD

NAMI

e  From the green mainframe 3270 DoD Warning / site selection menu screen, press the ‘Enter key’,

do not type in a site selection id on the
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e The mainframe 3270 terminal screen will appear as shown below.

E msn-ftp_stl_disa_mil{ TERM).rsf - WR() Reflection - IBM 3270 Terminal 100 x|
File Edit Connection Setup Macro ‘Window Help

DEH & Balae D) » oK

COMMAND UNRECOGNIZED

>

5,1 Al 8 IEM 3270 Terminal - msn-ftp.stl. disa.mil via Telnet Extended

o  Enter the long form logon for your desired mainframe site domain. The long form logon
commands for the ‘Model 5  27x132 Extended’ terminal sessions with 132 characters across the
screen are:

(Example Logins)

e For ‘SB’ - MQG (QUANTICO): logon applid (ASBCPPO01) logmode (snx32705)
e For‘SI’- ALA (ALBANY) logon applid (ASICPP01) logmode (snx32705)
e For‘SF’ - KCT (KANSAS CITY) logon applid (ASFCPPO01) logmode(snx32705)
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e Enter the long form logon for your desired mainframe site domain on the mainframe 3270 screen
as shown below.

e For‘SB’- MQG (QUANTICO)

logon applid (ASBCPP01) logmode (snx32705)

e For ‘SI’ - ALA (ALBANY)

logon applid (ASICPP0O1) logmode (snx32705)

e For ‘SF’ - KCT (KANSAS CITY)

logon applid {(ASFCPP01) logmode (snx32705)

The example long form logon displayed below is for the ‘SI’ — ALA (ALBANY) mainframe
domain logon.

& msn-ftp_st_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal =] B
Fle Edit Connmection Setup Macro Window Help

DEeE & BR -0 T » o W

COMMAND UNREGOGNIZED

logon applid (ASICPP01) logmode {snx32705)

>

5,43 Ak g IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended
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Once you have entered the long form logon command press the ‘Enter key’ and the 3270 display

screen will appear in 133 characters per line format as shown below.

Sample 3270 DoD Warning screen.

L= @ W2

Junnnnig IITIII
IID  IDD 111
] ] 111
i} i} 111
ILDDDDIDD ITTIIILD

ST, LOUIS, MO

'ENTER” T0O COMTIMUE.

AR
AR

msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro ‘Window Help

L d & &=

27,2 Al = IBM 3270 Terminal - msn-ftp, stl.disa.mil via Telnet Extended

=101 %]
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e Sample 3270 ‘Userid / Password’ Entry Validation screen.

8 msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal 10l x|
File Edit Connection Setup Macra Window Help

L E & | B ) r e | K2

DEFEMNSE ENTE
i

ERID
F1=Help

g 56 AlF 8 IEM 3270 Terminal - msn-ftp. skl disa. mil wia Telnet Extended
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e Sample 3270 CL/SUPERSESSION Main Menu screen.

msn-ftp_stl_disa_mil{ TERM).rsf - WR( Reflection - IEM 3270 Terminal 3l x|
File Edit Connection Setup Macro ‘Window Help
(== = T[T | » o A2

Featurs Help

Main Menu

fulti
fulti
ulti
fulti
ulti
fulti

ALRIMFO ALA IN ulti

ALAIMFPH ALA fulti
0K, C ulti

CICS C I fulti
RINFO H ulti
RIMFPH { X fulti
ulti

I fulti

CLEINFO HF 1) i ulti

9,28 A= =] 1EM 3270 Terminal - msn-ftp, skl.disa.mil via Telnet Extended
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o Sample INFOPAC report viewing screen showing 133 character wide display screen..

& msn-ftp_stl_disa_mil{TERM).rsf - WRQ Reflection - IBM 3270 Terminal
File Edit Connection Setup Macro ‘Window Help

LEE & B T r o | W2

i

TRTE

TIME:

MILLIMGTOM DERT

HIERAR

IDE UMNMATC
4 - IDB

2,15 FAIF =] 1EM 3270 Terminal - msn-Ftp, stl.disa. mil via Telnet Extended

IRIENT

IMPLETE L0
IMPLETE C0

IMPLETE

IMPLETE €
IMPLETE ©

IMPLETE

IMPLETE ©
IMPLETE €
IMPLETE L0

IMPLETE

IMPLETE ©
IMPLETE €

IMPLETE

IMPLETE C

REMOTE 1D WIEWIMG

1

=10 x|

coL: 1

REPORT 1D

REPORT DIST.

HE
MIME
MOME
MIME
MOME
MIME
MOME
MIME
MOME
MIME
MOME
MIME
MOME
MIME

IMPLETE ©

PRGE:

TOTAL
MEDIA COPIES

0-0MNLM A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL A
F-FULL &
F-FULL A
F-FULL &
F-FULL A
F-FULL &
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