HQMC SIPRNet End User Agreement
A trusted agent is an individual given access to classified Marine Corps computer systems for authorized purposes.  As such, all trusted agents with access to Marine Corps classified computer systems assume a certain level of responsibility to maintain adequate safeguards to prevent misuse of stored information; prevent unauthorized disclosure of sensitive and classified information; prevent reduction of the quality of service to other system users; and minimize additional expense to the Marine Corps. The following Rules of Behavior should be adhered to by all persons accessing classified Marine Corps systems:

· Do not conduct any activity that could cause congestion, delay, or disruption of service to any Government system or equipment. 
· Passwords on SIPRNET systems are considered SECRET and must be in compliance with MARADMIN 089/03 – “ MCEN Password Management Policy”.

· Do not leave your computer unattended while logged into the SIPRNET.  Your workstation must have command-approved screen saver software with password protection invoked and set for a maximum of five minutes in order to leave your workstation logged in during the workday as long as there is a U.S. Secret cleared person monitoring the area.  After using the SIPRNET, log out and secure any removable media in accordance with current security procedures, unless the area has been approved for the open-storage of Secret material.

· All email originated, replied to or forwarded by a user must contain the appropriate classification level marking, including unclassified if appropriate.  

· All magnetic media used must be marked with the appropriate classification label.  
· Classified information will be destroyed only by authorized means and by personnel cleared to the level of material being destroyed.  Removable magnetic media (tapes and diskettes) shall be degaussed, removed from their container and cut into strips of varying lengths before disposal.  Laser printer cartridges must be declassified. Contact the HQMC Help Desk 614-5502 for assistance in destruction or declassification of other media (hard disks, removable disks, etc.).
· Do not use Government systems as a staging ground or platform to gain unauthorized access to other systems.
· Do not use Government Information Technology Resources for activities that are illegal, inappropriate, or offensive to fellow employees or the public. Such activities include, but are not limited to: hate speech, or material that ridicules others on the basis of race, creed, religion, color, sex, disability, national origin, or sexual orientation.
· Do not create, download, view, store, copy, or transmit sexually explicit or sexually oriented materials.
· Do not use Marine Corps equipment for the unauthorized acquisition, use, reproduction, transmission, or distribution of any controlled information, including computer software and data, that includes privacy information, copyrighted, trademarked or material with other intellectual property rights (beyond fair use), proprietary data, or export controlled software or data.
· Do not connect any non-government computers or peripherals directly to any Marine Corps Systems, or put unauthorized or unlicensed software on any government owned computers.
· All DOD interest computer systems are subject to monitoring at all times to ensure proper functioning of equipment and systems including security devices and systems, to prevent unauthorized use and violations of statutes and security regulations, to deter criminal activity, and for other similar purposes. Any user of a DOD interest computer system should be aware that any information placed in the system is subject to monitoring and is not subject to any expectation of privacy. If monitoring of this or any other DOD interest computer system reveals possible evidence of violation of criminal statutes, this evidence and any other related information, including identification information about the user, may be provided to law enforcement officials.

· If monitoring of this or any other DOD interest computer system reveals violations of security regulations or unauthorized use, employees who violate security regulations or make unauthorized use of DOD interest computer systems are subject to appropriate disciplinary action.
· Report any violations or suspected violations of security to the Information Assurance Officer (IAO) immediately.
· Use of this or any other DOD interest computer system constitutes consent to monitoring at all times.
I have read the above rules of behavior that govern the use of computer systems within the Marine Corps. I accept responsibility for all activity that occurs under my cognizance when using Government-owned equipment; and the responsibilities regarding the systems and the information contained in them.

___________________________________                                           
_________________________

Last Name, First, MI    Rank/Grade                                                  
SSN
___________________________________                                           
_________________________
Signature                                                                                                
Phone Number

