
2210 Marine Corps Competencies

TECHNICAL COMPETENCIES

1. Accessibility - Knowledge of tools, equipment, and technologies (for example, voice recognition, screen readers) used to help individuals with disabilities use computer equipment and software.

2. Artificial Intelligence - Knowledge of principles, methods, and tools to design systems that perform human intelligence functions (for example, expert systems, knowledge-based systems).

3. Business Process Reengineering - Knowledge of methods, metrics, tools, and techniques of Business Process Reengineering.

4. Capacity Management - Knowledge of the principles and methods for monitoring, estimating, and reporting actual performance or the performance capability of information systems or components.

5. Capital Planning and Investment Assessment - Knowledge of the principles and methods of capital investment analysis and business case analysis including best practices assessment and return on investment analysis.

6. Computers and Electronics – Knowledge of electric circuit boards, processors, chips, and computer hardware and software, including applications and programming.

7. Computer Languages - Knowledge of computer languages and their applications.

8. Computer Forensics - Knowledge of tools and techniques used in data recovery and preservation of electronic evidence (for example, chain of evidence rules). 

9. Configuration Management - Knowledge of the principles and methods for planning and managing the implementation, updating, and integration of information system components, including software, controlling future releases, and documenting information and physical characteristics of an information system or product.
10. Cost-Benefit Analysis - Knowledge of the principles and methods of cost-benefit analysis, including the time value of money, present value concepts, cost accounting, business economics, and quantifying the tangible and intangible benefits.

11. Data Management - Knowledge of the principles, procedures, and tools of data management, such as modeling techniques, data backup and recovery, data dictionaries, data mining, data warehousing concepts, data disposal/remenance management, and data standardization processes. 

12. Database Administration - Knowledge of the principles, methods, and tools for automating, developing, implementing, and administering database management systems, such as logical and physical design, space allocation, and performance monitoring.

13. Database Management Systems - Knowledge of database management systems and their applications.

14. Distributed Systems - Knowledge of the principles, theoretical concepts, and tools underlying distributed systems.

15. Electronic Commerce (e-Commerce) - Knowledge of principles and methods of electronic transactions (for example, requests, orders).

16. Embedded Computers - Knowledge of specifications and uses of embedded computers including appropriate programming languages.

17. Encryption - Knowledge of procedures, tools, and applications used to keep data or information secure (for example, public key infrastructure, point-to-point encryption, smart cards).

18. Hardware - Knowledge of specifications, uses, and types of hardware components.

19. Hardware Engineering - Knowledge of the principles, methods, and tools for designing, developing, and testing computer or computer-related equipment.

20. Human Factors - Knowledge of human factors principles, methods, tools, and applications, for example Graphic User Interface Design.

21. Information Assurance - Knowledge of methods and procedures to protect information systems and data by ensuring their availability, authentication, confidentiality, and integrity.

22. Information Resources Strategy and Planning - Knowledge of the principles, methods and techniques of information technology (IT) assessment, planning, management, monitoring and evaluation, such as IT baseline assessment, interagency functional analysis, contingency planning and disaster recovery.

23. Information Systems Security Certification - Knowledge of principles, methods, and tools for evaluating information systems security features against a set of specified security requirements, includes developing certification and accreditation plans and procedures, documenting deficiencies, reporting corrective actions, and recommending changes to improve the security of information systems.  

24. Information Systems/Network Security - Knowledge of methods for developing, evaluating, coordinating, and disseminating security tools and procedures; ensuring, protecting, and restoring the security of information systems and network services and capabilities; identifying and eliminating information system vulnerabilities to inadvertent disclosure, modification, destruction, or denial of service.

25. Information Technology Architecture- Knowledge of architectural methodologies for information systems or applications design and development.

26. Information Technology Performance Assessment - Knowledge of the principles, methods and tools for conducting performance assessments of information technology systems (for example, customer surveys, system performance measures, and the Government Performance and Results Act).

27. Infrastructure Design - Knowledge of the architecture and typology of software, hardware, and networks, including LANS, WANS, and telecommunication systems, their components and associated protocols and standards, and how they operate and integrate with one another and with associated controlling software.  



28. Knowledge Management - Knowledge of the business value of information and the processes for making data available and useful to decision-makers.

29. Logical Systems Design - Knowledge of principles and methods for designing user interfaces, data inputs, system processes/outputs, business logic components, and productivity tools (e.g. CASE).  

30. Modeling and Simulation - Knowledge of modeling and simulation tools and techniques to characterize systems of interest, support decisions involving requirements, evaluate design alternatives, support training, or support operational preparation.

31. Multimedia Technologies - Knowledge of the principles, methods, tools, and techniques of multimedia technologies and their applications.

32. Network Management - Knowledge of the operation, management, and maintenance of network and telecommunication systems and linked systems and peripherals, including operational performance monitoring,  estimating, and reporting; configuration management; fault detection and isolation; security management; and corrective action.   

33. Object Technology - Knowledge of the principles, methods, tools, and techniques of object technology, including object-oriented languages, analysis, and design methodologies.

34. Operating Systems - Knowledge of computer network, desktop, and mainframe operating systems and their applications.

35. Operations Support - Knowledge of procedures to troubleshoot, recover, adjust, modify, and improve systems to ensure production or delivery of products and services, including tools and mechanisms for distributing new or enhanced software.

36. Organizational Development - Knowledge of the principles of organizational development and change management theories and their application in an information technology environment.

37. Process Control- Knowledge of process control applications and procedures including the design, development, and maintenance of associated software, hardware, and systems.

38. Product Evaluation - Knowledge of methods for researching and analyzing external products to determine their potential for meeting organizational standards and business needs.

39. Project Management- Knowledge of methods, principles or tools for managing IT projects, including acquisition/procurement management. 

40. Quality Assurance - Knowledge of principles, methods and tools of quality assurance.

41. Requirements Analysis - Knowledge of principles and methods to identify, analyze, specify, design, and manage the client's functional and infrastructure requirements; includes translating functional requirements into technical requirements used for logical design or presenting alternative technologies or approaches.  

42. Risk Management - Knowledge of methods and tools used for risk assessment and mitigation of risk to information systems and data.  

43. Software Development - Knowledge of the principles, methods, and tools for designing, developing, and testing software in a given environment (e.g. computer applications, operating systems-level software, compilers, and network distribution software). Knowledge of the uses of commercial off-the-shelf (COTS) software applications.

44. Software Engineering - Knowledge of software development methodology, paradigms, and tools; software requirements analysis; the software lifecycle; software reusability; and software reliability metrics.

45. Software Testing and Evaluation - Knowledge of principles, methods, and tools for analyzing and developing test and evaluation procedures.

46. Standards - Knowledge of information systems standards that either are compliant with or derived from other industrial, Government, and international standards and guidelines.

47. Systems Integration - Knowledge of principles, methods, and procedures for optimizing, integrating, and installing information system components.

48. Systems Life Cycle - Knowledge of Systems Life Cycle Management concepts used to plan, develop, implement, operate, and maintain information systems.

49. Systems Testing and Evaluation - Knowledge of principles, methods, and tools for analyzing development and technical characteristics of IT systems; identifying critical operational issues; defining, documenting, implementing, executing, and reporting results of systems tests and evaluations.

50. Technical Documentation - Knowledge of procedures for developing technical and operational support documentation.

51. Technology Awareness – Monitors and evaluates developments and new applications of information technology (hardware, software, telecommunications); applies emerging technologies to business processes; applies and monitors implementation of information systems to meet organizational requirements.

52. Telecommunications – Knowledge of transmissions, broadcasting, switching, control, and operation of telecommunications systems.

53. Web Technology - Knowledge of the principles and methods of web technologies, tools and delivery systems.

