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JobRole
Competency
Strategic Value

Acquisition Oversight

Acquisition
To ensure the organization's products and 

services reflect customer requirements, both 

cost and technical, in a competitive 

environment, and to ensure these 

requirements are met through the acquisition 

Acquisition Policy Development and Implementation
To develop staff and assist in the 

implementation of departmental policy 

regarding DON, DoD and Federal Government

 legislative mandates (i.e., Congressional 

Directives, Executive Orders, and policies 

relating to information systems).

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Business Development
To sustain the structure and operations of the 

organization within projected cost and 

revenue, and to ensure requirements for 

planned growth and technology insertion are 

met with adequate capital investment 

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Capital Planning and Investment
To understand  the importance of Capital 

Planning and Investment Analysis; to 

decentralized IT and make each agency 

autonomous in the way it plans, invests in 

and implements IT; to provide a framework 

for running government with the same 

disciplines as private business.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract 

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Technology, Information Mgmt., Knowledge 
To ensure organization information resources 

Mgmt.
are strategic assets that will provide the 

backbone of DON decision-making needs by 

utilizing information and knowledge resources 

most effectively.

Life Cycle Management
To ensure adherence to Federal law and DOD 

Life Cycle regulations in the acquisition, 

maintenance, operation and disposal of 

required hardware, support services and other 

materials.

Operations Research
To assist customers in information systems 

assessment, planning, design, modifications, 

and strategy development.
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Procurement Strategic Planning and Execution
To provide program and acquisition planning, 

source selection, contract management, 

program management and procurement 

process improvement expertise to DON IM/IT 

programs.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

System Integration
To manage the integration of subsystems into

 a system.

Architecture and Standards

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Common Operating Environment
To enable the continued development of 

applications that run on the Defense 

Information Infrastructure Common Operating

 Environment (DII COE), to promote standard 

interfaces and to promote interoperability.

Configuration Management
To provide positive control of system 

configuration to ensure system 

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Developmental Test & Evaluation (DT&E)
To promote the development and acceptance 

of information systems to meet stakeholder 

requirements; to promote compliance with 

standards; to promote interoperability of 

standards compliant products in support of 

DON acquisition.

Human Computer Interface
To develop human computer interfaces that 

are designed for usability with the needs, 

capabilities, and limitations of the users in 

mind, and in accordance with the DoD 

regulations; to provide guidance to system 

developers in areas such as design, operation

 and maintenance of displays, operator 

controls and training programs.

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Integration & Interoperability Engineering
To provide effective integration and 

interoperability with government elements, 

provide better use and sharing of existing 

government components, and use 

government resources more effectively.  To 

develop strategies to ensure system security,

 interoperability, portability and scalability.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Requirements Analysis
To ensure stakeholder (e.g. customers, 

end-users) requirements are incorporated in 

the systems engineering of information 
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Standards
To promote interoperability, security, 

portability and scalability by ensuring 

requirements are inserted into standards 

development efforts, developing standards 

profiles and promoting the development of 

standards compliant products.

System Integration
To manage the integration of subsystems into

 a system.

Chief Information Officer (CIO)

Acquisition
To ensure the organization's products and 

services reflect customer requirements, both 

cost and technical, in a competitive 

environment, and to ensure these 

requirements are met through the acquisition 

Capital Planning and Investment Assessment
To understand  the importance of Capital 

Planning and Investment Analysis; to 

decentralized IT and make each agency 

autonomous in the way it plans, invests in 

and implements IT; to provide a framework 

for running government with the same 

disciplines as private business.

Desktop Technology Tools
To be familiar with and competent in the use 

and applications of desktop technology tools.

E-Government/Electronic Business/Electronic Commerce
To conduct business in an integrated and 

automated paperless information 

Information Resources Strategy and Planning
To ensure information technology is a 

value-adding dimension of the business plan.

IT Security/Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Leadership/Managerial
To move beyond management to leadership 

and understand the dimensions of 

Clinger-Cohen, and how they play out 

operationally in an organization.  Interpersonal 

skills are essential for success because of 

the frequency of change, and the need to 

Performance Assessment Models and Methods
To be aware of the range of perspectives on 

performance and of the types of performance

 measures available and embrace a systems 

perspective for IT and its assessment 

process(es).   To understand the importance 

of baseline assessment 

measures—existence, qualitative measures 

and quantitative measures (example: ROI) in 

the performance assessment cycle.

Policy and Organization
To be able to communicate with an extremely 

wide range of people and work in a 

fast-changing environment (technology, 

legislation, policy, and politics).

Process/Change Management
To distinguish between the behavioral and 

affective dimensions of change management 

which are more related to leadership and the 

cognitive dimensions of process management

 which provide measuring points and are a tool

 for change management.
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Project/Program Management
To ensure the proper management, 

performance and administration of DON 

programs and projects.

Technical
To have an integrative understanding of how 

technology works, but not be technical in the 

sense of a developer; to understand the 

strengths and weaknesses of tools, how they 

work, what they are good for, and their limits; 

to play the role of a "universal translator" 

especially regarding technical ideas and 

terms; to make use of analytical processes, 

including statistical measures, in order to 

make competent decisions; to bring technical 

vision (interaction between the business and 

technology) to guide the organization into new 

business directions while remembering that 

the business rules must be the drivers of the 

technology; to distinguish between the 

technology itself and the process of applying 

the technology.

Chief Knowledge Officer (CKO)

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Building Coalition/Communication
To explain, advocate, and express facts and 

ideas in a convincing manner and to negotiate

 with individuals and groups internally and 

externally. To be able to develop an 

expansive professional network with other 

organizations and to identify the internal and 

external politics that impact the work of the 

Business Acumen
To aid the organization with maximizing its 

human, financial, material and information 

resources in a manner that instills public trust 

and accomplishes the organization's mission.

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Electronic Commerce/Electronic Data Interchange
To conduct business in an integrated and 

automated paperless information 

Enterprise Resource Planning
To enable organizations to unify disparate 

enterprise information systems (e.g., 

financial, human resources, supply chain 

management) into one comprehensive 

Facilitation and Arbitration
To build effective communities of practice to 

share knowledge and encourage innovation.

Information Resource Management
To ensure organization information resources 

are a strategic asset that will provide the 

backbone of DON information needs by 

utilizing information resource assets in the 

most advantageous manner.

KM Concept/Strategy
To use Knowledge Management as strategy to

 improve productivity as a learning 

KM Cultural Transformation
To promote cultural transformation to accept 

knowledge sharing as power.
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KM Ethical and Legal Issues
To conduct business in compliance with law 

and DON ethics.

KM Program/Project Management
To provide program/project planning and 

budgeting, fiscal management, financial 

analysis and reporting, and schedule/conflict 

management of DON KM program.

Knowledge Base Development
To provide a critical knowledge base 

repository for decision makers.

Knowledge Life Cycle Management
To ensure that an organization's knowledge is 

appropriate and sufficient.

Knowledge Mapping
To structure and manage an organization's 

knowledge directly and serve as visual 

directories to other more detailed sources of 

client knowledge.

Knowledge Sharing/Reuse
To encourage sharing and reuse of knowledge 

and best practices and preserve organizational

 knowledge beyond attrition.

Knowledge Transfer
To ensure critical organizational knowledge is 

identified and made explicit.

Leading People
To design and implement strategies that 

maximize employee potential and foster high 

ethical standards in meeting the organization's

 vision and goals.

Learning Environment Management
To encourage innovation and creativity in the 

workplace.

Performance Metrics
To identify qualitative and quantitative 

measures of effectiveness in support of 

DON IM/IT programs.

Policy/Strategic Plan Development and Implementation
To develop and assist in the implementation 

of departmental policy and strategic plans 

regarding DON, DoD and Federal Government

 legislative mandates (i.e., Congressional 

Directives, Executive Orders, and policies 

relating to information

Systems Thinking
To build a learning organization by developing 

the capacity for putting pieces together and 

seeing the whole.

Computer Forensics

Computer Forensics Liaison
To coordinate with other Federal, state, local 

and private sector law enforcement and other 

computer forensic entities to resolve issues; 

to coordinate and build internal and external 

consensus for organizational computer 

forensics program.

Contingency and Disaster Recovery Tools and 
To restore information systems, networks and

Techniques
 data to normal operations following 

contingencies, attacks and/or intrusion; to 

define and implement strategies for 

contingency and disaster recovery, 

preservation of electronic evidence, data 

recovery and continuity of operations plans 

for information systems.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract
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Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Security/Information Assurance Policy
To protect National assets and resources; to 

formulate information systems security 

policies and recommendations to the 

Designated Approval Authority (DAA); to 

guide projects through the life cycle 

management; to provide user technical 

assistance; to perform management review, 

validate security requirements, and meet the 

DON's requirements within cost and 

performance requirements.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Encryption

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Communications Security
To protect communications from exploitation 

by foreign intelligence services; to ensure the

 security of U.S. cryptosystems, prevent 

electronic emissions from various 

communications equipment, and to physically

 protect communications security equipment.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Encryption Tools and Techniques
To integrate encryption into multiple 

applications and technologies.

Encryption/Communications Security Policy
To protect National assets and resources; to 

formulate encryption and communications 

security policies and recommendations to the 

Designated Approval Authority (DAA).

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Systems Security Certification
To develop certification and accreditation 

plans and procedures, document deficiencies,

 report corrective actions, and recommend 

changes to improve the security of 

information systems; to serve as the test 

director in the execution of test procedures; to

 determine inherent risks in system design 

and existing countermeasures; to improve 

efficiency and productivity of information 

systems; to interpret National, DOD and DON

 information security policies; to ensure 

information systems that are developed, 

procured, and installed adhere to information 

security standards and regulations.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.
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Information Assurance Policy

AIS Life Cycle Management
To ensure adherence to Federal law and DOD 

Life Cycle regulations in the acquisition, 

maintenance, operation and disposal of 

required hardware, support services and other 

materials.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Security/Information Assurance Policy
To protect National assets and resources; to 

formulate information systems security 

policies and recommendations to the 

Designated Approval Authority (DAA); to 

guide projects through the life cycle 

management; to provide user technical 

assistance; to perform management review, 

validate security requirements, and meet the 

DON's requirements within cost and 

performance requirements.

Information Systems Security Operations
To ensure that security is provided for and 

implemented throughout the life cycle of an 

information system and/or network from the 

concept development phase through the 

design, development, operation, maintenance,

 and security disposal phases.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Risk Assessment and Mitigation
To evaluate information systems to identify 

residual risks to make recommendations to 

meet the appropriate organizational security 

requirements.

Information Systems Security Management

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Security/Information Assurance Policy
To protect National assets and resources; to 

formulate information systems security 

policies and recommendations to the 

Designated Approval Authority (DAA); to 

guide projects through the life cycle 

management; to provide user technical 

assistance; to perform management review, 

validate security requirements, and meet the 

DON's requirements within cost and 

performance requirements.
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Information Systems Security Certification
To develop certification and accreditation 

plans and procedures, document deficiencies,

 report corrective actions, and recommend 

changes to improve the security of 

information systems; to serve as the test 

director in the execution of test procedures; to

 determine inherent risks in system design 

and existing countermeasures; to improve 

efficiency and productivity of information 

systems; to interpret National, DOD and DON

 information security policies; to ensure 

information systems that are developed, 

procured, and installed adhere to information 

security standards and regulations.

Information Systems Security Operations
To ensure that security is provided for and 

implemented throughout the life cycle of an 

information system and/or network from the 

concept development phase through the 

design, development, operation, maintenance,

 and security disposal phases.

Information Systems Security Tools and Techniques
To protect information systems from attack 

and/or intrusion; to ensure proper access to 

information systems and their resources.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Information Systems/Network Security

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Security/Information Assurance Policy
To protect National assets and resources; to 

formulate information systems security 

policies and recommendations to the 

Designated Approval Authority (DAA); to 

guide projects through the life cycle 

management; to provide user technical 

assistance; to perform management review, 

validate security requirements, and meet the 

DON's requirements within cost and 

performance requirements.
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Information Systems Security Certification
To develop certification and accreditation 

plans and procedures, document deficiencies,

 report corrective actions, and recommend 

changes to improve the security of 

information systems; to serve as the test 

director in the execution of test procedures; to

 determine inherent risks in system design 

and existing countermeasures; to improve 

efficiency and productivity of information 

systems; to interpret National, DOD and DON

 information security policies; to ensure 

information systems that are developed, 

procured, and installed adhere to information 

security standards and regulations.

Information Systems Security Operations
To ensure that security is provided for and 

implemented throughout the life cycle of an 

information system and/or network from the 

concept development phase through the 

design, development, operation, maintenance,

 and security disposal phases.

Information Systems Security Tools and Techniques
To protect information systems from attack 

and/or intrusion; to ensure proper access to 

information systems and their resources.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Risk Assessment and Mitigation
To evaluate information systems to identify 

residual risks to make recommendations to 

meet the appropriate organizational security 

requirements.

Knowledge Assurance Manager (KAM)

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

E-Business
To conduct business in an integrated and 

automated paperless information environment

Information Systems/Network Security
To protect and restore the security of 

information systems and network services 

and capabilities; identify and eliminate 

information systems vulnerabilities to 

inadvertent disclosure, modification, 

destruction, or denial of service.

KM Concept/Strategy
To use Knowledge Management as strategy to

 improve productivity as a learning 

KM Cultural Transformation
To promote cultural transformation to accept 

knowledge sharing as power.

KM Ethical and Legal Issues
To conduct business in compliance with law 

and DON ethics.

Knowledge Mapping
To structure and manage an organization's 

knowledge directly and serve as visual 

directories to other more detailed sources of 

client knowledge.

Performance Metrics
To identify qualitative and quantitative 

measures of effectiveness in support of 

DON IM/IT programs.
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Social Network Analysis
To ensure the value of social networks is 

realized in the KM system.

System Integration
To manage the integration of subsystems into

 a system.

Systems Thinking
To build a learning organization by developing 

the capacity for putting pieces together and 

seeing the whole.

Web Development for KM
To ensure that Internet/Intranet websites and 

portals meet requirements, are maintainable, 

on schedule and within cost.

Knowledge Community Leader (KCL)

Building Coalition/Communication
To explain, advocate, and express facts and 

ideas in a convincing manner and to negotiate

 with individuals and groups internally and 

externally. To be able to develop an 

expansive professional network with other 

organizations and to identify the internal and 

external politics that impact the work of the 

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Communities of Practice
To facilitate communication among members 

of a community and share knowledge.

Content Integration
To provide the organization a consolidated 

library of knowledge available to transport 

across different media.

Facilitation and Arbitration
To build effective communities of practice to 

share knowledge and encourage innovation.

KM Concept/Strategy
To use Knowledge Management as strategy to

 improve productivity as a learning 

Knowledge Mapping
To structure and manage an organization's 

knowledge directly and serve as visual 

directories to other more detailed sources of 

client knowledge.

Knowledge Sharing/Reuse
To encourage sharing and reuse of knowledge 

and best practices and preserve organizational

 knowledge beyond attrition.

Knowledge Transfer
To ensure critical organizational knowledge is 

identified and made explicit.

Leading People
To design and implement strategies that 

maximize employee potential and foster high 

ethical standards in meeting the organization's

 vision and goals.

Learning Environment Management
To encourage innovation and creativity in the 

workplace.

Performance Metrics
To identify qualitative and quantitative 

measures of effectiveness in support of 

DON IM/IT programs.

Social Network Analysis
To ensure the value of social networks is 

realized in the KM system.

Systems Thinking
To build a learning organization by developing 

the capacity for putting pieces together and 

seeing the whole.
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Web Development for KM
To ensure that Internet/Intranet websites and 

portals meet requirements, are maintainable, 

on schedule and within cost.

Knowledge Systems Engineer (KSE)

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Building Coalition/Communication
To explain, advocate, and express facts and 

ideas in a convincing manner and to negotiate

 with individuals and groups internally and 

externally. To be able to develop an 

expansive professional network with other 

organizations and to identify the internal and 

external politics that impact the work of the 

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Cognitive and Decision Science
To promote organizational learning and 

innovation.

Content Integration
To provide the organization a consolidated 

library of knowledge available to transport 

across different media.

Electronic Commerce/Electronic Data Interchange
To conduct business in an integrated and 

automated paperless information 

Information Systems/Network Security
To protect and restore the security of 

information systems and network services 

and capabilities; identify and eliminate 

information systems vulnerabilities to 

inadvertent disclosure, modification, 

destruction, or denial of service.

KM Concept/Strategy
To use Knowledge Management as strategy to

 improve productivity as a learning 

Knowledge Base Development
To provide a critical knowledge base 

repository for decision makers.

Learning Environment Management
To encourage innovation and creativity in the 

workplace.

Social Network Analysis
To ensure the value of social networks is 

realized in the KM system.

Software Development
To ensure that software being developed 

meets requirements, is maintainable, on 

schedule and within cost.

System Integration
To manage the integration of subsystems into

 a system.

Systems Thinking
To build a learning organization by developing 

the capacity for putting pieces together and 

seeing the whole.

Web Development for KM
To ensure that Internet/Intranet websites and 

portals meet requirements, are maintainable, 

on schedule and within cost.

Performance Measurement Engineer (PME)
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Business Acumen
To aid the organization with maximizing its 

human, financial, material and information 

resources in a manner that instills public trust 

and accomplishes the organization's mission.

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Cognitive and Decision Science
To promote organizational learning and 

innovation.

Enterprise Resource Planning
To enable organizations to unify disparate 

enterprise information systems (e.g., 

financial, human resources, supply chain 

management) into one comprehensive 

Information Resource Management
To ensure organization information resources 

are a strategic asset that will provide the 

backbone of DON information needs by 

utilizing information resource assets in the 

most advantageous manner.

KM Concept/Strategy
To use Knowledge Management as strategy to

 improve productivity as a learning 

KM Cultural Transformation
To promote cultural transformation to accept 

knowledge sharing as power.

Performance Metrics
To identify qualitative and quantitative 

measures of effectiveness in support of 

DON IM/IT programs.

Policy/Strategic Plan Development and Implementation
To develop and assist in the implementation 

of departmental policy and strategic plans 

regarding DON, DoD and Federal Government

 legislative mandates (i.e., Congressional 

Directives, Executive Orders, and policies 

relating to information

Social Network Analysis
To ensure the value of social networks is 

realized in the KM system.

Systems Thinking
To build a learning organization by developing 

the capacity for putting pieces together and 

seeing the whole.

Project Management

Business Development
To sustain the structure and operations of the 

organization within projected cost and 

revenue, and to ensure requirements for 

planned growth and technology insertion are 

met with adequate capital investment 

Configuration Management
To provide positive control of system 

configuration to ensure system 

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Resource Management
To ensure organization information resources 

are a strategic asset that will provide the 

backbone of DON information needs by 

utilizing information resource assets in the 

most advantageous manner.
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Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Quality Assurance
To design, develop and deploy high quality 

systems by employing tools and methods 

that manage the system evolution.

Risk Management
To evaluate information systems to identify 

residual risks to make recommendations to 

meet the appropriate organizational security 

requirements.

Systems Acquisition
To ensure the organization's products and 

services reflect scalable customer 

requirements, both cost and technical, in a 

competitive environment, and to ensure these

 requirements are met through the acquisition 

process.

Systems Development
To ensure that systems being developed 

meets functional requirements, are 

maintainable, secure, reliable, recoverable, on

 schedule and within cost.

Research and Development

Advanced Concept Technology Demonstration
To develop prototypes of advanced 

technology for use in future DON information 

Advanced Concept Technology Demonstration
To develop prototypes of advanced 

technology for use in future DON information 

Applied Research
To apply basic research in support of future 

DON information systems.

Applied Research
To apply basic research in support of future 

DON information systems.

Basic Research
To conduct basic research to support future 

DON information systems.

Basic Scientific Research
To conduct basic scientific research to 

support future DON information systems.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Modeling and Simulation
To evaluate and assess evolving information 

and telecommunications systems and to 

ensure greater efficiency, improved service, 

and cost effective operations.
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Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Requirements Analysis
To ensure stakeholder (e.g. customers, 

end-users) requirements are incorporated in 

the systems engineering of information 

Risk Management

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Contingency and Disaster Recovery Tools and 
To restore information systems, networks and

Techniques
 data to normal operations following 

contingencies, attacks and/or intrusion; to 

define and implement strategies for 

contingency and disaster recovery, 

preservation of electronic evidence, data 

recovery and continuity of operations plans 

for information systems.

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Information Security/Information Assurance Policy
To protect National assets and resources; to 

formulate information systems security 

policies and recommendations to the 

Designated Approval Authority (DAA); to 

guide projects through the life cycle 

management; to provide user technical 

assistance; to perform management review, 

validate security requirements, and meet the 

DON's requirements within cost and 

performance requirements.

Information Systems Security Certification
To develop certification and accreditation 

plans and procedures, document deficiencies,

 report corrective actions, and recommend 

changes to improve the security of 

information systems; to serve as the test 

director in the execution of test procedures; to

 determine inherent risks in system design 

and existing countermeasures; to improve 

efficiency and productivity of information 

systems; to interpret National, DOD and DON

 information security policies; to ensure 

information systems that are developed, 

procured, and installed adhere to information 

security standards and regulations.
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Network/Systems Security Operations
To protect and restore the security of 

information systems and network services 

and capabilities; identify and eliminate 

information systems vulnerabilities to 

inadvertent disclosure, modification, 

destruction, or denial of service.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Risk Assessment and Mitigation
To evaluate information systems to identify 

residual risks to make recommendations to 

meet the appropriate organizational security 

requirements.

Vulnerability Assessment Tools and Techniques
To assess the risk to information systems 

and networks from attack and/or intrusion; to 

recommend safeguards and protections to 

manage and mitigate risks.

Software Engineering

Common Operating Environment
To enable the continued development of 

applications that run on the Defense 

Information Infrastructure Common Operating

 Environment (DII COE), to promote standard 

interfaces and to promote interoperability.

Computer Aided Software Engineering (CASE)
To ensure sound engineering principles are 

followed and security is incorporated 

throughout the software/computer system life

 cycle (e.g., requirements analysis, systems 

development, reengineering, software 

development, operational testing, and 

maintenance).

Computer Systems Architecture
To provide secure information systems that 

are effective, interoperable, scalable, reliable,

 integrated and affordable.

Configuration Management
To provide positive control of system 

configuration to ensure system 

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Human Computer Interface
To develop human computer interfaces that 

are designed for usability with the needs, 

capabilities, and limitations of the users in 

mind, and in accordance with the DoD 

regulations; to provide guidance to system 

developers in areas such as design, operation

 and maintenance of displays, operator 

controls and training programs.

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Life Cycle Management
To ensure adherence to Federal law and DOD 

Life Cycle regulations in the acquisition, 

maintenance, operation and disposal of 

required hardware, support services and other 

materials.
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JobRole
Competency
Strategic Value

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Requirements Analysis
To ensure stakeholder (e.g. customers, 

end-users) requirements are incorporated in 

the systems engineering of information 

Requirements Management
To ensure stakeholder (e.g. customers, 

end-users) requirements are incorporated in 

the systems engineering of information 

Software Development
To ensure that software being developed 

meets requirements, is maintainable, on 

schedule and within cost.

Software Reuse
To locate, assess and reutilize software 

components and to determine effectiveness 

of generalizing existing applications for wider 

use. To develop software and software 

architectures that are reusable.

Standards
To promote interoperability, security, 

portability and scalability by ensuring 

requirements are inserted into standards 

development efforts, developing standards 

profiles and promoting the development of 

standards compliant products.

System Integration
To manage the integration of subsystems into

 a system.

Testing
To ensure that systems perform in 

accordance with specified requirements.

Systems Analysis

Architecture
To provide secure information systems that 

are efficient, effective, interoperable, 

scalable, reliable, integrated and affordable.

Business Process Reengineering
To ensure the organization's methods and 

processes support customer requirements, 

both cost and technical.

Computer Aided Software Engineering (CASE)
To ensure sound engineering principles are 

followed and security is incorporated 

throughout the software/computer system life

 cycle (e.g., requirements analysis, systems 

development, reengineering, software 

development, operational testing, and 

maintenance).

Configuration Management
To provide positive control of system 

configuration to ensure system 

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Human Computer Interface
To develop human computer interfaces that 

are designed for usability with the needs, 

capabilities, and limitations of the users in 

mind, and in accordance with the DoD 

regulations; to provide guidance to system 

developers in areas such as design, operation

 and maintenance of displays, operator 

controls and training programs.
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JobRole
Competency
Strategic Value

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Modeling and Simulation
To evaluate and assess evolving information 

and telecommunications systems and to 

ensure greater efficiency, improved service, 

and cost effective operations.

Operations Research
To assist customers in information systems 

assessment, planning, design, modifications, 

and strategy development.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Requirements Analysis
To ensure stakeholder (e.g. customers, 

end-users) requirements are incorporated in 

the systems engineering of information 

Systems Engineering

Common Operating Environment
To enable the continued development of 

applications that run on the Defense 

Information Infrastructure Common Operating

 Environment (DII COE), to promote standard 

interfaces and to promote interoperability.

Computer Aided Software Engineering (CASE)
To ensure sound engineering principles are 

followed and security is incorporated 

throughout the software/computer system life

 cycle (e.g., requirements analysis, systems 

development, reengineering, software 

development, operational testing, and 

maintenance).

Computer Systems Architecture
To provide secure information systems that 

are effective, interoperable, scalable, reliable,

 integrated and affordable.

Configuration Management
To provide positive control of system 

configuration to ensure system 

Contracting Officers Representative (COR)
To ensure contractor performance and 

delivery is in compliance with a given contract

Human Computer Interface
To develop human computer interfaces that 

are designed for usability with the needs, 

capabilities, and limitations of the users in 

mind, and in accordance with the DoD 

regulations; to provide guidance to system 

developers in areas such as design, operation

 and maintenance of displays, operator 

controls and training programs.

Information Assurance
To acquire, maintain and ensure the security 

of information systems in an effective, 

interoperable, scalable, reliable, integrated and

 affordable fashion.

Integrated Network Management
To provide network management systems to 

support the operation, administration and 

maintenance of voice, data, imagery and 

video networks.
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JobRole
Competency
Strategic Value

Integrated Verification & Validation (IV&V)
To ensure that systems perform in 

accordance with specified requirements.  To 

determine which system characteristics can 

be verified by analysis or simulation and 

which must be verified by demonstration and 

testing; to assess the progress being made in 

development and migration efforts prior to 

validation (including IV&V).

Network Engineering
To create greater capacity, improved service,

 increased security and more cost effective 

operations; to provide detailed engineering 

needed to bring a modern, secure 

communications architecture to operational 

networks that can carry voice, video and/or 

imagery.

Operational Test & Evaluation (OT&E)
To plan, test, and evaluate for the 

implementation of an information system 

from an operational viewpoint.  To assess a 

system's operational effectiveness and 

operational suitability in a realistic 

environment and to determine if the minimum 

acceptable operational performance 

requirements have been satisfied.

Operations Research
To assist customers in information systems 

assessment, planning, design, modifications, 

and strategy development.

Program Management
To achieve the needed outcomes of a 

specific program and related projects by 

ensuring proper management, performance 

and administration.

Reliability
To design, develop, and/or acquire systems 

that meet customers reliability needs.

Software Development
To ensure that software being developed 

meets requirements, is maintainable, on 

schedule and within cost.

Software Reuse
To locate, assess and reutilize software 

components and to determine effectiveness 

of generalizing existing applications for wider 

use. To develop software and software 

architectures that are reusable.

System Integration
To manage the integration of subsystems into

 a system.
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